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What's New in VMware Workspace ONE UEM 1811
This short video provides the highlights of the new features of VMware Workspace ONE UEM 1811. It
provides the overview and benefits of the key features of the release. The target audience is primarily
technical field sales professionals who need an abbreviated overview of what’s new and a short demo of one
or more key features. VMware End-User Computing (EUC) solutions empower the digital workspace by
simplifying app & access management, unifying endpoint management & transforming Windows delivery.
Follow the VMware EUC Blog to learn more: https://blogs.vmware.com/euc.
0:00:01.070,0:00:09.770 [Music] 0:00:10.790,0:00:15.210 Hello, my name is Karim Chelouati and
0:00:13.679,0:00:17.220 I'm a Senior Technical Marketing 0:00:15.210,0:00:20.850 Management. Today
we're gonna go through 0:00:17.220,0:00:23.010 what's new in VMware Workspace ONE version 1811.
0:00:20.850,0:00:26.279 Let's first start with VMware Workspace ONE 0:00:23.010,0:00:28.140 productivity
apps and SDK some of the 0:00:26.279,0:00:30.510 new features we have here we have some
0:00:28.140,0:00:32.099 new apps and enhancements the first one 0:00:30.510,0:00:35.309 here you can
see is the VMware Workspace ONE 0:00:32.099,0:00:38.160 Boxer app we have a few new features on
0:00:35.309,0:00:40.890 it first is the first email client with 0:00:38.160,0:00:43.170 NIAP Common Criteria we
also have a 0:00:40.890,0:00:45.660 redesigned user interface to make it a 0:00:43.170,0:00:48.000 better
user experience. You can now view 0:00:45.660,0:00:51.989 calendar attachments and view
0:00:48.000,0:00:54.510 availability, ENSv2 for VIP 0:00:51.989,0:00:57.180 notifications, and also PIV-D
0:00:54.510,0:00:59.940 support. Another feature we have is 0:00:57.180,0:01:01.800 VMware Workspace
ONE Notebook better where now 0:00:59.940,0:01:05.640 you can securely take notes and create
0:01:01.800,0:01:06.270 tasks and the third one is VMware Workspace ONE 0:01:05.640,0:01:09.119 Send.
0:01:06.270,0:01:11.970 you can securely enable editing of files 0:01:09.119,0:01:16.890 and Content Locker
and Boxer using 0:01:11.970,0:01:19.920 Microsoft Office 365 apps managed by iTune.
0:01:16.890,0:01:22.080 The next one is the VMware Workspace ONE SDK we 0:01:19.920,0:01:24.960
have a new model in VMware Workspace ONE SDK 0:01:22.080,0:01:25.799 where we have the privacy as
you see 0:01:24.960,0:01:29.250 here on the screen 0:01:25.799,0:01:31.259 and also we have content
which is now in 0:01:29.250,0:01:33.750 tech preview some of the few 0:01:31.259,0:01:37.320
announcements here we have with SDK is 0:01:33.750,0:01:40.380 that VMware Workspace ONE SDK plugin 1.3.1 0:01:37.320,0:01:44.310 for Xamarin uses VMware Workspace ONE 0:01:40.380,0:01:47.149 SDK
for Android version 18.8 uses VMware 0:01:44.310,0:01:49.500 Workspace ONE SDK for iOS objective-C
0:01:47.149,0:01:53.460 v5.9.8.2. 0:01:49.500,0:01:56.579 Support for iOS 12 and Xcode
0:01:53.460,0:02:00.750 10 VMware Workspace ONE SDK plug-in 0:01:56.579,0:02:03.210 v1.3.1 for
Cordova uses 0:02:00.750,0:02:05.759 VMware Workspace ONE SDK for iOS 0:02:03.210,0:02:09.149
objective-C v5.9.8.2. 0:02:05.759,0:02:11.620 And support for 0:02:09.149,0:02:13.780 iOS 12 and Xcode 10.
0:02:11.620,0:02:18.610 Now let's check out what's new in 0:02:13.780,0:02:20.260 managing Apple devices
in 1811 first new 0:02:18.610,0:02:23.440 features we have here is the macOS 0:02:20.260,0:02:26.760
privacy preferences policy control this 0:02:23.440,0:02:29.530 is for macOS version 10.14 plus
0:02:26.760,0:02:31.870 the modification to the privacy 0:02:29.530,0:02:35.200 preference policy control
payload was 0:02:31.870,0:02:37.569 released in version 1810 but now allows 0:02:35.200,0:02:40.120
multiple Apple event permissions per 0:02:37.569,0:02:42.370 identifiers main benefits here that we
0:02:40.120,0:02:44.019 will provide the administrator the 0:02:42.370,0:02:46.750 ability to group all the
applicable 0:02:44.019,0:02:50.440 preference permissions under the single 0:02:46.750,0:02:52.810 parent
bundle ID or pad identifier which 0:02:50.440,0:02:56.109 will help in readability and support
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0:02:52.810,0:02:58.450 ability second new feature here in 1811 0:02:56.109,0:03:02.170 that we have also
supported only on 0:02:58.450,0:03:04.810 macOS 10.14 plus is the iOS same 0:03:02.170,0:03:07.420
information display improvements the 0:03:04.810,0:03:10.540 improvements that we have here is under
0:03:07.420,0:03:12.519 device information keys to the admin so 0:03:10.540,0:03:15.340 the Mobile Country
Code (the MCC) and 0:03:12.519,0:03:17.500 Mobile Network Code (MNC) of the same
0:03:15.340,0:03:19.630 currently installed in each iOS device 0:03:17.500,0:03:21.489 but if it's here that the
admins will 0:03:19.630,0:03:24.040 get more details obviously on the device 0:03:21.489,0:03:26.769 same
configuration in the network tab 0:03:24.040,0:03:28.959 for a device detail view now you can
0:03:26.769,0:03:31.150 better manage connectivity so cellular 0:03:28.959,0:03:33.069 payload and or
better integrate with the 0:03:31.150,0:03:36.430 mobile security partners such as Wandera.
0:03:33.069,0:03:39.459 Lastly for the new features in macOS 0:03:36.430,0:03:42.480 is the network profile
improvements 0:03:39.459,0:03:46.180 we have additions of new payload types 0:03:42.480,0:03:49.829
allow administrators to target 802.1 X 0:03:46.180,0:03:53.169 payloads to specific Ethernet interface
0:03:49.829,0:03:54.730 so previously VMware Workspace ONE UEM targeted 0:03:53.169,0:03:57.639 only
the first active 0:03:54.730,0:04:01.030 Ethernet interface this update allows 0:03:57.639,0:04:03.690 admin
to target different 8:02 that 1x 0:04:01.030,0:04:06.250 configurations two different interfaces
0:04:03.690,0:04:08.949 additionally admins can now select any 0:04:06.250,0:04:11.680 Ethernet to apply
the configuration to 0:04:08.949,0:04:15.040 any active Internet adapter regardless 0:04:11.680,0:04:16.750
of the adapter order now let's take a 0:04:15.040,0:04:20.169 look at some of the new Windows features
0:04:16.750,0:04:22.340 in 1811 first one we have here is the 0:04:20.169,0:04:24.320 VMware Workspace
ONE baseline 0:04:22.340,0:04:26.240 these new features will allow you to 0:04:24.320,0:04:29.120 keep
your devices secure and aligned 0:04:26.240,0:04:32.120 with the industry standards such as the
0:04:29.120,0:04:34.070 CIS benchmarks with baselines you can 0:04:32.120,0:04:36.669 set your preferred
configuration and 0:04:34.070,0:04:38.900 your device's maintain those settings 0:04:36.669,0:04:40.820
currently this feature is only offered 0:04:38.900,0:04:44.120 as a technical preview and only
0:04:40.820,0:04:46.040 supported on SaaS benefits here is that it 0:04:44.120,0:04:49.010 will simplify
configurator maintaining 0:04:46.040,0:04:52.040 group policy and save admins time and
0:04:49.010,0:04:54.260 effort using this industry standard 0:04:52.040,0:04:56.600 templates will definitely
reduce the 0:04:54.260,0:05:00.260 time of going through documentation to 0:04:56.600,0:05:03.740
configure assess or modify any remediate 0:05:00.260,0:05:05.930 group policy will also help you get past
0:05:03.740,0:05:10.220 the gap that you are currently facing in 0:05:05.930,0:05:12.500 your journey to
modern management next 0:05:10.220,0:05:16.100 feature here for Windows is VMware Workspace ONE
0:05:12.500,0:05:18.979 sensors and queries this provides admins 0:05:16.100,0:05:21.410 the ability to
collect device info such 0:05:18.979,0:05:23.150 as custom attributes and leverage using
0:05:21.410,0:05:25.789 VMware Workspace ONE Intelligence 0:05:23.150,0:05:28.400 admins can generate
reports or leverage 0:05:25.789,0:05:29.570 attributes to create dashboards or take 0:05:28.400,0:05:32.240
automated actions 0:05:29.570,0:05:35.530 it supports triggering on schedule or 0:05:32.240,0:05:38.300
multiple events various data types and 0:05:35.530,0:05:41.120 uploading or pasting in a script or
0:05:38.300,0:05:43.130 command keep in mind this requirement 0:05:41.120,0:05:45.590 this requires
VMware Workspace ONE Intelligence 0:05:43.130,0:05:48.740 the benefits here is that the admins now
0:05:45.590,0:05:51.139 have more granularity when gathering and 0:05:48.740,0:05:53.590 reporting device
info backed by the 0:05:51.139,0:05:57.260 power of VMware Workspace ONE Intelligence
0:05:53.590,0:05:59.810 next feature for Windows for 18:11 is a 0:05:57.260,0:06:02.210 factory provision
and enhancement this 0:05:59.810,0:06:04.190 provides admins with a wizard having the
0:06:02.210,0:06:07.070 ability to create a configuration file 0:06:04.190,0:06:10.099 for various use cases
like domain join 0:06:07.070,0:06:12.349 or group AAD Premium and without 0:06:10.099,0:06:15.200
Premium as well you can also export 0:06:12.349,0:06:18.110 Windows 32 apps for pre-loading in the
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0:06:15.200,0:06:20.690 factory as a provisioning package PPKG. 0:06:18.110,0:06:22.490 The benefit here
is that it will 0:06:20.690,0:06:24.500 save the admins some time by allowing 0:06:22.490,0:06:28.789 them to
create both the configuration 0:06:24.500,0:06:30.710 file and the provisioning package in one
0:06:28.789,0:06:33.080 simple step in the VMware Workspace ONE UEM 0:06:30.710,0:06:36.160 console
the Fling is still available for 0:06:33.080,0:06:38.630 customers on version pre 1811 0:06:36.160,0:06:41.810
additionally here we expanded app 0:06:38.630,0:06:44.780 support so apps uploaded before enabling
0:06:41.810,0:06:48.259 software distribution and user context 0:06:44.780,0:06:50.990 apps another new
feature for Windows for 0:06:48.259,0:06:53.690 version 1811 in VMware Workspace ONE is the new
0:06:50.990,0:06:55.699 proxy payload it will provide admins the 0:06:53.690,0:06:57.770 ability to configure
a proxy server for 0:06:55.699,0:06:59.720 Ethernet and Wi-Fi connections on 0:06:57.770,0:07:02.020
Windows 10 you have the options to 0:06:59.720,0:07:05.300 configure proxy using X script or
0:07:02.020,0:07:06.889 address and configure exceptions and if 0:07:05.300,0:07:09.650 the proxy should
be used for local 0:07:06.889,0:07:13.220 addresses only supported on Windows 10 0:07:09.650,0:07:15.440
version 1709 plus the benefits here is 0:07:13.220,0:07:17.780 the ability to configure proxy on the
0:07:15.440,0:07:19.930 device without needing to use custom 0:07:17.780,0:07:22.550 scripts or GPOs
0:07:19.930,0:07:26.389 some of the new windows features on the 0:07:22.550,0:07:28.460 VMware Airlift
1.1 release side are app export 0:07:26.389,0:07:32.150 where we can now support hybrid script
0:07:28.460,0:07:35.060 MSI payload uninstall script exit codes 0:07:32.150,0:07:36.979 also UI so we have
a simplified 0:07:35.060,0:07:40.130 administration with filtering and 0:07:36.979,0:07:41.720 searching
capabilities security we added 0:07:40.130,0:07:45.919 support for role based access control
0:07:41.720,0:07:48.620 and TLS for SCCM connection command-line 0:07:45.919,0:07:50.800 so we have
the ability to use CLI to 0:07:48.620,0:07:54.110 perform actions and install functions 0:07:50.800,0:07:56.180
lastly is telemetry so you will have the 0:07:54.110,0:07:59.030 ability for the customers to send
0:07:56.180,0:08:02.719 telemetry data to VMware to help improve 0:07:59.030,0:08:04.669 future releases
now let's take a look at 0:08:02.719,0:08:07.789 some additional new features here in
0:08:04.669,0:08:11.270 Windows so we have GPS support via OMA- 0:08:07.789,0:08:13.969 DM, UWP
agent no longer needed for the 0:08:11.270,0:08:16.789 GPS support. We also have the Enterprise
0:08:13.969,0:08:20.150 reset support so refresh a device for 0:08:16.789,0:08:22.969 the same enrolled
user, new remote wipe 0:08:20.150,0:08:27.159 option, new options for protected wipe
0:08:22.969,0:08:27.159 and persist provisioning data. 0:08:27.460,0:08:34.490 Now let's talk about some of
the major 0:08:30.050,0:08:36.169 updates on Android side on 1811 one of 0:08:34.490,0:08:38.770 the
major ones here that we have is the 0:08:36.169,0:08:40.940 auto-update policy for Play Store apps
0:08:38.770,0:08:43.010 previously admins could not control the 0:08:40.940,0:08:44.660 auto-updates for
public apps and the 0:08:43.010,0:08:47.180 apps would just auto-update whenever 0:08:44.660,0:08:49.880
they needed to be. Now the admins can manage 0:08:47.180,0:08:52.550 the public apps auto-update policy
on 0:08:49.880,0:08:54.650 the console, so the options are they can 0:08:52.550,0:08:58.010 always autoupdate, always auto-update 0:08:54.650,0:09:01.100 over Wi-Fi, and never auto-update. Admins
0:08:58.010,0:09:03.380 can also schedule the updates so the 0:09:01.100,0:09:06.020 admins with internal
apps will no longer 0:09:03.380,0:09:08.390 face issues with Play services or map 0:09:06.020,0:09:09.740
updates which always causes disturbance 0:09:08.390,0:09:13.520 to the existing deployments as
0:09:09.740,0:09:16.550 specifically also admins can now control 0:09:13.520,0:09:21.020 when auto-update
occurs; for example, 0:09:16.550,0:09:23.060 during store hours. Thank you for 0:09:21.020,0:09:25.850
listening. Please stay tuned for more 0:09:23.060,0:09:28.420 details in technical marketing deep dive
0:09:25.850,0:09:28.420 1811. 0:09:28.560,0:09:36.509 [Music]
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