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Challenges with access to resources
Improving the User Experience
Enforcing Multi Factor Authentication
Seamless Sign On Experience

Contextual and Risk based access rules
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An Anywhere Organization @ Challonges.

100% Remote Hybrid 100% at Work Location

Multi-modal Workstyles Define the Anywhere Organization
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Remote Access Today Mostly Based on VPNSs
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Workspace ONE Access

Enterprise Authentication and Single Sign-On

Identity Sources

Active Directory

@ ﬁ?ﬂrfi Directory -
okta
LDAP

Lightweight Directory
Access Protocol
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Workspace

ONE Access

Device User Location

A 4

v

| Workspace ONE

—T UEM

v

Password
Authentication

MFA

Conditional
Access

Step-up
Authentication

SaaS / Web /
Mobile SSO

Device
Enrollment /
Remediation

/ The Apps \

CONCUR.

salesforce

‘ WOCI:d\oy@

servicenow

. /




Anywhere as ONE



Unified Catalog - Workspace ONE Intelligent Hub

Engaging employees from onboarding to offboarding

HAAZps
Password
Assistant

#® e

e
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Onboarding | Home | App Catalog | People | Notifications | Workflows

Vmwa re® ©2021 VMware, Inc.

Seamless Experience

¢

Single Sign-On (SSO)
Conditional Access
Multi-Factor Auth (MFA)

@

Native Across Platforms
iOS | Android | Mac
Windows | Web

DQ

Corporate Communications

Actionable Notifications




Leveraging

Multi-
Auth
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Verify in Intelligent Hub
Industry first MFA integration into the Digital Workspace Platform

Verify in Intelligent Hub

o

servicenow am ago experience

Sign In Requested
Parking Pass Request

Acme Corp Workspace ONE

Hello Taylor, We our missing your vehicle licence
plate number.

Sign In Requested

NoO user pre-reg or
separate app

Tsanders from Acme Corp is trying to sign

Approve

I Office 365

Decline
=) Tsanders-Dell, 192.345.6.7, Palo Alto, CA,

us

Biometric check on
approval

) Monday, June 3, 9:40 AM PDT
Decline Approve

SECURITY

I
For You -
Industry first integrated

Access to Office 365 granted.

Notify Authorize Authenticate Access
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FIDO2 and WebAuthn

Redirect to Access

Access

salesforce

FIDO server

Access app Call Webauthn API

and send Auth
challenge

Browser

Webauthn g

CTAP
communication

with authenticator
< Authenticator

User
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Integration

FIDO stands for Fast identity
Online. It is a Consortium
that develops secure, open,
phishing proof, password
less authentication
standards.

Webauthn is a global
standard for web
authentication as of March
2019. it is a browser-based
API to trigger FIDO client
authentication.

CTAP s a Client to
Authenticator Protocol. It is a
communication protocol
between external
authenticator and FIDO
client.



https://fidoalliance.org/
https://webauthn.io/
https://fidoalliance.org/specs/fido-v2.0-id-20180227/fido-client-to-authenticator-protocol-v2.0-id-20180227.html

3" Party Integration

Workspace ONE™

For improved security, please

enter an RSA passcode instead of
your password.

username

RSA passcode

vmware.com

Change to a different domain

vmware
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Workspace ONE™

= Settings

Send Me a Push

Enter a Passcode

Integration

Native Integration with
MFA providers —
RSA and Duo

RADIUS and SAML/OIDC
support for other 3@
party MFA'’s




Anywhere as ONE



Workspace ONE Certificate Based Auth

Signature, validation of chain, revocation
. User Authorization

. Transportation, how certificate is being
delivered

. Extract UDID, hardware ID
. Enrollment status, MDM thumbprint
. Compliance status

User Device

MobileSSO
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Mobile Challenges

Traditional Mobile
Certificate Authentication:

1. Proprietary certificate
support
Not scalable

2. Requires local web browser
or:
- Safari view controller
« Chrome custom tabs

o

VMware MobileSSO:

Universal application support
Since authentication flow is
decoupled from the
application itself, MobileSSO
offers a near 100% application
support.

Requiring no recoding

100% Touchless
authentication
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Workspace ONE Access

....................... >
USER RISK
4
Remote Apps | Web Apps | Native Apps

DEVICE COMPLIANCE IDENTITY CONTEXT USER BEHAVIOR

APPLICATION

DEVICE

POSTURE

Authentication Authentication

oS Managed Jail Broken Strength Provider Risk Scoring
3rd Part Location Blacklist Session Network Per : ; ;
Y Apps Time Scope Application Device Risk UserRisk

Workspace ONE
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Managed Device Federated App Use Case

Example application authentication flow

N\

workday. ——————————————————

aWS 1. Try to access

Home | = O (1 ) 6) salesforce AN =) Salesforce

User
Client

" Microsoft

Active Directory
ﬁ Federation Services
! ﬂ
----------------
= Device Risk = \N
: Score . \

Office 2. Redirect to WSO
Anywhere | | 4 Access
1 — | App \ 3. Cert based auth
O 4. Check Device
: federation: Data Center Compliance
CETE [ FesooTrrrrreTe, ; 5. Get Login Risk
@ssEssEEEEEEEEEEEEEEEEED E uthentications \ E Optionally, federatei
N f with existing 1DP__ , Score
Access R!tgg 6. Send
® okta ' onelogin Assertion/ID
—l APP Token to app

Intelligence
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Managed Device VDI Use Case
Single Sign On of the user into their App or Desktop

Horizon
Enrollment Server

crerssssssaannnnnn,
Internet -@» : Single Sign-On
User —_ =
Client 0 e 1. User starts Horizon
| Load Unified Access resource
balancer ~ Gateway ... _ ¥ . 2. Authenticate against
= G ! Py f\\ || : User Entitlement : WS1 Access with
% olo— > @ _'Eﬁl e | Y _a_rjgi__A_l_D__P_ql_lg_I?_S__g certificate and checking
: o= S —_T device compliance/risk
- : Horizon SAML A . .
! e Connection Server < ;sertlon contains
.................. ! JWT which UAG
: Method of & N validates with Access
Authent|cat|on ............... ) '
----------------- : JWT Token : 4. Horizon Connection
_ : validation_; v @ Server uses SAML
e r N * 0| - . artifact to get SAML
Management_ N % — : : assertion
--------------- \, SAML Artifact E : RDSH VDI | 5 Uses Enrollment server
Access Lalidation L.k 1 ' to get short lived user
m certificate for logon
6. User certificate is used

with AD domain

\I controller to login and
|/ > r \l get Kerberos ticket
XA |

: Device Risk 7. User can start App/VDI

YDevice
ED Compllance \ Score

UEM Intelligence
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Managed Device |dentity Bridging Use Case

Internet access gateway Internal access gateway
1
Management network
1
1
|
1
it.corp.local |
1
1
1
1
1
1
1
1

1. Connect in app or
browser to
uag.airwlab.com/it

Client Load Unified Access Gateway Internal Redirect to WS
= c e balancer (reverse proxy and identity App servers 2 edirect to
o . Access and
o— bridging edge service enabled) . .
—Eg oloms @ | ApPP Authentication
*o—> —>‘<—
Home < : A 6 3. Use SAML assertion to
Office . : e @ S— (it.corp.local) ID user
Anywhere e e 4. UAG uses KCD to get
1 a .
! a Kerberos ticket
5. UAG connects to
9 ! internal app
| Domain controller .
e e (corp.local) 6. https://it.corp.local
rﬁ @ P connects back to UAG
V/ 7. uag.airwlab.com/it
Workspace ONE AHAINLS,

https://it.corp.local
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https://it.corp.local/
https://it.corp.local/

Risk Based Access Policies
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Extending Risk Analytics Across Workspace ONE Use Cases

Secure access to Web, Saas, Virtual Desktops and Published Applications

2b. Risk Score
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o o Intelligence salesforce
> @O0 & B
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SaaS Apps
2a. Authentication

DMZ or Cloud Tenant Internal Resources

|
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3. SAML Assertion I Applications
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User vs Login Risk Score

Updated in near real-time
Low
Managed and ﬁ AP
(Wglgglelololor=1o N A EI
devices Authentication request Login Risk Score a
High High Conditional Access Policy
® [0 &
" . —
Device's Device Risk Score User Risk Score API
health
Managed Low
devices R
Device’s Device Risk Score
health

Updated every 24 hours
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Use cases

ﬁ 20 <3

Login Risk Score

User Risk Score

What the level of risk of the login attempt?
Is the login coming from a familiar location?

Is the login initiated from a known device?

What the level of risk of user’s devices?

Are there unknown, rare or questionable apps?

Is the device’'s OS up-to-date?

Are device’s security capabilities enabled?
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User/Device Risk Analytics Overview

Risk Indicators

Anomalous Alert

. . . Activity
Device Risk Scoring: App Collector
- Android
- iOS Compulsive App
Download
- macOS
- Windows

Excessive Critical
CVEs

Laggard Update

Persistent Critical
CVEs

Rare App Collector

Risky Security
Setting

Unusual App
Download

Description

A device that produces an unusual number, type, or
severity of Carbon Black alerts.

A person who installs an unusually large number of apps.

A person who installs an atypical number of apps in a
short period of time.

A device with an excessive number of unpatched critical
CVEs (Common Vulnerability Exposure).

A person who sluggishly updates the device OS or who
refuses to update at all.

A device with one or many critical CVEs (Common
Vulnerability Exposure) remaining unpatched after the
majority of eligible devices in the organization were
patched.

A person who installs an unusually large number of rare
apps.

A person who owns one or many devices and has explicitly

disabled security protection features or has devices
explicitly declared lost.

A person who has recently installed unusual apps.

Risk

An unusual number, type, or severity of threat alerts is an indication of
a potentially compromised device.

Any app can include known or unpatched vulnerabilities and these
vulnerabilities can become attack vectors. The surface area for cyber-
attacks increases with the number of apps on the device.

Users frenetically installing unusual apps on their devices have a
greater risk of being a victim of malicious activity. Some apps disguise
themselves as useful, friendly, or entertaining, when in fact they want
to harm the user. Marketplace approaches to filtering unsafe content
(malware) vary from vendor to vendor. A careless user can get tracked,
hacked, or conned.

The greater the number of critical CVEs present on a device, the larger
the device's attack surface.

Ignoring software updates can make a device vulnerable to attack and
increases the risk of being compromised.

The greater the number of critical CVEs present on a device, the larger
the device's attack surface.

Unlike widely used apps, rare ones are of questionable provenance
and have a greater chance of having malware or security
vulnerabilities.

Disabling security measures on a device increases the risk of being
compromised.

Apps can disguise themselves as useful, friendly, or entertaining, when
in fact they want to harm the user. Marketplace approaches to filtering
unsafe content (malware) vary from vendor to vendor. A careless user

can get tracked, hacked, or conned.
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User/Device Risk Based Conditional Access
Adaptive policies that don’t compromise user experience

Device Posture User |dentity Threat Data
Workspace ONE Workspace ONE Carbon Black Cloud

@ @
Low
Medium
@

Assess the Risk High
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Define Policy
Grant
@ $
ccess

. Verify

& (MFA)
@ Deny

Access
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Login Risk

Define Access policies
« LOW Risk — Allow
« MEDIUM Risk —= MFA Prompt

- HIGH Risk - Block trailhea

JUNE 23, 8:45 A.M. PT/11:45 A.M. ET

We’'re bringing the community together

Vaidate the . and everyone’s invited.

User Identity Assess the Risk Grant Acoess Salesforce ry
: . : . : . Join of-this-world experience and discover where
H H i . H ' ke y«

Log In Using

Trust MNudge Werify

Low Moderate High

Calculated Realtime based on:

« Account historical login requests
+ User location
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Workspace ONE Access

Trust Network Risk Score

Workspace

Hub ONE Access
f

Device User Location

| Workspace ONE
7T UEM

P—
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Login
Authentication

MFA

Conditional
Access

Step-up
Authentication

Application
SSO

. Improved User
Experience

Enterprise
Security
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Anywhere Workspace Technologies

Manage Multi-modal VMware Carbon Black

Employee Experience Cloud-Native | Endpoint Protection

VMware Workspace ONE

Unified Endpoint Management and
Virtual Apps and Desktop delivery

Secure the
Distributed Edge

VMware SASE

Zero trust security and network
performance management

Automate the
Workspace
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Thank you!
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