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ldentifying the Problem Domain

vmware

Apps

Active
Directory

Disk Attachments

—

Streamed Apps
Desktop Clone - ThinApp Shares
App Volumes
Packages

.
. Writable Volume
User Apps .
Folder Redirection Profile
— Home File Shares
Remoting Department Apps
Protocol

| Profile Archive l -
Core Apps

IT Config
Installed Apps —-
Windows OS Instant Clone Pool
‘--------------ll VM Golden image VM Certificates

VMware vSphere |

Dynamic Environment Manager
File Shares

©2021 VMware, Inc.




Six Step Troubleshooting

US Navy's procedure
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Symptom Symptom List Probable Localize the Localize the Failure
Recognition Elaboration Faulty Faulty Faulty Analysis
Domains Domain Component

https://www.manitonetworks.com/networking/2018/7/20/six-step-troubleshooting-method
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https://www.manitonetworks.com/networking/2018/7/20/six-step-troubleshooting-method

Download Logs in Horizon Console
Centralize and Automate Log Collection (Horizon 2012 and later)

Overview KB1017939 - collect log locations and diagnostics info
Directly download log bundles from the Horizon KB1025887 - change log levels
Console

« Connection Servers
- Desktop / RDS Agents
Log bundles
- Copied to: C:'\ProgramData\VMware\VDM\DCT
« Purged after 60 minutes Log Collection

® Can be CUStomlzed in ADAM DB Collect Manage
- CN=Common,OU=Global,OU=Properties,DC=vdi,DC

H Last refreshed: 2:17 PM Y Filter ‘
=vmware,DC=int
. O status Name Type Initiator Start Time Completed Time Download
Be n efl ts O @ GCVE-EUC-TM-HZ3  Connection Server vmweuc.com\chals 12/15/2020, 2:16 PM 12/15/2020, 2:17 PM + GCVE-EUC-TM-HZ3 zip
. 0O @® 81-TM-1 Agent vmweuc.com\chals
Replaces and centralizes a very manual process T P B
LI} £ S~ gent vmweuc.com\chals..

by the Administrator
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Log Monitoring
Use Tail/Grep Utilities or CMTrace

BareTalil
CMTrace

Filter live results

Highlight to focus attention on entries
Color
Session ID
AD User ID

Can also follow the tail of a live log file.

vmware

debug-2013-04-29-122201.4xt (30.0 MB) - BareTailPro E=RE=R

[ File Edit View Preferences Help

@ Open & Highlahting [~ Follow Tail [ANSI

A ] ‘ C:\UsersVack\Dropbax\WMware \wdm-sdct-20130430-1528 serverZ wdm-sdct-20130430-1528\vdm-ogs \debug-2013-04-25-122201 bd (50.0 MB)

©|2013-04-29
0|2013-04-29
©|2013-04-29
0|2013-04-29
0|2013-04-29
©|2013-04-28

&|2013-04-29
©|2013-04-29
&|2013-04-29

2013-04-29

15:04:19,195
15:04:19,196
15:04:19,197
15:04:19,833
15:04:19, 926
15:04:19,927
15:04:19, 927
15:04:19,927
15:04:19, 928
15:04:21, 365
15:04:21, 367
15:04:22, 621
15:04:22, 621

9 15:04:22,623

2013-04-29
2013-04-29
2013-04-28
2013-04-29
2013-04-28
2013-04-29
2013-04-29
2013-04-29
2013-04-29
2013-04-29
2013-04-29

15:04:24,196
15:04:24,198
15:04:24, 192
15:04:24,199
15:04:24,254
15:04:24, 256
15:04:27,053
15:04:27, 054
15:04:27,054
15:04:27, 638
15:04:27, 639
15:04:27, 640
15:04:27, 640
15:04:27, 640
15:04:27, 641

DEBUG

DEBUG
DEBUG
G

<P5GC27:L> [av] Queuing receipt 3331 -
<PSGC27:Cr [af] Handling message 9331, on queus for 46uS
<Outbound JMS Worker Thread> [au] Sending JMS message: CurrentStatus
<F T Task-1366652079257> [TrackerManager] Sending message: (IrackerMessage REMOTE MODIFY <CID:NATVSCNDC002:18101> {tn=NATVSCND
Tracker:Message> [T ] (NATVSCNDCOO02) Processing message: queuedelay=0 (TrackerMessage SYNC <CID:NATVSCHDC002:18101> {_MS_SIGNATURE=MSSign|brok
<Tracker:Message> [TrackerObject] (NATVSCNDCO0Z NATVSCNDCOO1:SYNC) Sync complete: TaskTracker:Tederated.T Task to version: 14134
<TaskFramework:CallbackHandlers [g] Handling a tracker update for task Federated.TransferServerHeartbeatTask - performing task callbacks

T

< Task-1366652079257. ] Remote modify completed: TaskTracker: T Task
Task-1366652079257> [g] Have updated the progress in the tracker for task T Task

<CBHea1:hUpda\:e> [Tra:ke:{)b]e::] Sync complete: BrokerHealth:NATVSCNDCO02 to version: 15152

<CBHeal ] Sending message: (TrackerMessage SYNC {]: {v=15152, tn=BrokerHealth, u=[{"type”:"SET","item":{"name":"EEALTH_LAST_UPDATE_

letedNotify-Thread> [Booled ] Using secure protocel TLSvl and cipher suite SSL_RSA WITH RC4 128 MDS
<Thread-30> [SimpleAJPService] (Requestd2443) SimpleAJPService request: /

[WinRkuthFilter] (S 858 7BGB3F570D294) Attempting authentication against AD

Tracker: [T ] (NATVSCNDC002) Processing message: queuedelay=0 (TrackerMessage SYNC [ M5 SIGNATURE=MSSign|broker/broker |MCWCFGCMvtOFkS
<Tracker:Message> [TrackerObject] (NATVSCNDC002 NATVSCNDCOO1:SYNC) Sync complete: SGHealth:NATVSCNDCOOL to versicn: 9335
s [T 1 (NATVSCNDC002) Processing queusdelay=0 (T SYNC [ MS_SIGNATURE-MSSign|broker/broker |MCwCFBEYIRSigUn
kerGbject] (NAT NAT 1:5YNC) Sync complete: SGHealth:NATVSCNDCO02 to versicn: 9328
[T 1 (NATVSCNDCOM) EFrocessing queusdelay=0 (T SYNC [ MS SIGNAIUREMESign\b:nkerlbrnke:\MCOCFAOHhTWbOHnH

[TrackerObject] (NAT AT 1:SYNC) Sync complete: BrokerSealth:NATVSCNDCO01 to version: 15211
<ConfigurehgentVPa-1366652079189> [CDnt'lgureVPsFederatedIask] VP policies: 1i , desktops=13, pools=13, machines=733, skipped=648, noVB=Sl, matche
<VCHealthUpdates [TrackerCbject] Sync complete: VcHealth:NATVSCHDC00Z|026aeede-cdSc-4900-24d8-ble39bec204d to version: 10127
<VCHeal [T ] Sending message: (TrackerMessage SYNC {}: {v=10127, tn=VcHealth, u=[{"type":"SET","item":{"name":"HEALTH LAST UFDATE TIME
<HandshakeCompletedlotify-Thread> [PooledFrocessor] Using secure protocol TLSvl and cipher suite SSL_RSA WITH RC4 128 MDS
<Thread-29> [SimpleAJPService] (Requestd2444) SimpleAJPService request: /
<TE-Processorg> [FroperoluthFilter] (SESSION:DAD6COSE66BB33CSS4AE1681AC3B652D) ATTEmpring to authenticate against cert-auth
<TE [Certifi ockingFilter] (SESSION:DADSCOSEGGEB33C554AE1681ACIR652D) Certificate authentication is blocked.
<TE- [Certifi 1lter] (SESSION:DAD6COSEGGBB33CSE4AE1621AC3BE52D) Failing Certificate authentication, bypassing for OFTIONAL mode
TP [P sthFilter] (SESSION:DADSCOSE66BE33CS84AF1681AC3B652D) Attempting to authenticate against windows-password

D

w =k Add | Regex Syntax [ lonore Case [ Invert Match

©2021 VMware, Inc.


https://www.baremetalsoft.com/baretail/
https://docs.microsoft.com/en-us/mem/configmgr/core/support/cmtrace

ADSI Edit

Connecting to the ADAM Database:
https://kb.vmware.com/s/article/2012377

& ADSI Edit —
File Action View Help

= EXEE| HE

Z ADSI Edit Name Class Distinguished Name |I Actions
v i %Eﬁ[‘}”c't”zr_”;”g contexd [;“CE_"T“’E‘BQ] ] CN=0b625681-5] CN=6b7541b5-Ocad-4474-8024-€265a307€01f Properties 7 X
v = vELdesvmware de=in &) CN=10cdb74-8
= oo B Cn=2fcrgees. b e B
[ OU=Data Disks CN=Bb734103-9  petrbutes:
[ CM=ForeignSecurityPrincipals | CN=761bbbag-3 Attribute Value P
| OU=Groups & CN=8ccclde-d : . N
- Q CM=abfaelfh-2] pae-DisplayMame S1-W1D-IC-02
[ OU=Hosts -
0 CN=LostAndFound Q CN=fd8alafb-a5 pae-DlomainEntry <not set>
- pae-Enclevel <not set>
] CM=NTDS Quotas pae-FwEntry ot sets
[] OU=Packages pae-HoldCustomization  <not set:
| OU=People pae-InfrastructureZone  <not set>
] OU=Policies pae-ipHostNumberQv... <not set>
[ OU=Properties pae-MACAddress <not set>
] CM=FRoles pae-Machine State <ot set>
7] OU=Server Groups paes-MarkedForDelete  <not set
7| OU=Servers pae-MirageOvemdell... <not set>
pae-MirageServerURL  =not set>
pas-MOID vm-462
pae-MsgSecdentity aqent/Bb 754 1b5-0cad-4474-85a4- 2652397 ¥
L4 >
Edit Fitter
vmware : L
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https://kb.vmware.com/s/article/2012377

REST APl — Horizon

Introduced in Horizon 7.12

Using the Horizon REST API:
« https://techzone.vmware.com/resource/using-

. . 8 hiny  Horizon 8 (2008) REST API *
GET v https:// Irest/external/vi/audit-events?filter= X78%22type%22% 3AX 22Equals % 22%2C% 22name X 22% 3A% 22severity % 22%2C% 20% 2
vmware-norizon-server-rest-apl . v BAw :
Log Param Authorization  Headers (8 Body | PrevaguestSonk Tests Seting
Logou Query Param:
Refresh KEY VALUE
. > 3 Config
OC u I I l e n ta tI O n filtes %7B%22type%22%3A%22Equals %22%2C%22name%22% 3A% 22severity %22%.
> [ Entitlements
v [ External

« https://code.vmware.com/apis/1169

« Samples: https://code.vmware.com/samples

. ' >

Postman Collection: t ,
- https://code.vmware.com/samples/6432/postma : B >
n-collection---horizon-rest-api : >

L >

nventory APis for inventory resources ' - R o - >

Swagger Ul: —— .

« https://fgdn/rest/swagger-ui.html
- Learn about / test the API locally

Wa re@ 2021 VM |


https://techzone.vmware.com/resource/using-vmware-horizon-server-rest-api
https://code.vmware.com/apis/1169
https://code.vmware.com/samples
https://code.vmware.com/samples/6432/postman-collection---horizon-rest-api

Horizon Help Desk Tool

Part of the Horizon Console

Installed by default on Connection Servers
« https://[CS FQDN]/admin

ﬂ VMware Horizon*

Monitor

Help Desk

Search Sessions

Users and Groups

vmware

Pod Cluster-L... User Search

Help Desk Tool

Enter a username in the search bar at
the top of the page to view user
session status and perform
troubleshooting and maintenance in

real time

® vdi-ic-2.betav...

Client

Less

User Mame:
User1

Client Wersion:
4.8.0

VM

Less

Computer Name:
widi-ic- 2.betavmweuc.com

Paool:
wWindows Desktop

Session Duration:
2 hours 5 minutes

Lagon Time:

Details

Client Marme:
win10-Client-1

Protocal:
Whiware Blast

Agent Version:
7.5.0

wCenter:

5es5i0n State:
Connected

Lagon Duration:

User Experience Metrics ¢

Less A

Frame Rate:
16 FPS

BLAST Session Counters

Estimated Bandwidth (Uplink):

616 Mbps

BLAST CDR Counters

Transmitted Bytes:
808 B

send Message

Packet Loss (Uplink):

0%

Received Bytes:
546 B

Remaote Assistance

Restart

Processes Applicatians

Client IF:
10.142.30.107

05 Version:

State Duration:
2 hours 5 minutes

Gateway/Proxy Name:
uag-9aef46es-
T062- 485 97719 3a555528224f1

BLAST Imaging Counters

Transmitted Bytes:
95.5 MB

BLAST Audio Counters

Transmitted Bytes:
38.7 KB

Maore v

Client O%:
windows

Connection Server:
Horizon75 2.betavmweuc.com

Gateway/Proxy |P:
uag.betavmweuc.com

Received Bytes:
462 KB

Received Bytes:
166




Resource Consumption
Logon details

Session info
« Client and connection information
« User experience metrics
« Session control, message, remote assistance

CPU, Memory, Network, Disk
« Session metrics
« Host / VM metrics

Logon breakdown (client to broker)
« Brokering

GPO load

Profile load

Interactive

Authentication

CPU Usage
100 %
80 %
60 %
40 %
20 %
0%
12m am 6m 3m om
== Session CPU == Host CPU
Network Performance
200 ms
150 ms
100 ms
50 ms
0ms
12m am 6m 3Im om
- Latency
Logon Segments
75
G5
Ss
45
3s
25
1s 076¢s 0.66 5
0
1 : . o
Authentication Brokering Protocol Connectian

Memory Usage
100 %
80 %
60 %
40 %
20 %
0%
12m am 6m am om
= Ses55i0n Memory == Host Memory
Disk Performance
100 10PS 50 ms
80 10PS 40 ms
60 10PS 30ms
40 |10PS 20 ms
20 10PS ! d 10ms
0 10PS , 0ms
12m am 6m 3m om
= Read == Write == Disk Latency
Average Read: Average Write: Average Latency:
0.01 IOPS 4.74 |0PS 1.87 ms
6115
2425
—
GPO Load Logon Script Profile Load Interactive

Logon Duration: 23.97 5 Session Logon Time: 5/19/2018, 9:12 AM

To get logon segments enable timingProfiler writes to the event database:
. “vdmadmin -1 -timingProfiler -enable” on each Connection Server

vmware

©2021 VMware, Inc.




Horizon Performance Tracker

Enhanced support tool for gauging user-experience
and display protocol details

Runs in a remote desktop and monitors the
performance of Blast or PColP and system resources

Installed by the Agent Installer

GPO settings available

Setting

@ Enable Performance Tracker auto start in rermote deskbop connection

\i=| Performance Tracker basic setting

&% Enable Performance Tracker auto start in rermote application connection

vmware

ﬁ Wiware Horizon Agent

L |

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a fe

: ¥~ | Smartcard Redirection A
: ¥~ | Serial Port Redirection

VMware Audio

Flash Redirection

HTMLS Multimedia Redirection

Device Bridge BAS Plugin
5D0 Sensor Redirection

Haorizon Performance Tracker Y]

< > B - \

Install to:

@ VMware Horizon Performance Tracker

At a Glance Session Properties

Machine Name VDI-IC-5
Protocol Blast

i B

.

Estimated Bandwidth & Usage (Kbps)

CPU Usage

System 13.90% E——
Encoder 7.50%

Frames per Second

3

Change...

Help Space . <Backk [ nNext> || cancel

@ VMware Horizon Performance Tracker

At a Glance

Machine Name WDI-IC-5
Protocol Blast

MNetwork

Estimated Bandwidth 392 Mbps

Transport
Client to Remote Session TCP

Connection Server  TCP

Encoder
Encoder Name h264 4:4:4
Frames/Sec 2
Audio Started Mo
CPU

Encoder CPU  6.25%

Session Properties

Round Trip 1 ms

Remate Session to Client TCP

Bandwidth Used 137 Kbps

Audio On  Yes

System CPU  12.69%

©202TVMware, Inc.




Troubleshooting Horizon Session Scripts
https://code.vmware.com/samples

Sample Scripts:

Logoff Sessions Disconnected Longer Than a Specified Time

Manage Horizon Sessions By User

Export Horizon Sessions to .csv

VMware Horizon PowerCLI Menu
Press 'l' to Login to Horizon
Press '2' to Export Sessions to a .CSV
Press 'Q' to quit.
Please make a selection: 2
There are 1 total sessions

Session Start Time  Username Pool Name Machine Name Client Name Client Type Client Version Client IP

forizon session data written to: C:\Users\chalstead\Documents\Sessions_1_22 2821.csv

vimware
©2021 VMware, Inc.


https://code.vmware.com/samples
https://code.vmware.com/samples/7605/logoff-horizon-sessions-disconnected-longer-than
https://code.vmware.com/samples/7598/manage-horizon-sessions-by-user
https://code.vmware.com/samples/7520/export-vmware-horizon-sessions-to-csv

Horizon Event Notifier
VMware Fling

Overview

Connects to one or more existing Horizon Event
Database(s) and allows the user to customize
which types of alerts to be notified on

Can be run from any Windows based system

Collects and sends the alerts via email (SMTP)
to users that are specified during the
configuration process

Features

Pro-active alerting on Horizon events via SMTP
directly from the one or more Horizon View
Event database(s)

vmware

On VMware Fling site - https://flings.vmware.com/horizon-event-notifier

»

© Horizon Event Notifier - x
1 File
Horizon Events ~ Settings |
SQL Server Settings
Monitored View Event DBs Mame: [London Test Connection |
DB Server: Isql-l’ts-Dl.beiavmweuc.m Database: Ihc‘.evenis Save Changes I
R W e
Add SQL Server I
Table Prefic [lon ¥ Test DB connection on update?
Remove SQL Server I
— Horizon View E
¥ Alert on Audit Fail Events  Query Last: E Minutes of Events
[¥ Alert on Warning Events
v Alert on Error Events Save Changes I
¥ Alert on Informational Events
SMTP Server Settings
SMTP Server: [177.16.25.170 Port: [25 Send Test Email |
Send From: |alerts@d1risdhalstead.mm
Alert Recipients: | chalstead @vmware.com
[¥ Send Alerts via Email? ST B .- 8
Stop Poll Every: | 60 Seconds Refresh ’
Last Queried at: 8/30/2021 11:17:08 AM

©2021 VMware, Inc.



https://flings.vmware.com/horizon-event-notifier

Horizon Events Database Export Utility
VMware Fling

On the VMware Fling site: https://flings.vmware.com/horizon-view-
events-database-export-utility

Overview
Allows administrators to easily apply very detailed filtering to & Dump Horizon Event DB Data - o X
the data and export it to a .CSV file T
File
Filter on time range, event severity, event source, session ! GeneraSetings User iterng PoolFiterng _ Eventitrng ExportData
type (application or desktop), usernames and event types = e R T T ——
M- e i —— Cllpb[f)ard F;t Allgv:mem Number [i;Forma(asTable' Cells Editi»
| [ tventSeverity [ Event Type Session Type [] Client 1P Address - g S - [ Cell Styles~ - .
Featu res Export Data to File: tySty!es
File Location: |C:\Users\chalstead\Documents\view_events_export_8_30_2021.cs , Al v S Time
Easily export filtered data from the Horizon Events Database
L Export Data

to a local .CSV file L] Sy Commnnd . i 1l el ol &1 &
Export Status:

llTlme levent D Module Event Typ Severity Event Text
| Time, Event ID,Module, Event Type, Severity Event Text, »

|7/8/2021 10:11:18 AM, 1329, Broker BROKER_USER_AUTHFAILED_BAD_USER_PASSWORD, AUDIT_FAIL,U 2| 7/8/202110:11 1329 Broker  BROKER_LAUDIT_FA User BETAV
|7/8/2021 9:20:56 AM, 1317,Broker,BROKER_USER_AUTHFAILED_BAD_USER PASSWORD,AUDIT FAILUs: | 3 |  7/8/20219:20 1317 Broker  BROKER_UAUDIT_FA User BETAVI
4 4
3

view_events_export ) < |
Ready E @ m - 1 1

e = ]

Connected to sql-hcs-01.b com--Click to Dk

Connected to sgl-hcs-01.betavmweuc.com--Click to Disconnect.

vmware

©2021 VMware, Inc.



https://flings.vmware.com/horizon-view-events-database-export-utility

VMware Event Broker Fling
VMware Fling - Tech Preview of Horizon Integration

On the VMware Fling site:
Overview https://flings.vmware.com/vmware-event-broker-appliance

VMware Event Broker Appliance (VEBA) Fling

Unlock the hidden potential of events in the SDDC
including Horizon, to easily take Events to the next level

Features
Only need to write minimal business logic without going

through a steep learning curve understanding VMware
APls

Sent alerts to preferred solution (Teams, Slack,
Telegram, SMS, SMTP, PagerDuty, etc.)

Take actions bases on alerts — ex. Expand Pools, etc.

vmware

©2021 VMware, Inc.
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https://flings.vmware.com/vmware-event-broker-appliance

Horizon Reach
VMware Fling

Overview

VMware Flings site: https://flings.vmware.com/horizon-reach

Web based, monitoring and alerting fling for
VMware Horizon On-Premises deployments

Features ” g 3 4 TR e

Gathers pertinent errors from each separate
environment

- | | — | - =

Displays them all in a single place, creating an :

easy location for administrators to monitor the |- ‘ : B ¢ _

environment . : . s p_—
Provides detailed first step in the

troubleshooting process

mwa re@ 2021 VM |


https://flings.vmware.com/horizon-reach

SSL Certificates

Horizon

mwa re® ©2021 VMware, Inc.
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Configuring Certificates for Horizon
#1 Support Ticket to GSS

Replace self-signed certs on Read the Horizon certificate documentation
« Connection Servers « Scenarios for Setting Up TLS Certificates for Horizon
« Unifed Access Gateways Use Certificate Automation Tool for vCenter
* vCenters Rename the self-signed generated certificate!

- Internal communications

a Certs - [Console Root\Certificates (Local Computer)\Personal\Certificates]
File Action View Favorites Window Help
&= | 7 8| ez HE

~

| Console Root Issued To Issued By Expiration Date  Intended Purposes Friendly Name Status Certificate Te...
v [ Certificates (Local Computer) 25+ vmweuc.com RapidSSL RSA CA 2018 10/24/2021 Server Authenticati... | vdm

Vi i Sesonsl, 2;1Broker-RESTAUth Broker-RESTAuth 10/20/2021 <All> RestAuth-key-pair-..

. @ ;Jus(i:::‘:::ecserti G ation Authortice 221Broker-550 Broker-SS0 10/20/2021 <All> Helpdesk-key-pair-...

; __] Eiap ce Ikt ?Q PColP Security Gateway VMware Horizon View Gateway R...  10/18/2030 Server Authenticati... psgsc

y Bl Intermediate Certification Authorities ?Q PColP Security Gateway Contro... VMware Horizon View Gateway R...  10/18/2030 Client Authentication psgcc

s [E] Trusted Publishers ?351 hesl.vmweuc.com sThesl.vmweuc.com 1/23/2023 Server Authenticati... I oldvdm ]

> | Untrusted Certificates

» || Third-Party Root Certification Authorities
> || Trusted People

> | Client Authentication Issuers

__ N . VREOR SN | P02 M PR

Wa re@ 2021 VM |



Troubleshooting TLS Certificates for Horizon

Key issues when creating certs from 3rd parties or CA:
« Make sure key is exportable

Key issues when using your own Microsoft CA:
« Make sure the Subject name is your DNS name
« Set DNS SubjectAltNames for DNS name, including IP and localhost

Generate a Certificate Signing Request (CSR) & Private Key
« Certreq - https://kb.vmware.com/kb/2032400
« OpenSSL - https://www.golinuxcloud.com/openssl-subject-alternative-name/

Common symptoms after failed certificate replacement

« Services fail to start
« Admin console fails to load - https://kb.vmware.com/kb/2068666

vmware
. Inc.


https://kb.vmware.com/kb/2032400
https://www.golinuxcloud.com/openssl-subject-alternative-name/
https://kb.vmware.com/kb/2068666

Performance
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Desktop Performance

sk, Past day: 6/23/2010 9:35 AM - 6/24/2010 9:35 AM
Common Issues | i
« Storage IO bottleneck [
« Memory contention l
« CPU contention
« Network issues ﬁ“,kaxﬁx.ﬁ}jg\ﬂjLwﬁﬁ,qfvwﬁfuﬂwxfVJ/lﬁvJ\w“vVv\

Where to look | T Tiee
° Vcentel’ Server Chart options. Select counters... m
« VROps
« ESXTOP Counter ~ Units  Latest ~ Minimum  Average . Maximum
. 3rd Party Tools? | ik Read Latercy  Millsecond 244.00 300 304.68 606.00
| Otk Wrke Latency Milksecond 96,00 26.00 108.57 462.00
 Disk Read Latercy Millsecond 8.00 2.00 9.13 S1.00

Wa re@ ©2021 VM |



The 3 Pillars of Performance
What to look for

CPU Memory Storage
Cluster/Host utilization < 90% Host utilization < 85% Disk Read Latency < 25ms
VM utilization - %USED (ESXTOP) VM utilization ESXTOP DAVG or KAVG < 25ms
VM %RDY Time (ESXTOP) < 10 Swapping / Ballooning (ESXTOP)
« SWCUR >1

« MCTLSZ > 1 (ESXTOP)

mwa re@ 2021 VM |



Optimize Your Images!

https://techzone.vmware.com/manually-creating-optimized-windows-images-vmware-horizon-vms

5| Whware OF Oplimication Tool 2021

E vmware os Optimization Tool

System Information Analysis Summary
Zos W & OE [ System Name v K 600
[=] version 21H1 { 0 User Name
(= Windows Directary ©
=% Physical Memory
Windows Locale u rs 1= Display Controller

= Display Adapter RAM "4 Matwork Adapter

lemplate  VMw = v — = Export Selections.

Select "Dizable” in the Options tab of any Task to bypass processing. Disable this entine section in the same manner.

v @ Modifications to Standard Image {

511 items)

V[ Security | 108 items )

Defender Antivirus | 16 iterns )
Firewall { 1 itzms |

HVCI {7 items )

Security Center [ & iterns )

SmartScreen | 5 iterns

Telemetry and Privacy ( 27 items )

Windows Update i 35 items

User Experience [ 150 iteims |

Background { 11 items)
Natifications | 9 items |

Sounds [ 28 items )

<VVV.VVVV\«"VV

Features [ 40 items ]

> #  Autorun (s items)

> @ Content Delivery Manager ( 23 items

©2021 VMware, Inc.


https://techzone.vmware.com/manually-creating-optimized-windows-images-vmware-horizon-vms

Connectivity Issues

Common Challenges

« Horizon Client can’t connect

« Logon failure

« Black screen

« Poor quality display

« Randomly disconnected session

wnwa re® ©2021 VMware, Inc.
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Horizon Connection Flow and Ports
Internal connection (Blast Extreme example)

Server Network

Horizon
Connection
Servers

Horizon connection consists of two phases: Client Networks

1. Authentication and session management orizon

Client

2. Protocol session
TCP 443

Internal Connection
1. Authentication = Client to Connection Server
2. Protocol = From Client to Agent

Check Horizon Agent
(Desktop or

RDS Host)

« Ports are open

« Routing is correct

« Clients are allowed through firewall to
- Connection Servers
- Horizon Agents

mwa re@ ©2021 VM |




Horizon Connection Flow and Ports
External connection (Blast Extreme example)

Authenticatior

« Client to UAG . 3 Horizon

Horizon Unified Access Connection
« UAG to Connection Clients Gateways Servers

Server Authentication TCP or UDP 443 Authentication TCP 443
| ' %qq > ’@
» ‘
Blast TCP and/or UDP 8443
Protocol Session Or TCP 443 B
Protocol Protoeg, st
. @Ss,'
- Client to UAG on
« UAG to Agent
Horizon Agent
(Desktop or

Check RDS Host)

« Ports are open
« Routing is correct
« Firewall rules

https://techzone.vmware.com/resource/network-ports-vmware-horizon

vmware

©2021 VMware, Inc.
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Focus on the Right Area

What works and what doesn’t

Horizon

Unified Connection
Load Access Servers 1. Horizon Client to
Balancer Gateways Unified Access

Load
i Balancer Gateway

2. (Optional) Unified

Horizon

Client { Access Gateway

to Authentication
Source

3. Unified Access
T Gateway to

i Connection
Server

4. Unified Access
Gateway to
Horizon Agent

@ P (HDorii?” Agent 5. Horizon Agent
T esktop or .
Authentication RDS HOFS)t) and Connection
Source Server

Desktop Network55

https://techzone.vmware.com/resource/understand-and-troubleshoot-horizon-connections
vimware
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Blast Connection never arrives at Unified Access Gateway
Blast connectivity issues

Timeout log entry in bsg.log

1.  Load balancer session affinity or timeout is incorrect
. Blast connection is misrouted to the wrong UAG appliance

2. Firewall (between the Internet and UAG) blocking Blast protocol port
« TCP 8443 (or 443 if the blastExternalUrl specifies :443)
« Also, optionally UDP 8443

3. Load balancer can sometimes block WebSockets (Blast uses WebSockets)
. Issues seen with both Netscaler and Microsoft TMG
. Enable WebSockets in these devices

4. Misconfiguration of blastExternalUrl
«  Should be set to a value usable by the client to connect to the same UAG appliance
. Fix the blastExternalUrl config on UAG

mwa re@ ©2021 VM |
, INnC.



Connection from Unified Access Gateway to Desktop or RDSH Fails
Blast connectivity issues

Firewall (between UAG and Agent) blocking Blast protocol port
« TCP 22443 ( and optionally UDP 22443)

Networking routing from UAG to Agents is incorrect
« Add static routes to UAG

Connection Server configured for Blast Secure Gateway
« Error logged in bsg.log on UAG

« Multi-hop Blast Secure Gateway is not supported
« Disable gateways on Connection Servers

mwa re@ ©2021 VM |
, INnC.



Other Connectivity Issues
Blast connectivity issues

Origin checking on Connection Server SSL certificate errors
Native client Blast works but HTML Access Bad SSL Server Certificate on UAG
Blast fails Certificate Mismatch

* With some browsers and not others . Offloaded TLS/SSL handled on load balancer and
Common reason is Origin checking failure on the UAG appliance and load balancer have
Connection Server different certificates

. Cross-Origin Resource Sharing (CORS) enabled * When Blast connection is misrouted to the wrong

by default on 2106 and later UAG appliance, and that appliance has a different

. . certificate to the correct UAG appliance
Look at the debug log file on Connection PP

Server and search for "Origin" to look for
origin checking failures

Wa re@ ©2021 VM |


https://docs.vmware.com/en/VMware-Horizon/2106/horizon-security/GUID-94DAC7B8-70A3-4A91-8E70-2B2591B82866.html

Blast Protocol Logs

Agent Logs:
Location: $ProgrambData%\VMware\VMware Blast
Blast-Service.log - Log data from the Blast Service
Blast-Worker-Sessionld# - Log data from the Blast Worker Process
Blast-Proxy.log — Log data from the Blast Proxy Process
Adjust Logging Level:
Can accept the following strings: "all", "trace", "debug", "info", "warn", "error", "fatal", "off".
Default is “info”

[HKEY LOCAL MACHINE\SOFTWARE\VMware, Inc.\VMware Blast\Config] "LogLevel"="info"

Wa re@ 2021 VM |



Blast Extreme Switch Encoder

Dynamic enCOder SWitCh @VMware Horizon Performance Tracker — a x
. Switches between video optimized encoder and i
text optimized encoder (Blast Codec or Adaptive) —
« Helps maintain crisp text and video with reduced o

bandwidth usage

SwitchEnc: 1 Screen O|switching to h264 4:4:4 encoder
VVC: Bandwidth stat poll logger: Rate 24251.7 KBps. Mu

To enable:
« Windows Agent

HKLM\SOFTWARE\VMware, Inc.\VMware VVC: Bandwidth stat poll logger: Rate 37765.9 KBps. Mu
Blast\Config\EncoderSwitchEnabled =1 SwitchEnc: 1 Screen O|switching to BlastCodec encoder.
« Linux Agent Encoder
Under \etc\vmware\config, Encoder Name switch Bandwidth Used 538 Kbps
set RemoteDisplay.allowSwitchEncoder=TRUE E— o e
« Or use DEM Horizon Smart Policies udio Started Yes
CPU
vimware
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Provisioning and
Customization Errors

Common Issues
No desktop available
Pool provisioning issues — customization
Agent not communicating with broker
Stuck at desktop login screen (5S0O)

The assigned desktop source for this desktop 1s ng
vmware again later, or contact your system administrajg

©2021 VMware, Inc.
©2021 VMware, Inc.



Instant Clone - Smart Provisioning*
Mode A and Mode B Instant Clones

Mode A Mode B
Instant Clones with ParentVMs Instant Clones without ParentVMs
Density > 12 VMs per host in selected cluster Density <= 12 VMs per host in selected cluster
« This can be on an active pool - Smart « This can be on an active pool - Smart Provisioning
Provisioning will switch modes dynamically will switch modes dynamically
On logoff forks new virtual machine from On logoff - reverts snapshot and resets VM PW
ParentVM - On push image, does a full resync
+ On push image, does a full resync Linux VMs
Horizon on AVS vGPU VMs

« vCenter permission
Mixed vCenter / vSphere versions
vIPM VMs

*Smart Provisioning enabled for Horizon 2006 and later and Horizon 7.13

Wa re@ 2021 VM
. Inc.



Provisioning Instant Clones — with Parent VMs (Mode A)

Priming: Image Push Cloning
A A

[ | | |

Golden Image Internal Replica Parent Instant Clones

Template (one per (one per Datastore
Datastore) per Host)

Delta Disk

Delta Disk Full Clone Delta Disk Copy-on-Write

Disk E B | @

Snapshot Thin Linked

_— Provisioned Disk -
vm
Memory | \

Active Memory Active Memory

COW

Page Shared

vmware —
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Provisioning Instant Clones — without Parent VMs (Mode B)

Priming: Image Push Cloning
A A

[ | [ |

Golden Image Internal Replica Instant Clones

Template (one per
Datastore)

Delta Disk

Delta Disk Full Clone Copy-on-Write

Snapshot Thin
i Provisioned i -

Memory | vim \ | \ | = \

Active Memory

ow

Page Shared

vmware —
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Troubleshooting Instant Clones
Smart Provisioning

How to know if a desktop is created Mode A or Mode B
. Check virtual center to see if that desktop Nas @ SNAPSNOt |7 tsmmmanctiuohon | Sommoun  coseres s somot-sene Sepocorsocommeds

T3 1) . . v DC:JSu,Z(:\;mv;are,ldcnnt ] CN=lon-fit-mew pae-ServerP...  CN=lon-fit-mcw,OU=Server Groups,DC=vdi,DC=vmware,DC=int
| OU=Application Icons p:

- =lon-mca- - =lon-mca- = = = =

Ca I | ed ba Se S n a ps h ot . T h | S I S a M od e B D es kto p ] OU=Applications 1'\ CN=lon-mca-fit pae-ServerP CN=lon-mca-fit, OU=Server Groups,DC=vdi,DC=vmware,DC=int
OU=Data Disks { |CN=lon-mcw pae-ServerP... CN=lon-mcw,OU=Server Groups,DC=vdi,DC=vmware,DC=int

. . CN;For:lgnSe:urityPnnclpals ] CN=lon-mew-dt pae-ServerP.. CN=lon-mew- dt,0U=Server Groups,DC=vdi,DC=vmware DC=int

° T h pt b d f t h d kt p t d t | I l OU=Groups ] CN=Manual-PCOIP-Test pae-ServerP...  CN=Manual-PCOIP-Test, OU=Server Groups,DC=vdi,DC=vmware,DC=int

I S SC r I Ca n e r u n I n S I e O e eS O O e e r I n e OU=Hosts 1 CN=two-nics pae-ServerP... CN=two-nics,OU=Server Groups,DC=vdi,DC=vmware, DC=int
] CN=uem-FC pae-ServerP... CN=uem-FC,0U=Server Groups,DC=vdi,DC=vmware,DC=int

what kind of desktop it is (Full Clone, Instant Clone Mode A e

.....

or Mode B) Instant Clone Engine Installed
VM is an Instant Clone
VM is an Instant Clone with a ParentVvM (Mode A)

Force a desktop pool or farm to Mode A, Mode B or Smart - e

Attributes

Provisioning (post Horizon 2006) — - ;
« Connect to ADAM Database s cacigpoted

« Go to OU=Server Groups, CN={name of pool} and update
paeProvisionScheme
- Mode A = ModeA
- Mode B = ModeB
- Smart Provisioning = blank

— Detect Virtual Desktop Type

Pae-PublishEnabled ot set>

n2a ONCQlAsdRslsnsl  snab st

Wa re@ 2021 VM
. Inc.


https://code.vmware.com/samples/7612/detect-if-a-vm-is-an-instant-clone-from-within-the-vm
https://kb.vmware.com/s/article/2012377

Desktop Not Available
What to look for...

Provisioning Error Customization Error
Check console for Pool status Check desktop status
Check datastore capacity - AGENT UNAVAILABLE
Check event database Check Horizon Dashboard
« BROKER_PROVISIONING _ERROR_* « Desktop Status > Preparing Desktops OR Problem
Desktops

Check vCenter

« |Instant Clone administrator accounts Check desktop connectivity to:

« DNS - Forward and reverse

« DHCP - Contactable, free leases

« AD - Credentials for LC/IC domain join
« Connection Server

« Account disabled
« Password expired

Wa re@ ©2021 VM |
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Dynamic Environment
Manager

Common Issues

S

Vmwa re® ©2021 VMware, Inc.



Dynamic Environment Manager Logs
Global and Individual Debug Logs

) l D Lﬂ s | Search Tools

Home Share View Search

m Sacagne ageg Previous Setting | | Next Setting

O Not Configured ~ Comment: ~
- <« fi i i
o ke @ T L. <« file » UEMprofiles » bsimpson » logs .
O Disabled e -
Supported on: : . : P : - Name
Epo ‘| At least Microsoft Windows Vista with SP2 or Windows Server 2008 with SP2 ~
v
Options: Help: % )
e . . FlexEngine.leg
~ Use this setting to configure the location and name of the ~ - r
Path and f log file: 9 g - .
ath and name of log file L s Ly . FlexEngine-async.log

\\dc\UEMprofiles\ %username\logs\Fle
I I It is recommended to use a generic path here which is specific

Log level: for each user (e.g. \\Filesn\UemUsersS$\%username%\Logs

Debug \FlexEngine.log). If you specify a subdirectory that does not exist,
Maximum || 512 2 FlexEngine will automatically create it for each user as soon as
logging occurs.
Log tota ve and profile
- rror
archivet The log level controls the level of detail that is logged. It is not

recommended to use 'Debug’ or 'Info’ in preduction, as the
amount of logging information can impact the perfformance.

If a maximum log file size is specified, the log file will be
recreated once that size is reached. If the log file size is set to 0,
the file will grow indefinitely.

Configure debug logging for individual user:
. https://kb.vmware.com/kb/2113514

ok || concel || Appy

mwa re® ©2021 VM |


https://kb.vmware.com/kb/2113514

Application Personalization & DirectFlex

Base
Profile

DEM
Logon

Import of
keyboard, mouse,
wallpaper,
Windows settings

Profile Data Store (File Share)

User Session

Application
Launch

Import of application
settings

Application
Shutdown

Export of application
settings

Welelelij

Export of keyboard,
mouse, wallpaper,
Windows settings

EED DD DY

vmware
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DirectFlex Import

Directflex Import

2017-A5-31 14-13:41 347 TTNFEN_T Parfarmineg NirartFlavy imnart _far ranfio Fila "AAWMH-FSIACAnfio FilecfiGanarallAnnldiratinncilntanad THT® [TFRP#A22Rr91a-hAT75385 ]
2017-05-31 14:13:41.342 [INFO ] Performing DirectFlex import for config file "\\WMN-FS1\Config Files$\General\Applications\Notepad.INI' [IFP#O2e6c91a-b87538>>] , Lang
2017-05-31 14:13:41.343 [DEBUG] User: VWMARE\rwiesemann, Computer: VMW-CLIENT1, 05: x64-win7 (Buildiumber 7601, ServicePack 1, SuiteMask 100, ProductType 1/4, Lang

8409, IE 8.0.7601.17514, UEM 9.2.0.701, Procinfo 1/2/4/4, UT(+02:000), PTS: 3844/2872/3

2017-05-31 14:13:41.343 [DEBUG) Using profile archive "\\WN-FS1\Userdata$\rwiesemann\Archives\Applications\Notepad.zip’

2017-05-31 14:13:41.343 [DEBUG] Triggered by 'C:\Windows\System32\notepad.exe’

2017-05-31 14:13:41.345 [DEBUG] Found flag file for "\\VWNW-FS1\Config Files$\General\Applications\Notepad.INI".

2017-05-31 14:13:41.346 [INFO ] Importing profile archive “Notepad.zip® (\\VW-FS1\Userdata$\rwiesemann\Archives\Applications\Notepad.zip) ), r=0)
2017-05-31 14:13:41.347 [DEBUG] ImportRegistry::Import: Calling "~C:\Windows\REGEDIT.EXE™ /S ~C:\Users\RWIESE~1\AppData\Local\Tesp\FLX3F9E.tmp™" (RPAL: 1=0 (D/P), r=0)
2017-85-31 14:13:4) 1R1 NFRING] Raad 1 antrv frnm nrnfila archive (eirar TRA: ramnraccad: JRR)

2017-05-31 14:13:41 Completed DirectFlex import (20 ms) [<<IFP#82e6c91a-b87538]

vimware
©2021 VMware, Inc.



FlexEngine Appears Not To Run

FlexEngine Client

Requires use of Regedit.exe or Reg.exe
to modify user-based registry keys

Must not be disabled via Local or
Group Policy

Do not to run FlexEngine as a logon
script anda Group Policy client-side
extension

«  Will show warning in log

Setting State Comment
\iz| Certificate support for mandatory profiles Not configured No
iz] DirectFlex — advanced settings Not configured No
2 ; A ; tlog : No
|iz] Flex config files Enabled | No
1i=| Run FlexEngine as Group Policy Extension Enabled No
\iz| FlexEngine logging Not configured No
iz| Password support for Internet Explorer 6 Not configured No
[ p ‘.I I - I I | NS l'y ol No
iz| Profile archives Enabled No
iiz| FlexEngine refresh settings Not configured No
|iz| Prevent access to Flex+ Self-Support Not configured No
|iz] Show Flex+ logon and logoff progress information Not configured No
|iz] Silo-specific Flex config files Not configured No

Fle  Action View Help

I IER ] Logoft Properties I =]

vmware

& VMW UEM Policy [VIMW-DC 4
+ e Computer Configuration
» I Policies
¢ [ Preferences
4 i, User Configuration

C:\Program Files\Immidio"Flex Profles\FlexEngine exe| |

b gl Pobcy-based (8 :
4 1] Admenastratee Tq
# (2 Control Panel ]Il
_ Deshrop Famave
1 Network :
1 Shared Folder
1 Start Menw an To view e scpt fles stored in this Group Pollcy Object. press
1 System e buon bellow
.
» ) Flenging
1 Managem
b 3 syntoo o]
» ] Windows Con
Jm] »  Extended { Standard /

1 () Folder Redured I [«

[ -
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App Volumes

Common Issues

mwa re® ©2021 VMware, Inc.
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Certificates with App Volumes Manager
Replace Self-Signed Cert with CA-Signed Cert Trusted by App Volumes Agent

Options to Enable SSL

Replace self-signed certificate with a cert trusted by App Volumes Agent VMs

« See Using SSL Certificates with App Volumes Manager section in the VMware App Volumes
Administration Guide

« Step-by-step blog with video

- https://blogs.vmware.com/euc/2016/12/app-volumes-2-12-certificate-replacing-self-signed.htmi

Recommended for SSL

Use SSL for SQL Server Communication

Accept a CA-signed certificate from vCenter vmware

Certificate validation for App Volumes Agent e Vo e

« POC versus Production implementation

vmware


https://docs.vmware.com/en/VMware-App-Volumes/index.html
https://blogs.vmware.com/euc/2016/12/app-volumes-2-12-certificate-replacing-self-signed.html

App Volumes Logs
Use Notepad++ to quickly group Iog entries by task.

CAProgram Files (x860CloudYolumesiManagerioghproduction000014.log - Motepad ++ = =] =

File Edit Search Wiew Encoding Language Settings Tools Macro Run  Pluging  Window 7 X Wiew
cHHB LA 4Dl 2e[my 2B [(Eo@pue 9= 0@
B clockopm (3 E production000014 log E3 IE produclionl00011.log E]l

rogram Files (x38) » ClowdVolu

S666 P3312R2864 INFO Re-using "Hypervisor <VMware vCenterf#f27893280 betavmweuc.com'sve-appvolly - hlam
S667 P3312R2B64 INFO CW: Aoguired 'weenter' adapter 1 of 16 for 'veenterS512961563° in 0.0 seconds | production000014
S668 P3312R2B64 INFO Cvo: Volumes will be mounted synchronously X
5663 P3312R2864 INFO  RvSphere: Mounting 1 volume({s) in VM "vmworld-4" (503aeee7-5138-6ef9-3fd4e-303245d1F L] production000011
5670 P3312R2864 INFO Rviphere: Attaching read-only volume "[c3600-01-Beta-VDI-2-2] cloudvolumesZ 13EA/apr _ productiond0003
5671 P3312RZE64 INFO Fv3phere: Preparing to reconfigure VH wvrworld-4" [(S03aeee?-5135-fefS-3f4e-39324541 | production000012
5672 P3312R2664 INFO REv3phere: ReconfigVl Task task: task-10827
. . 5673 P3312R2664 INFO  RvSphere: Task total time: 0.330568= (execution time 0.32532s) | SVmanager_senser

& DJ & |nd |Cates 5674 P3312R2864 INFO  RvSphere: vCenter operation failed: File []/vmEs/volumes/58d1816c-5526a246-£3cE-141 L production000009

5675 P3312R2864 ERROR EvSphere: Failed to reconfigure VH "wmworld-4" (S03aeee?-5135-6efS-3fd4e-393245d15e¢€ | production000010

5676  cFound)
Manager 5677 4 INFD Cwo: Incremwenting ummount count for woluwe 2, now 1

5A78 P3312R2664 INFO Cvo: Unsuccessful mount result appended to response: Volumes were not mounted . production000007
5679 P3312RZE64 INFO Fendered text template (0.0ms) _ productiond0000

baCkg rou nd 5680 P3312R2664 INFO Completed 400 Bad Reguest in 1140.6ms (Views: 0.5ms | LetiveRecord: 93.7ms)
S681 P3312R2864 INFO

job =

S664

. productionQ00008

. swmanager_setup

| enable_hypery

| enable_hypers_errar

INFO

Started GET ".n"log_fileshare&factive?name=svservicesuuid=42SafZ'?h—'?lfS—ID1a—5f89—aaﬂlf
5685 NTLM: Authenticating URL "/log fileshares/active"

5686 NTLM: Received NTLM suthentication to "/log_fileshares/active" (type 1)
5687 3 INFO NTLM: There are "0" NTLME asuthentication threads

415 INFO Fendered text template (0.0ms)

416 INFO Completed 200 OK in 15.6ms (Views: 0.5ms | Ac

5417 INFO

5418

= 11 ” Q

5419 . R” indicates

2420 2 s INFOQ Cwo: Starting Jokb: Update Grs

5321 P2928DJ5735 INFO Cwo: Background worker updati dynamlc

5322 P2928DJ5735 INFO Cwo: Background worker update E=zsfully Log flles are
5423 PZ928D0J5735 INFO Cvo: Finished job: Update Gra Rub Ob

5424 PZ928DJA5736  INFO Cwvo: Starting job: Expire Ses yJ coecls> Created dall
5425 FP2928DJ5736 INFO Cvo: Background worker expiri y
5426 P2928DJ5736 INFO Cvo: Background worker removed 1 old seasionla)

S327 P22Z8DJET36  INFO Cvo: Finished job: Expire 2essions #<Thread:0x00000000acceci>

S428 P2228DJ5737  INFO Cwvo: Starting Jjob: Import Storage Groups #<Thread:0x00000000accecO:>

2429 P2928D0J5737 INFO Cwo: Importing wolumes frowm storags groups

2430 P2928DJ5737  INFO Cwo: Finished job: Import 3torage Groups #<Thread:0x00000000accecO>

Wa re@ 2021 VM |



Degraded Performance or Slow User Logon

Check Logon Segments in Horizon to
determine where the delay is

Optimize clock.yml

 If performance decreases as
deployment scales

« Increasing servers, workers, and
thread _pool requires additional CPU
and RAM

« Involve GSS to ensure optimal
settings

« Frequency of background jobs should
be tuned/optimized

APP VOLUMES ITEM

FOR <=2,000 USERS

FOR >2,000 TO <5,000
USERS

FOR >=5,000 USERS

Number of App Volumes

Manager servers

3

3+1 for each 2,500 users

Number of CPUs on

8

each App Volumes I
corver || clock yml E3
17 [ emall:
15 Servers:
RAM on each App 4 8 19 workers: ©
Volumes server z0 watcher: true
z21 thread pool: -°
22 = Jobhs:
Changes to Manager', workers: 1 servers: 6 23 check servers: 00:00:30
clock.yml workers: 1 24 3
) 25  [Fmedium: # default
(section medium:) 25 servers: 4
Z7 workers:
28 watcher: true
a9 thr ead_p ool: =5
30 [ jobs:
31 uheuk_servers: 0o:00:30
o L
33 Hlarge:
34 Servers: o
35 workers:
36 watcher: true
37 thread pool: =50
38 [ﬂ jobhs:
39 check servers: 00:00:30
40

https://techzone.vmware.com/resource/vmware-app-volumes-2x-database-best-practices

vmware
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Unified Access Gateway

Certificates, logs, and integration

vmware



Certificates for Unified Access Gateway
Simplifying and troubleshooting

Replace the default self-signed certificate Automate UAG deployment, including certificate

Certificates must be trusted by client machines * Use Powershell method

« Production-ready deployment in minutes

Must also be applicable to . Scripts now part of product download

« All instances of Unified Access Gateway

 Load balancer Guide to scripted deployment
« https://communities.vmware.com/docs/DOC-30835

Use either

, . « Includes troubleshooting examples
« Wildcard certificates

« Subject Alternative Name (SAN) certificates How to guides and videos

Certificate can be in PFX or PEM format . https://techzone.vmware.com/mastering-unified-
access-gateway#deploy

mwa re@ ©2021 VM |
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Monitoring and Logs

Monitor services from the Admin Ul

General Settings

Edge Service Settings s

® ¥ Horizon Settings o

[ ] PCOIP

[ ] Tunnel

[ ] Blast

® UDP Tunnel Server

[ ] Horizon Destination Server

Reverse Proxy Settings
Tunnel Settings

Secure Email Gateway Settings

o O 0 O
L= - B - B -]

Content Gateway Settings

Support Settings

Support Settings

Edge Service Session Statistics

Log Archive

Log Level Settings

Export Unified Access Gateway Settings

vmware

Log Files
« Default log level is INFO
Export from Admin Ul or

« https://uag.domain.com:9443/rest/vl/monitor/support-
archive

Downloads a zip file of multiple logs

Service Logs Appliance Logs

* appliance-agent.log » UAG Config
* authbroker.log * Linux logs
* bsg.log

* esmanager.log

* haproxy.conf

* proxy.log

* psg.log

* securityGateway_ *.log
* tunnel.log

* utserver.log

« vpnd.log

©2021 VMware, Inc.
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Register UAGs in Horizon Console

Name should match UAG Name Can be set in the UAG Console

« Not necessarily the same as the appliance name System Configuration
or DNS name

UAG Name | slhuagl.vmweuc.com @
v Servers
oblerr ar VMs - Locale * | en_US O]
G ok vCenter Servers Connection Servers
Problem RDS Ho
‘ Register ‘
i i mjl slhuagl - Notepad
Gateway Version IP Address Location | g P
o O slhuaglvmweuccom 21.06 172.16.74.80 External File Edit Format WYiew Help
Sessions
1o Dogh O slhuag2vmweuccom 21.06 17216.74.81 External [GEnEr‘El]
Help Desk
O slhuag3vmweuc.com 21.06 172.16.74.82 External
Users and Groups
O slhuaed vmweuc com 106 172167483 External #
Inventory . A a
Components X # UAG virtual appliance unigque name (between 1 and 32 characters).
# If name is not specified, the script will prompt for it.
Connection Servers Gateway Servers Event Database TrueSsO
Machine c e name=slhuagl
Semngs Issue Status D Version IP Address Location Type UEgNEmE =51huag1 VImMdeuC . com
T— (] sThuagl vmweuc.com 21.06 172.16.74.80 External Unified Access Gat. admlnPaﬁswor‘dtxplratlon Uﬂyfn: 365
] sThuag2vmweuc.com 21.06 172.16.74.81 External Unified Access Gat #
Components (1) ] s1huag3.vmweuc.com 21.06 172.16.74.82 External Unified Access Gat.
(] sThuagavmweuc.com 21.06 172.16.74.83 External Uniified Access Gat
RDS Farms (0)
[] sThuag5.vmweuc.com 21.06 172.16.74.84 External Unified Access Gat,
VSphere (0)
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Universal Broker Integration

https://techzone.vmware.com/resource/horizon-configuration#universal-broker-configuration

JWT (JSON Web Token) settings required on Unified Access Gateways

Issuer = Horizon pod cluster name

JWT Settings

Name * | slhorizon ® VMware Horizon® Pod Cluster-S1-HORIZO... (o u
N
& 9 AM

Issuer | Cluster-51-HORIZON1 (O] Cluster-51-HORIZON1

5 Dashboard

Dynamic Public key URL | htps:/is1horizen vmweuc.com/broker/publicke . | (D)

System Health 1 Issue
Public key URL thumbprints (6]
> Event Database 1 Issue
Trusted Certificates  No trusted certificate is added. [+ O]
Public key refresh interval | 900 @
Static Public Keys Mo public key is added for this setting. [ - G
Save Cancel

Wa re@ 2021 VM |
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Workspace ONE Access

Integration and Troubleshooting

Vmwa re® ©2021 VMware, Inc.



Workspace ONE Access Integration

https://techzone.vmware.com/resource/platform-integration#horizon-and-workspace-one-access-integration

Desktop and app entitlements not syncing Resource launch fails
« Time sync « Wrong Client Access FQDN
« Timing issues « Time sync
Active Directory sync issues « SAML metadata on Connection Server expired after last
« Safeguards will require manual intervention for syhc
first time sync
- And/or when making large changes oo
« Anything that exceeds thresholds ONE s v

o\

2 5@
e 2
Client % /

Unified Horizon Agent

Access (Virtual Desktop
Gateway Or Published App)

vmware
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True 5SSO

vmware



Enrollment Server Architecture

Separate server and role
« Not supported on a Domain Controller

« Cannot be co-located with Horizon Connection
Server

« Can co-locate on Certificate Authority (CA) Server
Resilience per Pod

« Deploy two Enrollment servers

— Primary / Failover or internal load balance (round
robin)

« Deploy two Certificate Authority servers

vmware

Networking
« Requires IPv4 static IP address

¢ True SSO Channel (TCP 32111) between Enrolliment
Server & Broker

Domain

Workspace
ONE
Access

Connection Connection

<+—>
==
i
@ VM / RDSH

Client
Device

©2021 VMware, Inc.




Common Problems
https://techzone.vmware.com/resource/horizon-configuration#setting-up-true-sso

Pairing Issues between Enrollment Server and Broker
« Look for errors for “CERTSSL” in Connection Server and Enrollment Server logs

« Most common error involves around CS/Cluster certificate not being copied to the Enroliment
Server

Certificate Template not setup properly

« Template security settings doesn’t have Enroll permissions for the Enrollment Server
« Certificate expired

Enroliment Agent (Computer) Certificate Template not issued to Enroliment Server

No “True SSO” entry in dashboard
« Connector is not configured or not setup properly
« Or Connection Server cannot connect to the Enrollment Server

vmware
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Troubleshooting and Log Files

Horizon Dashboard contains information on configuration errors

Components X

Connec tion Servers Gateway Servers Event Database TrueSsoO

Status Managed Domain Enrollment Server(s) Certificate Authorities Template

@ s1hesl.vmweuc.com @ vmweuc- STHEST-CA TrueSSO
<@ @umuec com @sThes2vmweuc.com &vmweuc- STHES2-CA Qe

True SSO Diagnostic Utility

Log files: Usual debug log files on Agent, Connection Server and Enrollment Server
« Path: $PROGRAMDATA%\VMware\VDM\logs\debug-xxxxxx.txt

Keywords in logfiles:
« Agent: certlogon, startSession, CertSso, CERTIFICATESSOID
« Connection Server: CertSso:, CERTSSL, startSession

Wa re@ 2021 VM |
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VIMWare: oo
techzone.vmware.com

Your Fastest Path to Understanding, ‘ vl G |
Evaluating and Deploying VMware Products 2 VmWOI’|d® '

Other Tech Zone Sites lM G|NE 4 /: |

go.techzone.vmware.com

CARBON BLACK NETWORKING AND

TECH ZONE SECURITY TECH ZONE
carbonblack.vmware.com nsx.techzone.vmware.com

THE CLOUD PLATFORM VMWARE CLOUD

TECH ZONE TECH ZONE - ®
core.vmware.com vmc.techzone.vmware.com g
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Additional Material

Extra slides and information that we couldn’t
fit into the actual session

vmware
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Horizon
Additional Material

vmware
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Session Logon Segments

Logon Duration

« Calculated from the time the user clicks the
desktop or app pool to the time when Windows
Explorer starts

Windows 10 VDI Desktop
15
) 1= 1.03 =
085 =

1=
0.01 =
- .

Braokering GPO Load Profile Load Irteractive Athertication

B Seszzion Logon Segments

Logon Duation: 1371 Seconds  Session Logon Tirme 915717 &:07 AW

vmware

Brokering

« Total time for Connection Server to process a session
connect or reconnect

GPO load

« Total time for Windows group policy processing
Profile load

« Total time for Windows user profile processing

Interactive

« Total time for Horizon Agent to process a session
connect or reconnect

Authentication

- Total time for Connection Server to authenticate the
session

©2021 VMware, Inc.




Desktop Not Available
What to look for...

Broker starts session on VM

« [DesktopSessionimp] (SESSION:7072-***-a79c¢) startSession —
sending StartSession message

Agent responds...
« "DesktopManager got a StartSession message”
« Client Info should be in Agent Log along with PColP launch

Event Database: AGENT _PENDING

Client connects to VM (Agent)
« “PColPCnx::OnConnectionComplete Begin (PCOIP)”
« “WTS_SESSION_LOGON?”
« Event Database: AGENT_CONNECTED

Wa re@ ©2021 VM |
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Demo - Log Monitoring with BareTail/BareGrep

3 i » 10 P |
r"ml "s u l.;} G re [t a‘ZJ Ly ﬂf?lf?ﬂl."-
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Horizon Connectivity Issues

Where to look
« Connection Broker logs - C:\ProgramData\VMware\VDM\logs

« Event Database
« Data Collection Tool (DCT Bundle)

What to look for
« (Client connects) [SimpleAJPService] (ajp:broker:Request9) Request from /192.168.2.1: POST /broker/xml
« (Broker authentication) [WinAuthFilter] (SESSION:7072-***-a79¢c mattc) Attempting to authenticate user
'mattc' in domain 'FUTUREOFFICE’
« (User has authenticated to Broker) [AuthorizationFilter] (SESSION:7072-***-a79c¢) User
FUTUREOFFICE\mattc has successfully authenticated to VDM
« (Audit Entry) [Audit] (SESSION:7072-***-379¢c) BROKER_LOGON:USER:FUTUREOFFICE\mattc;USERSID:S-
1-5-21-326850759-2560684469-1780228732-1113;USERDN:CN=5-1-5-21-326850759-2560684469-
1780228732-1113,CN=ForeignSecurityPrincipals,DC=vdi,DC=vmware,DC=int;
Event Database: BROKER_USERLOGGEDIN

Wa re@ ©2021 VM
. Inc.



User Experience Issues

Black screen of death
« Protocol ports blocked
« Protocol incorrectly routed
« SVGA driver issue
« Insufficient vRAM

Poor quality display
« Bandwidth, latency, or QoS
« Pcoip_server logs report

- VGMAC :Stat frms: Loss=0.45%,0.21% (R/T)

- MGMT_PCOIP_DATA :BW: Decrease (loss) old = 234.9982
new = 176.8438

Randomly disconnected session
« 15 min after established
- wssm process hasn't started on desktop
« Agent logs (<DrivelLetter>:\ProgramData\VMware\VDM\/ogs)
- PENDING_EXPIRED
« Sometimes caused by daisy-chaining the GINA

https://techzone.vmware.com/resource/blast-extreme-display-protocol-vmware-horizon-7

vmware
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Desktop Source Not Available

Where to look ~

Events

Event database

Time period: | Last 2 days v | Filter + | Find || Clear

Connection server logs

User Severity Time 1v Module Message

WMWEUC\bsimpson [ Audit failure o = n Connection Server Unable to launch from Pool vmworld for user
NUVMWEUC\bsimpson: No machines in the Pool

&

What to look for

[SessionLaunchContext] (SESSION:40a7_*** 6cbd) VMWEUC\bsimpson, Desktop=vmworld: Session request failed.

(SESSION:40a7 _*** 6cbd) [VMWEUC\bsimpson, Desktop=vmworld] (5ms): The following servers were blocked for new sessions:
[cn=5162cf76-8d8a-4ac0-9185-845a540d24e5,ou=servers,dc=vdi,dc=vmware,dc=int]

(SESSION:40a7_*** 6¢cbd) [VMWEUC\bsimpson, Desktop=vmworld] (5ms): Application launch failed, exception was: The desktop
sources for this desktop are not responding. Please try again later.

Wa re@ 2021 VM |



Desktop Not Available

What to look for... - walk through successful connection

Client requests desktop
 Event Database: BROKER _DESKTOP_REQUEST

Broker allocates session to user

o [Farmimp] (SESSION:7072-***-a79¢c) cn=3f974017-409f-4912-83bc-
2ee794f22fab,ou=servers,dc=vdi, dc=vmware,dc=int, total session count: O

o [Farmimp] (SESSION.7072-***-a79c) allocateNewSession - identified server for application
CN=GOLD-NP,OU=Applications, DC=vdi, DC=vmware, DC=int
« Event Database: BROKER_MACHINE_ALLOCATED

Broker attempts SSO
o [FarmImp] (SESSION:7072-***-a79c) Using domain for SSO: FUTUREOFFICE"*
« User won'’t be logged on to the VM without this!

vmware



Desktop Not Available

What to look for... - walk through successful connection

¥ Monitoring

5 Sessions BETAVMWEUC\nflanders @Audit success Connection Server User BETAVMWEUC\nflanders has logged in

v Policies
T Global Policies

betavmweuc.com\nflanders | @ Info Connection Server User authentication timing profile for betavmweuc.com\nflanders on HORIZON75]S, duration: 84
¥ View Configuration
Servers
Instant Clone Domain Admins betavmweuc.com\nflanders @ Info Connection Server Tunnel connection timing profile for betavmweuc.com\nflanders on HORIZON75]S, duration: 68
Product Licensing and Usage
Global Settings
Registered Machines betavmweuc.com\nflanders @ Info Connection Server Get launch items timing profile for betavmweuc.com\nflanders on HORIZON75]S, duration: 196
Administrators
ThinApp Configuration
} BETAVMWEUC\nflanders @ Info Connection Server User BETAVMWEUC\nflanders requested Pool w101803
Cloud Pod Architecture
Event Configuration
BETAVMWEUC\nflanders @ Info Connection Server User BETAVMWEUC\nflanders requested Pool w101803, allocated machine W101803-2 Actlve DI recto ry

objectSid

BETAVMWEUC\nflanders @ Info Agent The agent running on machine W101803-2 has accepted an allocated session for user
BETAVMWEUC\nflande for user aCCOU nt
=)
BETAVMWEUC\nflanders @ Info Agent User BETAVMWEUC\nflanders has logged in to a new sossd

[FarmImp] (SESSION:ceca_*** c2c9) getSessionForApplication, userDn: CN=S-1-5-21-XYZ,CN=ForeignSecurityPrincipals,DC=vdi,DC=vmware,DC=int

[FarmImp] (SESSION:ceca_*** c2c9) Found 0O existing user sessions for userDn: CN=S-1-5-21-XYZ,CN=ForeignSecurityPrincipals,DC=vdi,DC=vmware,DC=int

[FarmImp] (SESSION:ceca_*** c2c9) Creating new session for launch item cn=w101803,ou=applications,dc=vdi,dc=vmware,dc=int from pool cn=w101803,0u=server
groups,dc=vdi,dc=vmware,dc=int for userDn: CN=S-1-5-21-XYZ,CN=ForeignSecurityPrincipals,DC=vdi,DC=vmware,DC=int

[FarmImp] (SESSION:ceca_*** c2c9) Selecting server from single session machines for userDn: CN=S-1-5-21-XYZ,CN=ForeignSecurityPrincipals,DC=vdi,DC=vmware,DC=int
[FarmImp] (SESSION:ceca_*** c2c9) allocateNewSession - identified server for launch item cn=w101803,ou=applications,dc=vdi,dc=vmware,dc=int from pool
cn=w101803,ou=server groups,dc=vdi,dc=vmware,dc=int for userDn: CN=S-1-5-21-XYZ,CN=ForeignSecurityPrincipals,DC=vdi,DC=vmware,DC=int
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Desktop Not Available
What to look for...

Machine Status =

Desktop not available due to VM reset/crash? | o  wosuos: o
- Check Desktop status — ALREADY USED > s -

¥ 5 Problem Machines

« Typical on refresh-on-logoff or delete-on-use desktops

Agent unreachable

« Broker never received an explicit logout message from the agent
- Missing AGENT_ENDED event in DB for VM

Protocol failure

Domain failure

(=] o (=] o o (= o (= o o o o

View Composer Issues associated with incorrect domain credentials
— C:\ProgrambData\VVMware\View Composer\Logs|
- FATAL CSvmGaService - [svmGaService.cop, 116] Domain join failed Error 5 (Ox5): Access is denied.

https://kb.vmware.com/s/article/1000590
mwa re@ ©2021 VM |
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Dynamic Environment
Manager
Additional Material
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DirectFlex Logging

vmware

Personalization

Ilzer Environment Condition Sets

@@Bluﬁ%%@

Refresh Create Save Section Folder Browse Browse Validate | Configure
| Tree ||ConfigFile ConfigFile ||+  Token - || Local Profile Other Profile || DirectFlex =
| (| File (| Editor (| Profile Browsing 1 1 |
- General Motepad

=3 Applications
8 Acrobat Reader

{E PaintDotNet
----- % Remote Desktop Con

i Microsoft Office 2013
-1 Microseft Office 2016
-3 Windows Settings

I+l

Import / Export | Profile Cleanup | Predefined Settings

Bad @w ed " Conditions ” Uzer Env

DirectFlex makes it possible to import settings when an application is launched instead of importing the applicatic
Flex

| Ehable DirectFlex for this config file
- rt Moment

Export moment:  Use global settings (configured through ViMware UEM Group Policy) -

- Application Virtualization
[ Enable ThinApp 5.2 support

- Executables

Motepad.exe

©2021 VMware, Inc.




DirectFlex Export

2017 -85-31 1&:1?:59,?§? TTMED T Parforminog NDirectFElew F!nnh?anhlrnnFiu file '\\UMN-F§1\C9nFiB Fi19:¢\ﬂpnpnn?\ﬂnq1irnfjnnq\Mnfpnad,TMT'

zr M oom Fomcmmant omomw  [him cmm mdlaT T s mesommomdes Fmii mmom e - a2 . ARy ¥ M) I'L'ﬂ'\ Papany . Ry o I [, J W o, T DL i - II-J-J_._‘J'.I TRIT " reemn
2017-985-31 14:13:50.362 [INFO | Performing Directflex export for config file '\\WW-FS1\Config Files$\General\Applications\Notepad.INI® [IFP#1a66475F
e User: VMWARE\rwiesemann, Computer: VMW-CLIENT1, 05: x64-win7 (Bulldiusber 7681, ServicePack 1, SuiteMask 100, ProductType 1/4, Lang
8409, IE 8.0.7601.17514, UEM 9.2.0.701, Proclnfo 1/2/4/4, UTC+02:000), PTS: 3844/2872/3
14:
14:
14:
14:
14:
14:
14:
14:
14:
2(\Notepad 2017-85-22 132012.zip0"
12017-05-31 14:13:5 Completed DirectFlex export (9 ms) [<<IFP#1a66475f-b087538]

2 2917.05-31 14:13:50.363 [DEBUG]

24
% 2017-85-31

2 2017-05-31
22017-05-31
22017-85-31
2(2017-05-31

3¢ 2017-85-31
2017-05.2017-05-31
2017-05-31
\Notepac s 17-05-31

Directflex Export

13:50.363 [DEBUG) Using profile archive "\\WN-FS1\Userdata$\rwiesemann\Archives\Applications\Notepad.zip’

13:50.363 [DEBUG] Triggered by "C:\Windows\System32\notepad.exe’

13:50.364 [INFO ] Exporting profile using config file ‘Motepad.INI® (\\WW-FS1\Config Files$\General\Applications\Notepad.INI)
13:50.364 [INFO ] Binary Settings: Applied Application Template ‘Microsoft Notepad®

13:50.365 [INFO ] Exporting Registry inforsation

13:50.365 [DEBUG]) ExportRegistry: Exporting tree 'HKCU\Software\Microsoft\Notepad®

13:50.365 [INFO ] Exported Registry information successfully

13:50.365 [DEBUG] Stored 1 entry in profile archive (size: 788; compressed: 267)

[TFP#1a6RA75F-hA753855 1

sts] - T538>0]

13:50.366 [DEBUG] Backing up "\\VWMN-FS1\Userdata$\rwiesemann\Archives\Applications\Notepad.zip’ to "\\VMN-FS1\Userdata$\rwiesemann\Backups\Applications

vmware
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Path-Based Import Runs Slow

Be careful not to run FlexEngine as a logon script anda Group Policy client-side extension.

2017-085-31
2017-085-31
2017-085-31

§

2017.05-31

2017-085-31
2017-085-31
2017-05-31
2017-05-31
2017-05-31

oo

=
-

dodacdhaaoa

EEERE
oo

15:13:38.678 [DEBUG]

INFO ] Starting FlexEngine v9.2.0.701 [IFP#@2e9d2df-270185d>>)
BUG] Running as child of process #3312

BUG) Performing path-based import
BUG

User: VMWARE\rwiesemann, Computer: VMW-CLIENT1, 05: x64-win7 (Buildiusber 7601, ServicePack 1, SuiteMask 100, ProductType 1/4, Lang

.2.0.701, ProcInfo 1/2/4/4, UTC+02:000), PTS: 3320/3900/5

Profile state: local (Ox09000204)

Recursively processing config files from path "\\VWNW-FS1\Config Files$\General'
Using profile archive path "\\VMW-FS1\Userdata$\rwiesemann\Archives’

Logging to file “\\WN-FS1\Userdata$\rwiesemann\Logs\Flexengine.log"

Log file will be overwritten when larger than 512 kilobytes

Support for resoving local profile at logoff is enabled

2817-85-31 15:13:38.678 [WARN ] Found import status flag. This does not necessarily indicate a problem, but be careful not to accidentally run FlexEngine multiple times
(for instance both as a Group Policy client-side extension and from a logon script).

vmware
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App Volumes

Additional Material

vmware
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Avoiding Certificate Issues

Be Consistent with App Volumes Manager Name | General | Detais | Certficatn Path
Showe: |-.-:,q|}
ﬁ App Volumes Agent ded e
| Viersion W3
ppvoll __|serial number 43 00 00 00 0b 6¢ 1c b 5110 ...

%Wﬁ algarithm sha256RSA
| signature hash algarithm sha2ss
:Ilmm:r vepencelabs-DC-CA-1, vspent. ..
E\uﬂ Fram Monday, October 31, 2016 11...
~|vialid o Wednesday, October 31, 201...

App Volumes Manager Address:

av2i2es, vepencelabs, com, IT...
av212ea.vspencelabs.com
CM = aw212ea.vspencelabs.com

Type Data

20| Default) o REGSZ (valuenotset)

el EnforceSSLCertificateValidation REG_DWORD  (eDO000001 (1)

il:j Y penisor Rl Computer name, domain, and workgroup settings

3'3] Managerl REG_5Z Computer

om name - .

1o RebootAfterDetach REG_DWORD Full computer name:
| SSL REG_DWORD  CheDDDOOD0T (1) Computer descriptio

_?g';:-ﬂ‘u"cl-lhtta chMessageCn REG DWORD  OncDODOOOO00 (0) Domain: vipencelabs.com

vmware
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AppStack Not Attaching at Logon

Wvc-deskKtops.hetaviweuc . com™

O ne host i n VS p here Cl u Ste r d OeS not have P3312R2864 INFO  BvSphere: Attaching read-only volume *[t3600-01-Beta-¥DI-2-2] cloudvolumes213EL/apps/VL

P3312R2664 INFO Rv3phere: Preparing to reconfigure VM wvmworld-4" (502 T=-5136-6ef5-3f4e-3935245A15e64)
F3312R28649 INFO Bv3phere: ReconfigWll Task task: task-10827
access to the shared datastore where the PI312R2BEA INFO  Rvsphere: Task tatal time: 0.330568s (execur 0.325329)
P3312R2664 INFO Rviphere: wvCenter operation failed: File
52 6aZ46-f3cf-14febS0cefeS/ cloudvolumes2 13EA/ apps/ VL . vindk was not found

A p pSta C k res i d eS thiié]ZRZSG‘l ERRCR BwSphere: Failed to reconfigure VM "wmwor ld-4" (503aese?-5135-62f9-3f4e-393245d15=64) :
P3312R2864 INFO Cwvo: Incrementing unmount count for wvoluwwe #F2Z, now 1
« Common oversight, especially with Storage

P3312R2864 INFO Cvo: Unsuccessful mount result appended Lo response: Volumes were not mounted dus o

Num Instances

Conflicting Minifilter driver
- DLP software
« Be aware of app altitude
« More info from Microsoft:

— https://docs.microsoft.com/en-us/windows-
hardware/drivers/ifs/load-order-groups-and-
altitudes-for-minifilter-drivers Oxiaing Sstoms Windows 7 (x64) Windows 7 (x86)

Windows 8 (x64) Windows 8 (x86)
Windows 8.1 (x64) Windows 8.1 (x86)
OS CO m patl bl | Ity Windows 10 (x64) Windows 10 (x86)
Windows Server 2008 (x64) Windows Server 2008 (x86)

Windows Server 2008 R2 (x64)
Windows Server 2012 (x64)
Windows Server 2012 R2 (x64)

mwa rec Windows Server 2016 (x64)
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3.3 Naming Convention on NTFS Partitions

Some customers disable 8.3 file naming as described here:

https://support.microsoft.com/en-us/help/121007/how-to-disable-

8-3-file-name-creation-on-ntfs-partitions

If you have MS Office installed on the system volume, do not
disable 8.3 file naming

“Some folders on the system volume retain their 8.3 names. These
8.3 names are saved in the reqgistry by Office products during their
installation and are often validated at program launch. If these 8.3
names are inconsistent with the 8.3 names on AppStacks or
Weritable Volumes, whether because the names differ or because
some volumes have no 8.3 names, the validation fails and the
program initiates reconfiguration.”

vmware
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SSL Certificates and vCenter Server Connection

Accept vCenter Certificate

= By default, certificate
validation is required between

A p p Vol u m eS M a n a g e r a n d DASHBOARD VOLUMES DIRECTORY INFRASTRUCTURE ACTIVITY

License Active Directories Administrators Machine Managers Stora
vSphere ! -

Machine Managers

= Accept vCenter cert (self-

Add and configure in-guest services or leverage the performance of Viiware vCenter Servers to deliver volumes.

signhed or CA-signed) while
creating the Machine Manager _s™L* |

in App Volumes Manager — —
@ vcsavspencelabs.com vspencelabs\svc-horizon Viware vCenter
= No custom certificate work E. e e vCente
required e
/i

& App Volumes manager connected to vesa.vspencelabs.com with manually accepted (trusted) certificate. (

Showing 1 to 7 of 1 machine managers

vmware
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Certificate Options for Production
Enable Certificate Validation on the App Volumes Agent

£ App Volumes Agent X
~ AppVolumes
" ppl by vwrvwaro .

App Volumes Manager Address:

Options to Enable SSL
= SSL is enabled by default

" Don’t disable certificate validation during

Agent installation

" Enable SSL in the registry after App
Volumes Agent install

App Volumes Manager Port:

&

Dms;e_mu Validation with App Volumes Manager

HKLM\System\CurrentControlSet\Services\svservices\Parameters

= EnforceSSLCertificateValidation =1

Name Type Data
s GG = 1 ab| (Default) REG_SZ (value not set)
i'g'_;] EnforceSSLCertificateValidation REG_DWORD Oac00000001 (1)
:‘_Ej Hypervisor REG_SZ vcenter
ab| Manager] REG_SZ 1000 443
4| RebootAfterDetach REG_DWORD 000000000 (0)
) SSL REG_DWORD 000000001 (1)
fg';;]VolAttachMessageOn REG_DWORD Onc0O0D00000 (0)
vmware
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Certificate Options for a POC
Disable SSL Certificate Validation on the Agent

Options to Disable SSL

= Djsable Certificate Validation with App
Volumes Manager during App Volumes
Agent install

» EnforceSSLCertificateValidation in the
reqgistry after App Volumes Agent install

#% App Volumes Agent
Ap

App Volumes Manager Address:

App Volumes Manager Port:

&

[Whisable Certificate Validaton with App Volumes Manager

HKLM\System\CurrentControlSet\Services\svservices\Parameters

= EnforceSSLCertificateValidation = O

vmware

Name Type

ab) (Default) REG_SZ

] EnforceSSLCertificateValidation REG_DWORD
ab| Hypervisor REG_SZ

_:‘_Ej Manager1 REG_SZ

s/ RebootAfterDetach REG_DWORD
vs| SSL REG_DWORD
J",_-';;]VolAttachMessageOn REG_DWORD

Data

(value not set)
000000000 (0)
vcenter

10. =443
0:00000000 (0)
000000001 (1)
Ox00000000 (0)

©2021 VMware, Inc.




SSL Certificates and SQL Server Communication
Securing Communications Between App Volumes Manager and SQL Server

« 2.12 User Guide references MS Support

- Note the differences for a SQL Server clustered installation Protocols for SQL Properties | ? [0
« Encryption is configured on the SQL Server /nstance, so Flags | Certificate | Advanced |
all databases on a shared SQL Server will be affected B General
Force Encryption Yes ;[
Hide Instance Ma

 From the SQL Server, use SQL Server Configuration
Manager to configure Force Encryption and specify the
SQL certificate

SQL Server service account must have Read permissions
to the Private Key of the SQL Server SSL certificate.

% « Check SQL Server Configuration Manager > SQL Server
Services > SQL Server (SQL) > Log On

Microsoft®

SQL Server - Default is NT Service\MSSQL$SQL which does nothave
the necessary permissions.

vmware



https://support.microsoft.com/en-us/kb/316898#bookmark-3

SSL Certificates and SQL Server Communication
Setting Custom Private Key Permissions for SQL Service Account

Start on the SQL Server

MMC > Certificates

Security
Group or user names:
| Console Root Issued To “ Issued H2, SYSTEM
a Y Certificates (Local Computer) 73] av212ea.vspencelabs.com $2, Administrators (COMPOSER"\Administrators)
4 || Personal # composer.vshiii . ‘ MSSQLSSAL
| Certificates Open
b Open All Tasks 4
P |
b Request Certificate with New Key... Cut Add Y
b Renew Certificate with New Keg Copy
b ' Mekiag Privete Ky Delete Pemissions for MSSQLSSQL Allow Deny
b S 7 s Full control ] []
b  Advanced Operations N4 roperties Aead 7 O
b | Export... Help Special permissions ] ]
vmware
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SSL Certificates and Load Balancers

Load Balancer

App Volumes

Typical Deployment Agent VMs /\/

« SSL is terminated at load balancer
« HTTP between LB and AV Manager
« SSL between AV Agents and LB

« If trusted CA-signed cert is used for
LB, be sure all agents trust the CA

Alternative Deployment Horizon

Infrastructure
« To keep SSL between LB and AV
Manager, signed AV Manager
certificate(s) should be added to trust |

C O
list of the LB .’ﬁE

Now Secured
with SSL

vmware W Certificates

App Volumes
Manager VMs

SQL
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Unified Access Gateway
Additional Material

vmware



Unified Access Gateway Logs (1/2)

Service Logs

. Support Settings
Ad I I II n U | Log Archive
ngs

« or https://uag.domain.com:9443/rest/vl/monitor/support-archive

Support Settings

Downloads a zip file of multiple logs

appliance-agent.log - VMware Tunnel agent (which starts up server and proxy) logs
authbroker.log - Messages from the authbroker service which handles authentication adapters
bsg.log - Blast Security Gateway logs

esmanager.log — Log messages from the Edge Service monitor listener on ports 80 & 443
haproxy.conf - HA proxy configuration for TLS port sharing, if configured

proxy.log - VMware Tunnel proxy logs

psg.log - PColP secure gateway logs

securityGateway_ *.log — Messages from the PColP Security Gateway

tunnel.log - Messages from the tunnel process that is used as part of the XML API processing
utserver.log - UDP Tunnel Server logs

vpnd.log - VMware Tunnel server logs

vmware
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https://uag.domain.com:9443/rest/v1/monitor/support-archive

Unified Access Gateway Logs (2/2)
Appliance Logs

UAG Config

« admin.log - Messages from the process that
provides UAG REST API on port 9443

« admin-zookeeper.log — Messages related to the
data layer that is used to store UAG config info

« rpm-version.log - Version of the UAG appliance

« uag_config.ini — current configuration settings in
ini format.

« uag_config.json - current configuration settings
in json format.

vmware

Linux logs

df.log - Disk space usage

Free.log — Information on memory usage
ifconfig.log — Information on network interfaces
ipv4-forwardrules - IPv4 forwarding rules
netstat.log — Network configuration
netstat-r.log - Static routes

netstat-s.log - Network stats (bytes sent/received etc)
from the time of creation of the appliance

ps.log — Process list

top.log - Sorted list of processes by memory usage at
the time of downloading logs

vami.log - Logs from running vami commands to set
network interfaces during deployment

©2021 VMware, Inc.



Log File Descriptors (1/2)

Aplogarchive.zip included files

Log

UAG configuration
UAG version

Process list

|P forwarding rules
Memory usage

Free memory present
Network information
Network interface
Network stats

Disk usage

Static routes

Uptime

Supervisor

Edge service manager

Admin
Auth Broker

BSG

PSG

UT Server

VMware Tunnel server
VMware Tunnel proxy
Tunnel agent

TLS port sharing configuration

VAMI commands

vmware

Log filename

uag_ config.json, uag_config.ini

rpm-version.log

ps.log
ipv4-forwardrules
top.log

free.log
netstat.log
ifconfig.log
netstat-s.log
df.log
netstat-r.log
w.log

supervisord.log
esmanager-x.log, esmanager-std-out.log

admin.log, admin-std-out.log
authbroker.log

bsg.log

psg.log

utserver.log

vpnd.log

proxy.log
appliance-agent.log
haproxy.conf

vami.log

Description

Entire configuration of the UAG appliance, showing all the settings as a json and an ini file
Version of the UAG appliance (2.8, 2.9, 3.0 etc)

Processes running at the time of downloading logs

IPv4 forwarding rules configured on the appliance

Sorted list of processes by memory usage at the time of downloading logs

RAM availability at the time of downloading logs

Information on open ports and existing TCP connections

Network interface configuration for the appliance

Network stats (bytes sent/received etc) from the time of creation of the appliance
Disk usage on the appliance

Static routes created on the appliance
Information about uptime, the users currently on the machine, and their processes.

Supervisor (manager for ES manager, admin and auth broker) log
Edge service manager log, showing backend processes performed on the appliance

Admin GUI logs
Auth Broker for Radius and RSA SecurlD authentication

Blast secure gateway logs

PCOIP secure gateway logs

UDP Tunnel Server logs

VMware Tunnel server logs

VMware Tunnel proxy logs

VMware Tunnel agent (which starts up server and proxy) logs

HA proxy configuration for TLS port sharing, if configured.

Logs from running vami commands to set network interfaces during deployment

Linux Command
(if applicable)

ps -elf --width 300

top -b -0 $MEM -n 1
free

netstat -an

ifconfig -a

netstat -s

df -a -h --total
netstat -r

w
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Log File Descriptors (2/2)

Log filename
supervisord.log

Log
Supervisor

Edge service manager esmanager-x.log, esmanager-

std-out.log

Admin
Auth Broker

admin.log, admin-std-out.log
authbroker.log

BSG bsg.log
PSG psg.log

UT Server utserver.log
VMware Tunnel server vpnd.log
VMware Tunnel proxy proxy.log

Tunnel agent appliance-agent.log

TLS port sharing configuration haproxy.conf

VAMI commands vami.log

vmware'

Description

Supervisor (manager for ES manager, admin and auth
broker) log

Linux Command (if applicable)

Edge service manager log, showing backend
processes performed on the appliance

Admin GUI logs

Auth Broker for Radius and RSA SecurlD
authentication

Blast secure gateway logs
PCOIP secure gateway logs
UDP Tunnel Server logs

VMware Tunnel server logs tail -f
/var/log/vmware/proxy/tunnel.log
VMware Tunnel proxy logs tail -f

/var/log/vmware/proxy/proxy.log
VMware Tunnel agent (which starts up server and
proxy) logs

HA proxy configuration for TLS port sharing, if
configured.

Logs from running vami commands to set network
interfaces during deployment
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True 5SSO

Additional Material

vmware

©2021 VMware, Inc.



Third Party Authentication through WS1 Access

Authentication process to Workspace ONE Access can use many credential options.
« May not include Active Directory credentials

User will NOT single-sign-on (§SO) to Horizon resource.

Who are you in
Active Directory?

Workspace ONE
Access x
Authentication B Horizon Resource Launch 4 Virtual Desktop
>

> igq Or Published App

Thirq Party
vmware IDP
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http://icons.iconarchive.com/icons/tpdkdesign.net/refresh-cl/128/Symbols-Delete-icon.png

True SSO in Horizon Dashboard

TrueSSO Status
displayed within
the Dashboard

Displays
configured
[T Components
Managed Domain: B =wem.com Dynamlc Status
Enroliment Server(s): [l truessol.= - =/l r.com
Certificate Authorities: [l = am.-ca Su m ma ry
Template: B Truesso InfOrmathn
Status Summary: QK
Dashboard
update interval is
60 seconds

vmware
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Detailed TrueSSO Communication Flow
ldentity Manager Launch of Horizon Resource without AD credentials

Workspace ONE

Horizon 3.
Horizon Enrollment

Broker Service 4.
L n > 5.

‘

Browser

@ T

Horizon
Client

vmware

© o N

Certificate 1
Authority 45

13.

14.
15.

16.

17.
H.orizon Agent Active 18.
(Virtual Desktop

. Directory 19.
Or Published App)

®

Key Store

Microsoft 10.

In Browser, user launches Horizon resource from Workspace ONE Access

Workspace ONE Access generates SAML assertion and artifact. Generates view URL containing
artifact and returns to Browser: vmware-view://URL SAMLArt=<saml-artifact>

Horizon Client is launched from view URL. XML-API request do-submit-authentication <saml-
artifact>

Connection Server performs SAML resolve against Workspace ONE Access <saml-artifact>
Workspace ONE Access validates artifact and returns assertion. <saml-assertion>

Connection Server performs a UPN Lookup (if UPN not provided in assertion) to a Domain
Controller

Corporate UPN returned from AD to Connection Server

Connection Server performs a Certificate Logon Request to the virtual desktop or RDSH
Key Gen to Key Store

CSR returned from desktop or RDSH

Connection Server to Enrollment Server - Certificate Logon Request (providing key and UPN)
Enrollment Server generates a certificate request to the Microsoft Certificate Authority.

The CA returns a certificate to the Enroliment Server.

The Enrollment passes the certificate to the Connection Server.

The Connection Server presents the Certificate to the virtual desktop or RDSH

Cert Logon to Key Store.

The desktop does a Kerberos Certificate Logon.

The Domain Controller performs a certificate revocation check with the Certificate Authority
AD returns a Kerberos Token.

The protocol session connects.
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