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Why Optimize?

Windows is not built for virtualization
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Why Do We Need to Optimize?

Windows Benefits of Optimizing
Out of the box not designed for virtualization Increase consolidation ratio
- Lots of unnecessary services, features, Enhance guest OS responsiveness

processes, etc. .
Improve logon times

In a physical world not so much of an issue

« Even entry-level machines today are really
powerful

Better user experience

« Multiple cores
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Does Windows Really Use That Much for Background Tasks?

Some tasks can ta ke up to a fu“ core Name Status  Triggers Mext Run Time Last Run Time
. . . (® .NET Frame... Ready 1/25/2019 2:40:23 PM
« Not an issue on physical with many cores

General Triggers Actions Conditions Settings History

Some tasks Only run When mach|ne |S |d|e Specify the conditions that, along with the trigger, determine whether the task should run. The
ldle -
e |In VDI cores are shared Start the task only if the computer is idle for: 10 minutes
o . . Wait for idle for:
- If task consumes CPU it is never truly idle Stop i the computer ceases to be idle howr
e E g Restart if the idle state resumes

- Folder clean up

- .NET Native Image Generator Mame Status Triggers Mext Run Time Last Run Time Last Run Result

SilentCleanup Ready 12/5/2017 3:03:08 PM  The operation completed successfully. (Chd)

General Triggers Actions Conditions Settings History

Specify the conditions that, along with the trigger, determine whether the task should run. The task will not run if any condi
|dle
Start the task only if the computer is idle for: 10 minutes
Wait for idle for: 1 hour
Stop if the computer ceases to be idle
Restart if the idle state resumes
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Unoptimized Windows CPU Usage B Uroptimized
Windows 10 21H1 Enterprise — logon and then idle

Non-Optimized Windows 10 21H1
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OSOT Optimized Windows CPU Usage
Windows 10 21H1 Enterprise - logon and then idle l osoT Optimized

Optimized Windows 10 21H1
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Comparison Windows CPU Usage B Unoptimized
Windows 10 21H1 Enterprise - - logon and then idle l osoT Optimized
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What to Optimize?
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What to Consider Optimizing

Scheduled

Tasks

Application experience Error reporting Cortana OneDrive
Disk scans, defrag, Routing / WiFi Data collection .Net
cleanup Search Device installation Explorer
Shell indexer Superfetch / Themes
System restore Branchcache
Scheduled backup Windows update
Plug and play
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Visual Effects

System Properties

Computer Name Hardware Advanced  System Protection Remote

Performance Options X

App hardware aCCe|erat|0n VISU8| effeCtS Visual Effects  Advanced Data Execution Prevention

Select the settings you want to use for the appearance and
performance of Windows on this computer.

Disable app hardware acceleration Animations @) 1 o e e Ty e
|f not USing GPU Peek (O Adjust for best appearance
(O Adjust for best performance
Fa d e (® Custom:
i i Animate controls and elements inside windows
OSOT |nC|UdeS Settlngs for ShadOWS [] Animate windows when minimizing and maximizing
. . . . [] Animations in the taskbar
Adobe Reader Window contents while dragging [ Enable Peek
. GOOgle Chrome Fade or slide menus into view
[“] Fade or slide ToolTips into view
« Internet Explorer . . [“] Fade out menu items after clicking
. Defa u It N OSOT IS bala nced [] Save taskbar thumbnail previews
* Microsoft Edge se I eCtIO N [[] Show shadows under mouse pointer

[4] Show shadows under windows

[ Show thumbnails instead of icons

[[] Show translucent selection rectangle

Show window contents while dragging

[“] Slide open combo boxes

[] Smooth edges of screen fonts

Smooth-scroll list boxes

Use drop shadows for icon labels on the desktop

« Microsoft Office

Vmwa re® ©2021 VMware, Inc.



How to Optimize?

Manual, OS Optimization Tool or other
methods
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VMware OS Optimization Tool (OSOT)

https://labs.vmware.com/flings/vmware-os-optimization-tool

[ VMware 0S Optimization Tool

£] =l

Update

System Information Analysis Summary

Dlos prise - 600

(=] Version i

3 Processor n indows Directory —
ystem Type Physical Memory 4

=) Windows Locale nited isplay Controller o

T Display Adapter RAM 1. Network Adapter

Opiimization Not Applied
Template VMware\Windows 10 and Server 2016 o later
ExpectedValue Actual Value

Vv @ Modifications to Standard Image ( 511 items }

Select *Disable” in the Options tab of any Task to bypass processing. Disable this entire section in the same manner.

V @ Security (108 items)

> [_] Defender Antivirus ( 16 items )

> [ Firewall (1 items)

HVCI (7 items )

v v

Security Center (6 items )

SmartScreen (5 items)

v v
[ M

Telemetry and Privacy (37 items)
> @ Windows Update (36 items)
V @  User Experience ( 150 items)
> @ Background (11 items)
> @ Notifications (9 items)
> @ sounds (28 items)
V ® Features (50 items)
> @ Autorun (5 items)
> @ Content Delivery Manager (23 items)
> @ On Screen Keyboard, Speech, Inking and Typing (9 items )
> @ Search (10 items)
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[ Export Analysis Result | = Import Selections = Export Selections  Search ()}

Assists in optimizing

« Windows 10

- Server 2019/2016
Features

« Optimize
« Generalize
« Finalize

Windows Update

Customizable templates to
enable or disable

« Services
 Features
« Tasks

Registry settings


https://labs.vmware.com/flings/vmware-os-optimization-tool

What’s New in the OS Optimization Tool

Productization

New Ul
Optimize
« Common options wizard
« Import/ export selections
Template
« Single combined template
- Windows 10 and Server 2016 or later
« Reorganized and reduced set of optimizations
« Search
Generalize

Finalize

Update

mwa reo ©2021 VMware, Inc.

[=2] VMware OS Optimizaticn Tool

£l

Finalize
System Information Analysis Summary
s Ve WIN-11C3RD5PK3 600
[=] Version

{J Processor

(D) System Type
=] Windows Locale

[ Display Adapter RAM N.A

Template VMware\Windows 10 a

ExpectedValue

V @ Modifications to Standard Image 511 items ) Select “Disable® inthe Op
Vv B Security ( 108 items)
> [ ] Defender Antivirus { 16 items )
> [] Firewall (1 items)
> [ HVCI(7 items)
> Security Center (6 items )
> @ SmartScreen (5 items)
> @ Telemetry and Privacy (37 items)
> @ Windows Update (36 items)
Vv B User Experience [ 150 items)
> . Background ( 11 items)
> @ Notifications (9 items )
> . Sounds ( 28 items )
vV B Features (50 items)
> @ Autorun (5 items)
> @ Content Delivery Manager (23 items )
> @ On Screen Keyboard., Speech. Inking and Typing (9 items )

> @ search (10 items)




Building an Optimized Image

How to, with demos
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Building an Optimized Image

https://techzone.vmware.com/manually-creating-optimized-windows-images-vmware-

horizon-vms
) ) Generalize )

Apps and
Agents
Install

Install Windows Horizon agents OSOT.exe -0 OSOT.exe -g OSOT.exe -f
with audit mode Base image apps Sysprep System clean up
VM Tools Copyprofile Clear info

Windows update Clone
Optimize VM Tune hardware
hardware
Snapshot

Vmwa re® ©2021 VMware, Inc.
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https://techzone.vmware.com/manually-creating-optimized-windows-images-vmware-horizon-vms

VM Creation

https://techzone.vmware.com/manually-creating-optimized-windows-images-vmware-
horizon-vms

Install Windows
with audit mode

VM Tools
Windows update

Optimize VM
hardware

Vmwa re® ©2021 VMware, Inc.
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Create VM and Install Windows

Create VM and Install Windows Optimize the VM Hardware
Define VM hardware Use VMXNET3 for network card
Install Windows and enter audit mode devices.hotplug = “FALSE”
Configure Server for VDI or RDSH - KB 1012225

- Remote Desktop services Remove unnecessary hardware
Install VMware Tools - USB Controller
Run Windows Update - CD/DVD drive

« SATA controller

Vmwa re® ©2021 VMware, Inc.


https://kb.vmware.com/s/article/1012225

Applications and Agents

https://techzone.vmware.com/manually-creating-optimized-windows-images-vmware-
horizon-vms

Apps and
Agents
Install

Horizon agents

Base image apps

Vmwa re® ©2021 VMware, Inc.
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Install Apps and Agents

Apps Agents

Install applications that are to be part of the If using multiple solutions then you will need to
base image install all appropriate agents

Watch for auto-update functionality Installation (and update) order is important

1. Horizon Agent
2. Dynamic Environment Manager FlexEngine
3. App Volumes Agent

Vmwa re® ©2021 VMware, Inc.



Optimize
https://techzone.vmware.com/manually-creating-optimized-windows-images-vmware-
horizon-vms

OSOT.exe -0
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Steps to Optimize the Image

[ VMware 05 Optimization Tool

i O 2 | (1) .
2 e B =B Snapshot before making changes

System Information

Ol os terprise [] System Name

[=] Version 0 2 User Name d strats

{J} Processor U D-15 = Windows Directory Ste p S
(D) System Type it 7} Physical Memory

=] Windows Locale = Display Controller I 1 o A n a |yZe

[T Display Adapter RAM MN.A @ Network Adapter

Common options

Template VMware\Windows 10 and Server 2016 or later

Fine tune template selections (optional)
Optimize

Optimizations ExpectedValue

= @

VvV @ Modifications to Standard Image (511 items )

A" . Security { 108 items )

> [| Defender Antivirus [ 16 items)
> (] Firewall (1 items)

> [J] HvCI(7 items)

> [

| Security Center (6 items)
> ®@ SmartScreen (5 items)
> . Telemetry and Privacy ( 37 items )

> @ Windows Update ( 36 items )

VvV @  User Experience { 150 items )

mwa reO ©2021 VMware, Inc.



Generalize

https://techzone.vmware.com/manually-creating-optimized-windows-images-vmware-
horizon-vms

) Generalize

OSOT.exe -g

Sysprep
Copyprofile

Vmwa re® ©2021 VMware, Inc.
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Image Generalization
Prepare the OS

Generalize Domain Join?

Take Windows out of audit mode Optional

Removes computer-specific information Usually, try not to join the machine
to a domain

« Create generic image
Joining a machine to a domain should be part of

the deployment process
« Not part of image creation and optimization

Image can be used across multiple domains

« Sysprep
Also does some other optimizations that are
best done at the same time as Sysprep

Vmwa re® ©2021 VMware, Inc.
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Finalize

https://techzone.vmware.com/manually-creating-optimized-windows-images-vmware-
horizon-vms

OSOT.exe -f
System clean up
Clear info
Clone
Tune hardware
Snapshot

Vmwa re® ©2021 VMware, Inc.
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Finalize and Prepare For Use

System Clean Up

Run Ngen, DISM, Compact
Pre-compile .NET Framework
Saves space on image
Run Disk clean-up

« Remove temporary files

« Empty the recycle bin

« Remove other unneeded files
Zero empty disk space

« SDelete

Vmwa re® ©2021 VMware, Inc.

Clear Information

Delete event logs
Clear the KMS host information

« Key Management Service
DNS & IP

« Flush DNS

+ Release IP address

After Finalize

Shutdown
Clone

« Free unused disk space
+ Reduce size and optimize disk

+ Speed up disk copies and clone
operations

Adjust CPU and memory
Snapshot
Create or update pool/farm



Windows Update on an
Optimized Image
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Running Windows Update on an Optimized Image
Now part of the OS Optimization Tool

[=] Viware OS Optimization Tool 2021

2] vimware’ os Optimization Te8

{8 Enable Windows Update Defer Feature U

& Run Windows Update

mwa reO ©2021 VMware, Inc.

nultiple times.

s [l Skip Office Click-to-Run Updates

Enable Windows Update
« Changes required registry values
« Changes local group policy
« Enables required services
Run Windows Update
« Starts Windows update process
« Opens Windows Ul setting page
Restore settings

« Returns all settings to their original
values

« Disable scheduled tasks that get
regenerated

Post recommendations

« Rerun Optimize task using original
settings

 Run Finalize task




Using Automation
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Microsoft Deployment Toolkit Plug-in

Overview

Automate the creation of golden
images

Microsoft Deployment Toolkit
PXE boot

« OS install
« Application install
« Customization

OS Optimization Tool plug-in

« Add custom tasks to task
sequences

Vmwa re® ©2021 VMware, Inc.

Install agents

Run OS optimization tasks

21H1ENT Properties

General Task Sequence  OS Info

{13k Add +| X Remove € Up @ Down

Properties  Options

New Group R Type: ‘VMware Horizon { |

General ’ Name: ‘ Horizon Agent |

Disks 4

Images » Description:

Settings >

Roles 4

VMware Horizon v vMware Tools

VMware OS Optimization Tool  » Horizon Agent DP  Enable v
Al bt Dynamic Environment Manager

+) Windows Update (Pre-Application Inst
- 2 VMware Tools App Volumes Agent Geolocation Redirection
o jirection Horizon Perffomance Tracker

il VMware Tools
= 0 Restart computer
-ﬂ Install Applications
(/) Windows Update (Post-Application Ins
(- 4 VMware OSOT Optimize and Generali
i Optimize
b Generalize
) Restart computer
(& Enable BitLocker
12 Apply Local GPO Package
)+ 4 VMware Horizon Agents
- Remote Desktop Services
- (2 Restart computer
- 0 Horizon Agent
- 0 Dynamic Environment Manager N4
< >

M VMware Integrated Printing
[ Help Desk for Horizon Agent

[J Vitualization Pack for Skype

[ Real-Time Audio-Video

[ Instant Clone Agent

[ Client Drive Redirection

[/ Horizon Monitoring Service Agent
[ Scanner Redirection

[] Smartcard Redirection

[] Serial Port Redirection

[ VMware Audio

[[] SDO Sensor Redirection

21H1ENT Properties

General Task Sequence  0S Info

Sk Add +| X Remove € Up @ Down

Properties  Options

Microsoft Deployment Toolkit  “w.microsoft com/mdt

ok [ comesl [[ rooy | [ heo

New Group o Type: |VMware S Optimization Tool |
General * Name: |0mimize |
Disks >
Images » Description:
Settings >
Roles >
VMware Horizon » Template | VMware Templates\Windows 10, v/ | [7] Enable Common Options
VMware OS Optimization Tool  » Optimize B
70 Install Roles and Features | Gonaisiize ed | [ Solid Color Background Il
) Windows Update (Pre-Application Inst o 7 : )
- 2 Vliware Tools Finalize are acceleration for |E, Office and Adobe Reader
0 VMware Tools T AIGW UsErs o change background
,0" ;gst FI{Ie/:a'I‘ computer Notification Windows Update
" Instal Applications Disable notifications Disable Wind at
(/) Windows Update (Post-Application Ins M M Diectie Window Upiatn
- 4 VMware OSOT Optimize and Generali Windows Search
i Optimize [] Keep Cortana search [] Show Search box as an icon on the taskbar
i gg:;::IZ:mpmer Windows Store Apps Securtty
% 8
@ Enable BtLocker 2 i [ Disable Frewal
@ Apply Local GPO Package [ Alams L] Soind Recordes [ Disable Antivirus

3+ 4 VMware Horizon Agents

i@ Remote Desktop Services

i Restart computer

0 Horizon Agent

oDynamlc Environment Manager v

< >

[ Caleulator [ Camera
[J Screen Sketch [] Photos
[ Sticky Notes ~ [] Paint3D
[] Web Extensions

[[] Disable Security Center
[] Enable SmartScreen
[ Enable HVCI

Concl || poy || Heb




Using Automation to Create Optimized Windows Images

https://techzone.vmware.com/using-automation-create-optimized-windows-images-vmware-horizon-vms

Use the guide for
full step by step
instructions

Vmwa re® ©2021 VMware, Inc.

vmware Digital Workspace Tech Zone Communities | Customer Connect | VMware.com |
Start v+ Workspace ONE  Horizon  Utilities Podcast Blog Advanced Search v Q
Community Rating: % %% Your Rating: sk Print to PDF Q//-Tags o Share /\2 Pin ‘\/:) Feedback

> Introduction

V¥ Installation

Install the Windows
Assessment and
Deployment Kit (ADK)

Install the Windows
Preinstallation Environment
(PE) ADK Add-on

Install Microsoft SQL
Server

Install the Microsoft
Deployment Toolkit (MDT)

Install Windows
Deployment Services

> Configuration

> Deployment

> Conclusion

Install the Windows Assessment and Deployment Kit (ADK)

We start with an Active Directory joined Windows Server (we used Server 2019) VM, registered in DNS. If you do not create
many VMs at the same time, 2 vCPUs and 4 GB of RAM are more than enough, but size according to your needs. We are
using a 200-GB secondary disk because we want to build all images that we support. For only a single image or a couple of
images, however, you do not need that much storage.

As was mentioned in the introduction to this guide, we are going to combine Windows Deployment Services, the MDT
deployment share, the SQL server, and the MDT console on a single machine, but you can adjust this to your wishes.

The Windows Assessment and Deployment Kit (Windows ADK) has tools for customizing Windows images for large-scale
deployments. MDT uses the ADK to modify the Windows Preinstallation Environment bootable image.

1. Download Windows Assessment and Deployment Kit (ADK)

Download and run ADKSETUP

2. Specify the Installation Path

ﬂWindows Assessment and Deployment Kit - Windows 10 - X

Specify Location

@® |nstall the Windows Assessment and Deployment Kit - Windows 10 to this computer
Install Path:

C:\Program Files (x86)\Windows Kits\10\



https://techzone.vmware.com/using-automation-create-optimized-windows-images-vmware-horizon-vms

Backend Installation
MDT, SQL and Windows Deployment Services

ﬁ‘Windows Assessment and Deployment Kit - Windows 10 - X

Specify Location

Microsoft Windows Assessment and Deployment Kit
(ADK)

@®) Install the Windows Assessment and Deployment Kit - Windows 10 to this computer

Install Path:

Microsoft Windows Preinstall Environment ADK Add-on C3program Fle 608 Windows KA
(PE)

O Download the Windows Assessment and Deployment Kit - Windows 10 for installation on a separate

computer
Microsoft SQL Server (Optional) Download Path;
C:\Users\Administrator. \Downloads\Windows Kits\10\ADK Browse...
Microsoft Deployment Toolkit (MDT) - |
Estimated disk space required: 1.5 GB
Disk space available: 23.9GB

Microsoft Windows Deployment Services (WDS)

Next Cancel

Vmwa re® ©2021 VMware, Inc.



Backend Configuration
SQL, MDT and WDS

SQL Server
« Named Pipes and TCP/IP + firewall

Microsoft Deployment Toolkit
« Deployment share + drivers
« Database (optional)

Windows Deployment Services
« Enable PXE and set TFTP properties
« Add MDT boot image

wnwa re® ©2021 VMware, Inc.

New Deployment Share Wizard

g; Confirmation

Path

Share

Descriptive Name
Options
Summary
Progress

—

@ The process completed successfully.
-

[Creating share 'DeploymentShare$' with path 'D:\ DeploymentShare'.

Share created successfully.

Performing the operation "New drive" on target "Name: DS001 Provider: MicrosoftDeploymentT oolkit\ M1
Performing the operation "new" on target "deployment share".

Initializing a new deployment share

Initializing scripts and tools.

Performing the operation "open" on target "deployment share".

Deployment share at 'D:\ DeploymentShare' opened successfully.

Adding MDT drive DS001 to the persisted drive list.

Successfully added MDT drive DS001 to the persisted drive list.

< >

Sawve Output ... View Script




Deployment Configuration
OSOT Plugin, Horizon Agents, MDT and Scripts

VMware OSOT Plug-in and Horizon
Agents

« Copy to deployment share

Microsoft Deployment Toolkit
« Add operating systems
« Create task sequences (demo)

Scripts
« Create and deploy VMs (demo)
« Export VMs

wnwa re® ©2021 VMware, Inc.

Import Operating System Wizard

g:! OS Type

OS Type

Source
Image
Setup

WDS Server
Destination
Summary
Progress
Confirmation

Choose the type of operating system to add.
(®) Full set of source files

The operating system being added consists of source files from a Windows DVD, CD, or equivalent.

(") Custom image file
Add a captured image (WIM file) that you wish to deploy.

() Windows Deployment Services images
Add the images available on a specific Windows Deployment Services server.




Next Steps

Use the how-to guides OSOT user guide
Install
Manually Creating Optimized Windows VMware Operating System Optimization Tool
/mages guide guide
. https://techzone.vmware.com/manually-creating- « https://techzone.vmware.com/resource/vmware-
optimized-windows-images-vmware-horizon-vms operating-system-optimization-tool-guide

Using Automation to Create Optimized

Windows Images guide
« https://techzone.vmware.com/using-automation-

create-optimized-windows-images-vmware-horizon-
vms

Vmwa re® ©2021 VMware, Inc.
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Thank you!
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