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Overview

Note: This tutorial was created using Windows 10, but the basic principles and tasks outlined also apply to your deployment of
Windows 11.

VMware provides this operational tutorial to help you with your VMware Workspace ONE® environment. In this tutorial, explore
how to configure and deploy the VMware Workspace ONE Tunnel app across iOS, Android, macOS, and Windows platforms to
enable Per-App Tunnel on a managed device. Procedures include enable per-app tunneling on managed devices and SDK-enabled
applications, configuration of Tunnel policies, deployment of the client and profiles to devices, and general lifecycle maintenance.

Audience

This operational tutorial is intended for IT professionals, network and security administrators, and Workspace ONE administrators
of existing production environments. Both current and new administrators can benefit from using this tutorial. Familiarity with
networking in a virtual environment, knowledge of Tunnel Service on VMware Unified Access Gateway™ or VMware Secure
Access™, and VMware Workspace ONE® UEM is assumed.
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Getting Started with Workspace ONE Tunnel

Workspace ONE Tunnel enables secure access for mobile workers and devices. Users have a simple experience and need not
enable or interact with Tunnel, and IT organizations may take a least-privilege approach to enterprise access, ensuring only
defines apps and domains have access to the network.

Tunnel provides industry-best security and builds on TLS 1.2+ libraries, implements SSL Pinning to ensure no MITM attacks, and
includes client certificates on the allowlist to ensure identity integrity. Combined with explicit definitions of managed applications
and integration with Workspace ONE compliance engine, Tunnel can help customers attain Zero Trust goals for their workforce.

Prerequisites

Before you can perform the steps in this tutorial, you must install and configure the following components:
e Tunnel Service configured in VMware Unified Access Gateway or VMware Secure Access (latest release recommended)
e Workspace ONE UEM 2302 and later
e A device for the platform you plan to use (Windows, macOS, Android, or iOS)

Ensure the following settings are enabled in the Workspace ONE UEM Console:

Organization Group created and set as Customer Type
UEM REST API enabled and setting override

e Device Root Certificate issued

VMware Tunnel configured

Confirm that Tunnel Service is Configured

The remainder of this section assumes that Tunnel Service is properly configured and running on the Unified Access Gateway or on
the VMware Secure Access. For more details, see Configuring the VMware Tunnel Edge Service: Workspace ONE Operational
Tutorial.

1. In the Workspace ONE UEM console, navigate to Groups & Settings > Configurations.
2. Scroll through the list of configurations if necessary and select Tunnel.
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Groups & Settings

Configurations 9 8 n

Establish the foundational settings, customizations and integrations to provide employees with the
resources they need to drive your business forward.

O, Enter a name or category

Name Category

> syslog Integration Logging Troubleshooting

> Terms of Use ( compliance Custorization | ( Enroliment

> Apps Network Secure Browsing Security +1 )

> VPP _Mar_'aQE'd ( App Management Apple | ( Apps Mac App Store | [ +2
Distribution

> Windows [ BYOD Corporate Devices Enraliment Platform Setup *E
Auto- g 2
Discovery

> Windows Dell Dell Integration Enrofiment | | Platform Setup Provisicning +1 v
Auto- .
Enroliment

LY AASim i = K7 - - —

1- 39 of 39 tems

3. Select Test Connection and confirm that both the Console to AWCM and Tunnel to API tests report Success and the
Tunnel server reports service status UP.

Test Connection

Connection Status

Console to AWCM
Tunnel to API

LESS DETAILS

Below table shows the various connections that each Tunnel server in your environment is
making for it to be functional.

IP Address Service Status Version API Last Sync Time
22.12.photon.40 202: -08-23T20:26:17.000

This status confirms that the Tunnel Service is up and running on the server-side, and properly communicating with Workspace
ONE UEM.

Tunnel Mode (Per-App vs Full Device Tunnel)

VMware Tunnel provides two modes for tunneling traffic: Per-Application or Full Device. Each mode is configured as part of the
Device Traffic Rules and assigned to a device based on the Profile configuration. A device cannot perform Per-App and Device
Tunnel at the same time.
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Per-App Tunnel

Per-App Tunnel restricts tunnel traffic only to authorized applications and destinations (domain) specified by the UEM administrator
when configuring the Device Traffic Rules.

Full Device Tunnel

On Full Device Tunnel configuration, traffic is restricted based on the authorized destinations (domains or IPs), regardless of the
application. Full Device mode on Windows requires Workspace ONE Desktop Tunnel 2.1.8+ for all MDM use cases. For standalone
enrollment use cases the Workspace ONE Desktop Tunnel version 3.1 is required and will support Per-App and Full Device tunnel
mode. Consolidating the MDM and standalone workflows in a unified Windows Tunnel client is on our roadmap.

Supported Platforms

Workspace ONE Tunnel app is available for managed and unmanaged devices providing Per-App and Full Device Tunnel across
multiple platforms. Only TCP and UCP traffic will be routed to the Workspace ONE Tunnel App; ICMP-based traffic used by ping
utilities is not supported. The Workspace ONE Tunnel app on Windows and macOS platforms now supports Standalone enroliment
without Workspace ONE Intelligent Hub or any device management.

Tunnel Mode (Per-App and Full Device) is available based on the device platform and how it is managed as described in the
following table.

Feature availability based on Management Mode and Device Platform

Management Tunnel Mode Winl0 macO0S i0S Android
Per-App v v v v
UEM Managed
Full Device v x x v
Per-App v N/A v v
Registered Mode (unmanaged)
Full Device v N/A* N/A® N/A?
Per-App v x v’ v
App Level (MAM/Standalone)
Full Device v v v v

* Requires use of the Tunnel module (aka Tunnel SDK) available on Workspace ONE SDK.

Standalone method does not require Intelligent Hub; enroliment is done through the Workspace ONE Tunnel App.
N/A1 - Management mode not supported on the specific platform.

N/A2 - Not applicable for the specific Tunnel mode.

For more information, see Supported Platforms for VMware Workspace ONE Tunnel.

For more information on Standalone requirements, see Configuring VMware Tunnel Client for Standalone enrollment.

Per-App Tunnel Support for MAM Mode Workflow

Many organizations do not need to manage devices for their mobile fleets for various reasons, including possible privacy or legal
issues. However, they might need to distribute mobile applications to access internal resources, so Workspace ONE UEM offers the
flexibility of using a standalone catalog through Intelligent Hub that works independently of the MDM feature.

Applications that leverage the Workspace ONE SDK, such as Workspace ONE Web, can be configured to access internal web
applications through Per-App Tunnel. The Workspace ONE Tunnel app is not required for this scenario. Also, organizations that
develop mobile internal apps can be integrated with Workspace ONE SDK to enable access from unmanaged devices. Workspace
ONE SDK is available on iOS and Android platforms.
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In a MAM mode scenario, users do not have to enroll the device as UEM Managed and the Workspace ONE Tunnel app is not
required, but rather they can:

1. Use SDK-Enabled apps like Boxer or Web that will manage the registration of the device and be identified as App Level
registration on UEM.

2. Use the Intelligent Hub app in registered mode to access the Intelligent Hub catalog part of Workspace ONE UEM. This
catalog distributes all application types; public, purchased, internal, and Web. Although end-user devices are not enrolled
in MDM, you can access a device record in the Workspace ONE UEM console.

In both cases, the device record is for auditing purposes and the status of these devices in the UEM console displays as App Level
(#1) or Hub Registered (#2).

Configuration Requirements for MAM

Settings Global / ACME Corp v

> System
AirwWatch App Tunnel eNABLED IITITHIO)

> Devices & Users
v Apps App Tunnel Mode (VMware Tunnel v )

> App Scan

Workspace ONE Web Tunnel Proxy for Backwards ENABLED DISABLED <®
Compatibility

> Workspace ONE

Container Allow all non-FQDN URLs YES “ ®
through App tunnel

Inbox

v Settings and Policies

Content Filtering ENABLED DISABLED @
Security Policies
Settings
) Geofencing ENABLED DISABLED Q
Profiles

‘\
Microsoft Intune® App Protection
Policies Data Loss Prevention ENABLED pisaBLED O

> Content

Network Access Control ENABLED DISABLED G)
> Email

To enable Tunnel for SDK-based apps, navigate to Groups and Settings > Apps > Settings and
Policies > Security Policies in the Workspace ONE UEM Console.

1. Select Enabled to enable the AirWatch App Tunnel.

2. Select VMware Tunnel for the App Tunnel Mode.
After that, define the Device Traffic Rules for the iOS and Android SDK-enabled applications which will be covered later as part of
this tutorial.

As a reminder, when using the MAM workflow and registered mode using the Workspace ONE Intelligent Hub, the SDK-enabled
apps must be deployed through the Intelligent Hub catalog, and the Workspace ONE Tunnel app is not required.

The Workspace ONE Tunnel app can be deployed as a standalone app and perform enrollment without Workspace ONE Intelligent
Hub or any device management. In this scenario, Workspace ONE UEM will only contain the device record.
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Understanding Device Traffic Rules

This section discusses the two types of network traffic rules-server traffic rules and device traffic rules.

What are Device Traffic Rules?
Network traffic rules allow you to set granular control over how the VMware Tunnel Service directs traffic from devices.
Workspace ONE UEM defines two types of network traffic rules in support of Workspace ONE Tunnel:

e Server Traffic Rules

e Device Traffic Rules

You can create device traffic rules to control how devices handle traffic on the device Per-Application or Full Device.

Server Traffic Rules

The Server Traffic Rules enable you to manage how application traffic is routed throughout your network after traversing the
Tunnel Service on Unified Access Gateway infrastructure. Specifically, if you require the use of proxies in your network or for
external access, these proxies can be defined and configured as part of Server Traffic Rules.

Configuration of Service Traffic Rules will not be covered in this tutorial. For additional information, see Configure Server Traffic
Rules in VMware Docs.

Device Traffic Rules

The Device Traffic Rules define how traffic from specified applications (Per Application) or devices (Full Device) is routed by the
Workspace ONE Tunnel application. The device traffic rules serve as a locally enforced Access Control List, defining which apps and
destinations should be blocked, tunneled, proxied, or bypass the tunnel completely.

Under Manage Traffic Assignments, administrators can create multiple Device Traffic Rule sets to segment traffic to internal
resources, such as rules for employees' devices that are less restricted than access to contractor devices.

e Each traffic assignment (Device Traffic Rule Set) contains multiple rules.
e A profile can only have a single traffic assignment (Device Traffic Rule Set).
e A device can only apply a single VPN profile at any one time.

Manage Traffic Assignments requires Workspace ONE UEM 2011, otherwise, a single Device Traffic Rule set can be created.

Manage Traffic Assignments

Manage the available Device Traffic Rule sets.

MNumber of

Assignment Name Default Tunnel Mode
rules

Employee basic sites 4 Yes Per
Application

Contractor only 1 No Per
Application

Employee extended 2 MNo Per

rules Application

IT (Corp Devices) 2 Mo Full Device

CLOSE

For each device traffic rule, you must set a Tunnel Mode to determine if traffic will be tunneled Per-Application or Full Device, then
defined rules are ranked in order of execution. Multiple device traffic rules can be created and assigned to a profile that uses smart
groups to determine the device assignment of the rules.
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As an example, in device traffic rules set for Per-Application tunnel mode, every time a specified application is opened, the Tunnel
client evaluates the Device Traffic Rule assigned to it before making any routing decisions. If no set rules match the situation, the
Tunnel applies the default action. The default action behavior can vary per platform:

e On the iOS platform, the default action set for all managed applications with tunnel profile associated except for
Safari and applies to domains not mentioned in a rule. If no rules are specified, the default action applies to all domains
and all managed applications associated with VPN Profile.

e On the macOS platform, the default action set for all macOS applications specified on the DTR rules applies to
domains not mentioned in a rule. At least one rule must be defined and when it doesn’t match any rule the default action
applies to all domains and all macOS applications mentioned above in the Rank.

e On the Windows 10+ platform, the default action set for all Windows applications specified on the DTR
rules applies to domains not mentioned in a rule. At least one rule must be defined and when it doesn't match any rule
the default action applies to all domains and all Windows applications mentioned above in the Rank.

e On the Android platform, the default action set for all Android managed applications with tunnel profile
associated and applies to domains not mentioned in a rule. If no rules are specified, the default action applies to all
domains and all managed applications associated with VPN Profile.

More information about the specifics of device traffic rules per platform will be covered as part of this tutorial in the following
chapters.

The device traffic rules help to separate personal and corporate traffic. Think of a scenario where the end-user can check their
personal email, visit social media, and so on, without having their personal traffic inspected. We provide privacy where a
traditional VPN cannot.

Per-Application Traffic Rules

When configuring the Device Traffic Rules and setting Tunnel Mode to Per Application, the administrator is required to configure
the rules per application and domain. These rules will be used by the Workspace ONE Tunnel application to restrict the tunnel
traffic only to authorized applications and domains.
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Device Traffic Rules

Assignment Name *
Employee basic sites

Tunnel Mode o

Per Application > ot

Add rules to Tunnel, Block or Bypass the network traffic using VMware Tunnel

I ADD RULE ] I MANAGE APPLICATIONS
Rank
@ Application Action Destination (3)
1 . X
w TUNNEL w *airwlab.com,
“internet.airwlab.com,
z “
( safari-i0S8 X )( Safari-macO§ x ) {;T;?;?f:g:,’m
([ Microsoft Remote Desktop - Android = )
P - 4l
( Web - Workspace ONE - Android  x )
( Web - Workspace ONE -i0S X )
f'_ Chrome (64 bit) - WinRT x|
([ Microsoft Edge - WinRT X% | g
2 v X
¥ BLOCK Y *facebook.com,
*match.com,
) “
(“safari-ios % ) _:‘:r:ﬂg;’"'m’"-
(" Web - Warkspace ONE - Android % |
- . A
( Web - Workspace ONE - i0S X )
(" Chrome (84 bit) - WinRT x )
(_( Microsoft Edge - WinRT X )
3 All Other Apps BYPASS _ e

CANCEL SAVE SAVE AND PUBLISH

Note the following:

1. Tunnel Mode for the Device Traffic Rules Set.

2. Per-Application Rules.

3. Default Action Rule that will be performed when the client traffic doesn't match rules 1 and 2.
Full Device Traffic Rules
When the Tunnel Mode is set to Full Device, traffic is restricted based on the domains specified in the rules. Note: You cannot
configure applications as part of this rule.

Full Device mode requires Workspace ONE UEM 2102+, Workspace ONE Desktop Tunnel 2.1+, and it is available only on Windows
10+.
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Device Traffic Rules

Assignment Name *
IT (Corp Devices)

Tunnel Mode

e

Full Device

Add rules to Tunnel, Block or Bypass the network traffic using VMware Tunnel

Rank (D) Action Destination (3)

1 TUNNEL b *airwlab.com, &
*salesforce.com,
“force.com,
“vmware.com,
“login.microsoftonline.com,
“office.com,

e jolfimecn .

2 BLock *facebook.com,
*match.com,
“instagram.com,
“cnn.com

P

_—————

(5] | 3 BYPASS " |
CANCEL SAVE

Note the following:

1. Tunnel Mode for the Device Traffic Rules Set.
2. Full Device Rules.
3. Default Action Rule that will be performed when the client traffic doesn't match rules 1 and 2.

Device Traffic Rules Wildcard Guidelines and use of asterisk (*)
When defining the Device Traffic Rules destination, the administrator can enter a list of domains to allow, block, or bypass traffic.

The wildcard is supported for the hostnames and multiple entries must be separated by comma (,).

Supported Wildcard and use of asterisk (*)
You can use wildcard characters for your hostnames. Wildcards must follow the format:

e * <domain>.*

e *<domain>.*
o Includes primary domain and subdomains - for example, www.example.com, example.com, store.example.com

e ** _ You cannot use this wildcard for Safari domain rules (iOS and macOS specific)

e — You cannot use this wildcard for Safari domain rules (i0S and macOS specific)

IP and Port Ranges Format Support on Device Traffic Rules

Use of IPs and port ranges are only supported for Device Traffic Rules on Windows 10+ devices. The following list contains
supported formats for the IPv4 & Port range when applying the Device Traffic Rules (DTR).

1. Single IP
a. 10.10.0.1 0r 10.10.10.1/32
2. IP range or subnet
a. 10.10.10.1/24
b. 10.10.0.0/16
3. Single Port
a. *.example.com:80, 10.10.10.1:80,10.10.11.1/32:80
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b. *.example.com:[443], 10.10.11.1/24:[443]
4. Port Range
a. *.example.com:[80-443], 10.10.10.1:[80-443],10.10.11.1/32:[80-443]
b. 10.10.11.1/24:[80-443]
5. List of Ports
a. *.example.com:[80,443], 10.10.10.1:[80,443],10.10.11.1/32:[80,443]
b. 10.10.11.1/24:(80,443]
6. List of Ports and Ranges
a. *.example.com:[80,443, 8080-8085], 10.10.10.1:[80,443,8080-8085],10.10.11.1/32:[80,443,8080-8085]
b. 10.10.11.1/24:[80,443,8080-8085]

Publishing Device Traffic Rules

When making changes to the Device Traffic Rules those need to be sent to the device to take effect, this process requires
synchronization between device and UEM, and can be applied to existing managed devices or only new enrolled devices. This
chapter describes the difference between Save and Save and Publish device traffic rules set, in addition to how the changes will be
sent to the device.

Save and Publish Device Traffic Rules Flow

When the administrator changes the Device Traffic Rules and clicks Save and Publish, an updated version of the VPN profile
mapped to the Device Traffic Rules will be created and queued for all the assigned devices. That process will reissue the client
certificate as part of the profile to the device with a new thumbprint.

The Tunnel client app might not be able to establish a connection with Tunnel Service until the new VPN profile gets installed on
the device. Forcing a sync on the device can speed up the profile installation but in environments with a large number of devices,
this process can take additional time.

The Save and Publish option is only available on the default Device Traffic Rules set.

Save Device Traffic Rules Flow

When the administrator changes the Device Traffic Rules set and clicks Save, the Device Traffic Rules get mapped to the profile,
but the updated Device Traffic Rules are not replaced for the devices where the VPN profile is already installed. Device Traffic
Rules are only updated for the newly enrolled devices or for the devices that have the VPN profile reinstalled.

Save is the only option available for a non-default Device Traffic Rules set - this means that after you change the device traffic
rule set and hit save, you must push a new version of the VPN profile to current devices where the profile was already deployed.

Identify the VPN Profile Status (Installed, Not Installed, Pending Install, and Assigned)

As mentioned previously, publishing a device traffic rule or changes on the VPN Profile will create a new profile version and queue
it to all assigned devices. The tunnel client might not be able to establish a connection with the Tunnel Service until the new profile
comes down to the device. The administrator can monitor the deployment status of the new VPN profile with the following steps:

Locate the VPN profile under the Resources / Profiles & Base Lines / Profiles and click the View link to identify the total number of
profiles not installed, installed and assigned. Click the Not Installed hyperlink to push the profile manually.

Locate the device under the Devices / List View, select the Profile page and point to the Profile Status. Selecting the profile allows
you to send a command to remove or install the profile on the respective device.

VIMWare Confidential | © VMware, Inc. Document | 14



Deploying VMware Workspace ONE Tunnel: Workspace ONE Operational Tutorial

ACME Corp v Add v Q. e 'f:’; Andreano v

Sriaie Dashboard Devices 3 List View < "2 2_3 >
STARTED Recent List
List View . . .
jdoe iPad iOS 14.6.0 GHKK [Coveer | sewo [ toce | revore ssssT | WoRE Acnions v
e
.44 iPad Mini 4 (7.9-Inch, 4th generation) (128 GB Silver) 1460 | Own
FREESTYLE Lifecycle >
Compliance Policies > Summary Compliance Apps Updates Content Location User Mare v
Certificates >
MONITOR
Provisioning > ‘ @ Last Scan: Tuesday, July 6, 2021 5:44 PM
Peripherals >
Devices Settings [ s
wnsrlw;\c:s Status Profile Details Organization Group Configuration Type Assignment Type
o Cloud Web Security Cert - Apple ACME Corp Device Automatic
P
b
ACCOUNTS Enterprise Wifi ACME Corp Device Optional
Q 105 Security Restrictions ACME Corp Device Automatic
5]
CONTENT )
Per App Tunnel i0S ACME Corp Device Automatic
Single Sign On configuration ACME Corp Device Automatic

New Device Traffic Rules Sync Process

A new process to sync Device Traffic Rules (DTR) will be implemented on the Workspace ONE Tunnel App to minimize the push of
the Tunnel profile to the device every time the DTR changes. This new process, as of today, is only available for Android and
requires Workspace ONE UEM 2209+ and Workspace ONE Tunnel version 2209.

The new process requires you to enable the Workspace ONE Tunnel client to request the DTR from a Tunnel APl endpoint (hosted
on UEM) automatically on every launch or every 4 hours (default). The new Tunnel APl endpoint is identified as
http://ws1-api-server/DevicesGateway/devices/{deviceuuid}/tunnel/{tunnelconfiguuid}/configuration?device-traffic-rule-set-uuid=
{dtr-set-uuid} (TunnelConfigurationSyncEndpointUrl) and is invoked by the Workspace ONE Tunnel client to obtain the new DTR.

¢ By default, the client syncs DTR every 4 hours.

e This value can be changed via the client_sync_interval key in Custom Settings on the Tunnel Configuration
Page. The value is specified in minutes.

Workspace ONE Tunnel client would reach the TunnelConfigurationSyncEndpointUrl on every launch, so modifying
the client sync_interval is not recommended unless you have a critical use case. The following table provides the sync interval
recommendation based on the number of devices enrolled.

Number of devices in the environment Sync Interval
1-50,000 15 minutes
50,000 - 100,000 30 minutes
100,000 - 200,000 60 minutes
200,000 - 500,000 120 minutes
500,000 - 1,000,000 240 minutes

To verify if the tunnel client can sync with the endpoint, open the Diagnostics Ul.
Tunnel Client Codes in the Ul:

e 200 - DTR was modified in UEM and successfully synced.
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e 304 - sync triggered but no changes in DTR.

e 204 - sync triggered but admin has possibly deactivated FF and has not republished the profile to remove sync settings.

To ensure that the client received the settings, the Diagnostics Ul displays the Sync Interval and Sync URL as well.

B VaidE

#  Diagnostics
CLEAR Enable detug logs

0607 08:19:54 : Tunmel Prafle 'CM10H] Tunnel
updated

Client Wersion: Z2.03.0012)

Servgr dddress: onlkiunmal airwatch, comd 443
Chent Cerd Thumbprint

e8P0 Aafeldd B221 47 1Bl edda cOdE
Zerear Cert Thumbprint:

945CEAAZE1BICTDC 14587 E FAI9300TOS20CTAIC
Tunned Configuretion Sync URL

hitips: Side1 000, awmdm opm/DeviceaGateway
favican 57 TH ald-52 56-427 % bade-59b 43900009
Hunral bk Sadf-2a0e-40 T80 Te- B EID 20001
Feanfiguratan ipeafile_crganizstion_group_wuid=
BTN - A8 ed-de 50-0 2bb-Fhed 3 Teclb

Tunned Configuration Syne Intarvel

240

Q607 (871955 VPN Interface craated

O&A0T D8:15:55 ; Tunnal Configuration sync resulted in
an4

0607 [8:20005 : Tead Connectivity. Turnel Séervwr iz
reacheinle

Q607 020005 © Starting Session with Tunnel Server

Q60T D8:20:05 ; Seever Configuration

Devicedd -

a26c14ArBled? dac THATIEA 2 1 7 alhdea 544 Fh5F
Server Sddress - enlkiunneleir-watch.com
Sarver Por - B443
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Trusted Network Detection

Trusted Network Detection is a mechanism in the Workspace ONE Tunnel app that determines whether to establish a connection
with the Tunnel Service to tunnel access to corporate applications. If the device is connected to the corporate network and trusted
network detection is configured, the Workspace ONE Tunnel app does not tunnel traffic to the corporate applications.

When setting up a Trusted Network Detection in UEM Tunnel Configuration, routing is dependent on DNS and will ignore HOSTS file
entries.

Currently, Trust Network Detection is supported on Windows 10+ and Android platforms.

Trusted Network Detection on Windows Devices

For Windows 10+ devices, Trusted Network Detection is configured as part of the Per-App VPN payload, and can be configured
leveraging DNS suffix or internal URL (probe URL).

Trusted Network Detection based on DNS Suffix

When using DNS suffix, Workspace ONE Tunnel compares the DNS suffix defined on the device against the list of trusted networks
configured on the Trusted Network Detection field to determine if the device is on the trusted network or not.

Administrators can add a list of domains separated by a comma into the Trusted Network Detection field (see the following
screenshot) and that will leverage DNS suffix. Workspace ONE Tunnel fails to connect when the device is on a trusted network.

VPN

Connection Info

Connection Name * Per App Tunnel (Windows)

Connection Type * Workspace ONE Tunnel ¥
Server *

Device Traffic Rules Corporate (Windows) ¥

Desktop Client DISABLE

Custom Configuration

Custom Configuration XML

©

©

Trusted Network [airwlab .com ] G
Detection

DNS Resolution via Tunnel Gateway

Enhanced Domain DISABLE ‘
Resalution

Trusted Network Detection Based on Probe URL

When using Probe URL (recommend method), Workspace ONE Tunnel will make HTTP calls against the list of private URLs defined
in the custom configuration probe URLs to determine if the device is on the trusted network or not.

Administrators can add a list of domains separated by a comma into the Custom Configuration XML field (see the following
screenshot) using the TrustedNetworkProbeUrl XML tag. Workspace ONE Tunnel fails to connect when the device is on a trusted
network.
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VPN
Connection Info
Connection Name * Per App Tunnel (Windows)
Connection Type * Workspace ONE Tunnel %
Server *
Device Traffic Rules Corporate {(Windows) bd

Desktop Client DISABLE

Custom Configuration

Custom Configuration =?xml version="1.0" encoding="utf-16"7>

XML <CustomConfiguration=
<TrustedNetworkProbeUrl=https://probeurl.airwlab.com,
http://probeurl2.airwlab.com</TrustedMNetworkProbeUrl>
</CustomConfiguration=>

]
o

Trusted Network
Detection

]

s,

DNS Resolution via Tunnel Gateway

Enhanced Domain DISABLE ‘
Resolution

Trusted Network Detection on Android

For Android devices, Trusted Network Detection is configured on the Workspace ONE Tunnel app through App Config, using

the TrustedNetworkProbeUrl key, and the value is a list of URLs separated by a comma that can optionally have http/https scheme
and an assigned port.

Format examples:
® <internal-site>
® <internal-site>:<port>
® http://<internal-site>
® http://<internal-site>:80
® https://<internal-site>
® https://<internal-site>:443

Workspace ONE Tunnel app for Android determines if the device is on the internal network based on the device's ability to reach
the private URLs defined as part of the TrustedNetworkProbeUrl.
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Tunnel - Workspace ONE - Assignment

® Distribution
@ Restrictions !E

Application Configuration (E

Send Configuration
PrivacyPolicyLink
DisplayPrivacyDialog
PolicyAllowFeatureAnalytics

PolicyAllowCrashReporting

DisplayWelcomeScreen

CustomSettings

Application Configuration

EMM Managed Access

Only devices enrolled in EMM will be allowed to install the app and receive policies below.

Managed Access ()
@© o

http:/fwww.vmware.com/help/privacyhtml B~ 67)
Enable ~ @

1 =0
Enable ~ (@)
e ©

=@

[TruststetworkProbsUrl

i
©
—/

FilterDiagnosticsView

Disable + (D

Next Steps

The procedures in this tutorial consist of the following:

Device Traffic Rule configuration

Deployment of Per-App VPN Profile

e Deployment of Workspace ONE Tunnel Client

e Testing configurations on the chosen device

The procedures are almost the same for each platform. To ensure you understand any existing particularity and stay focused on
the platform of your choice, the following steps in this tutorial are organized per platform.

e Deploying Workspace ONE Tunnel for iOS

e Deploying Workspace ONE Tunnel for macOS

e Deploying Workspace ONE Tunnel for Windows Desktop

Deploying Workspace ONE Tunnel for Android
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Deploying Workspace ONE Tunnel for iOS

Per-App Tunneling helps users to access critical information using applications on their devices from their devices. Mobile flows
help users perform business-critical tasks from a single app — streamlining the user experience.

Leveraging Per-App Tunnel allows you to control which applications are on a device and what internal resources the applications
have access to by automatically activating or deactivating Per-App VPN access, based on which applications are active. By
enabling remote access, you no longer need to provide a device-wide VPN on your devices, which can allow unintended or
unauthorized apps or processes to access your VPN. In this tutorial, you configure and deploy VMware Workspace ONE Tunnel to
enable the Per-App Tunnel component on managed devices.

These exercises involve the following components:

¢ Workspace ONE Tunnel - The app used on the device to securely connect to the Unified Access Gateway
to provide Per-App Tunnel functionality, also referred to as Tunnel Client.

e Unified Access Gateway - The virtual appliance where the VMware Tunnel edge service is installed, and to
which the tunnel client connects.

e Per-App Tunnel - Component of VMware Tunnel edge service for connecting to a secure tunnel channel on
a per-application basis, which is controlled and configured by the VPN profile payload and Device Traffic
Rules.

e Per-App VPN Profile and Device Traffic Rules - The Workspace ONE UEM configuration is pushed to
the device that contains the Per-App Tunnel configurations. Every time a specified application is opened, the
Workspace ONE Tunnel client evaluates the Device Traffic Rules assigned to it before making any routing
decisions and establishes a Per-App tunnel connection with the Unified Access Gateway based on the Per-
App VPN Profile configuration.

High-Level Architecture

Workspace ONE Tunnel iOS Application
Example of Per-App VPN Remote Access

Internal Network

Remote Desktop
= m Connections

Q * il

File System

Internal Websites:
* SharePoint

* Wikis

= Intranet

Safari Browser

Internet

Load Balancer

o
=) / TuS;el

i
Application Unified Access Gateway

Remote
Desktop (VMware Tunnel
Client Edge Service)
—IIII Internal File shares:
' F,; m « SharePoint
] = Network Home Drives

[- @] . Network Shared Drives

The device contains the applications required by the end-user to perform their daily job. Some applications require access to
internal resources to function. Those applications, based on Per-App VPN configuration, use Workspace ONE Tunnel which
communicates with the Tunnel Service on Unified Access Gateway hosted on the DMZ, to validate if the device requesting access
is in compliance or not before authorizing access through the internal resource.

Prerequisites
Before you can configure the Per-App Tunnel component for iOS, you must have the following components installed and
configured:

e Workspace ONE UEM version 2011 and later
e i0S 10.3+ device enrolled in Workspace ONE UEM
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¢ VPN Tunnel must be configured before you can add it as an application

e Workspace ONE Tunnel application for iOS
o Deploy Workspace ONE Tunnel using volume purchased licenses from Apple Business Manager or
Apple School Manager.

o Workspace ONE Administrators must upload the Location token from Apple Business Manager to
sync licenses to Workspace ONE UEM for managed distribution.

Configuring Device Traffic Rules for iOS

First, because Apple's Mail, Calendar, and Contacts applications may contain both corporate and personal data, administrators
must take an extra step to define corporate-owned domains which should be marked for Per-App Tunnel.

Device traffic rules provide a centralized location to configure which domain traffic uses per-app tunneling. When a Workspace
ONE administrator configures devices for Safari on i0OS, Workspace ONE automatically merges these parameters into the VPN
payload sent to iOS devices. These parameters allow the VMware Tunnel edge service to apply the appropriate device traffic rules
for those specific domains.

Second, Safari is another app that may be used for personal use on a corporate device. As such, Safari cannot be configured to
tunnel all traffic. Device traffic rules for Safari must specify the domain and top-level domain component (for example, vmware. com)
although an asterisk (*) may be used to wildcard subdomains (for example, *.vmware. com).

Note: Domain values used in this section are examples only. Your values will differ.
In the Workspace ONE UEM console:

1. Navigate to Groups & Settings > Configurations.
2. Select Tunnel.

Groups & Settings

Configurations . »

Establish the foundational settings, customizations and integrations to provide employees with the
resources they need to drive your business forward.

Q, Enter a name or category

Name Category

> syslog Integration | [ Logging Troubleshooting

> Terms of Use ( Compliance Customization | ( Enrolimant

> Apps | ( Netwark | Secure Browsing Security ) [ +1)

> VPP Managed ( -App Maﬂagement‘ Appl@- | [ Apps Mac App stora ) (+2
Distribution

> Windows [ BYOD Corporate Devices Enroliment Platform Setup +1)
Auto- - - k -
Discovery

> Windows Dell Dell Integration | [ Enroliment ) ( Platform Setup | { Provisioning | | +1 *
Auto- = .
Enroliment

LY AALimrdeain

1- 39 of 38 [tems

3. From the Device Traffic Rules tile, click Edit.

4. Click Add or the Default assignment to manage the device traffic rules.
Administrators can create multiple Device Traffic Rules that will be assigned to the Per-APP VPN profile and will deploy to
the devices based on the smart group assigned to the Profile. The first device traffic rule assignment created will be set as
default.
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Manage Traffic Assignments

Manage the available Device Traffic Rule sets.

ADD

Assignment Name Number of rules Default Tunnel Mode
\_J Default o] Yes Per Application
CLOSE

5. Observe the default device traffic rule.

Device Traffic Rules

Assignment Name

Default

Tunnel Mode

Per Application ~
BYPASS

Add rules to Tunnel, Block or Bypass the network traffic using VMware Tunnel

[ ADD RULE u l MANAGE APPLICATIONS

Rrank (D Application Action Destination (3)
1 All Other Apps BYPASS o -

CANCEL SAVE SAVE AND PUBLISH

1. Update the Assignment Name with the name of your choice.
2. Observe (or modify) the default action which applies to all iOS applications selected to use Per-App VPN except
Safari:
i. Tunnel - All apps, except Safari, on the device configured for Per-App Tunnel send network traffic
through the tunnel. For example, set the Default Action to Tunnel to ensure all configured apps without
a defined traffic rule use the Workspace ONE Tunnel for internal communications.

ii. Block - Blocks all apps, except Safari, on the device configured for Per-App Tunnel from sending
network traffic. For example, set the Default Action to Block to ensure that all configured apps without a
defined traffic rule cannot send any network traffic regardless of destination.

iii. Bypass - All apps, except Safari, on the device configured for Per-App Tunnel bypass the tunnel and
connect to the Internet directly. For example, set the Default Action to Bypass to ensure all configured
apps without a defined traffic rule bypass the Workspace ONE Tunnel to access their destination
directly.

iv. Proxy - Redirect traffic to the specified HTTPS proxy for the listed domains. The proxy must be HTTPS
and must follow the correct format: https://example.com:port.

3. Click ADD RULE.
6. Build the device traffic rule.
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Add rules to Tunnel, Block or Bypass the network traffic using VMware Tunnel

[ ADD RULE ] [ MANAGE APPLICATIONS

Rank

©
\ )

Action

(ronnel) @

Application

Destination @

weuc.com,

Safari - iOS

[ safari- macos\e

[ AirWatch Container - iOS

[ Airwatch Learn - i0S

Web - Workspace ONE - iOS )

[ ] Android workspace - Android
[} Airwatch Secure Browser - And..
[ ] Airwatch Email Client - Android

[ ] All Applications

(Tcatari_ine x )

- = ) o
®

weuc.com

CANCEL SAVE SAVE AND PUBLISH

applications listed in the drop-down, which are
2.
3.
4,

. Click the drop-down for the Applications list. Alternatively, select All Applications to apply the rule to all iOS

the ones that you assigned the Per-App VPN profile.

Select one or more iOS apps for which this rule applies.
Enter one or more destinations to control via Workspace ONE Tunnel.
Select the Action to apply for the selected apps when they attempt to access the specified destinations.

For more information on the formats (wildcards, IP, ports) allowed into the Destination field, see the Device Traffic Rules

Destination formats supported chapter.

Tip: i0S apps are automatically added to the Applications selection list after you enable an application for Per-App Tunnel when

creating assignments in Resources.
Note: Wildcards must follow one of these formats:
o * <domain>.*

o *<domain>.*

e ** __You cannot use this wildcard for Safari rules.

e ¥ —You cannot use this wildcard for Safari rules.
7. Add additional rules and publish.
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Add rules to Tigael, Block or Bypass the network traffic using VMware Tunnel

[ ADD RULE ] l MANAGE APPLICATIONS l

Rank

@ Application Action Destination (T)
1 A %
e v CTUNNEL - v *vidmpreview.com %
*.awmdm.com
(" Airwatch Container - i0S X )
2
2
v TUNNEL v *.aapp..t euc.com, “
* 1 ~euc.com
Safari - i0S X
BYPASS
'\ Web - Workspace ONE -i0S X )
2
3 All Other Apps BYPASS b

CANCEL SAVE SAVE AND PUBLISH

1. Click Add Rule and repeat step 6 for any additional required rules.
2. Drag the rules to adjust your Device Traffic Rules priority.
3. After the Device Traffic Rules are configured as necessary, click Save and Publish.

Distributing Workspace ONE Tunnel for iOS

Workspace ONE Tunnel is an iOS application available for free on the App Store. It is also available for managed distribution
volume licensing through Apple Business Manager and Apple School Manager. In both cases, the Workspace ONE Tunnel app can
be deployed over-the-air through Workspace ONE UEM as a:

. Public App - this method pushes the application to the device from App Store and is recommended when your organization
doesn't use Apple VPP program.

. Purchased App - Workspace ONE Tunnel app is free, however, it is also available for managed distribution volume
licensing through Apple Business Manager and Apple School Manager. Use device-based licensing to distribute Workspace ONE
Tunnel to corporate-managed iOS devices. If your organization has access to Apple Business Manager and you want to manage the
license distribution, use this method.

This section demonstrates how to obtain Workspace ONE Tunnel and assign it to devices as Public or Purchased App.

Note: The VPN tunnel profile should already be configured as part of the Prerequisites.

Distribute Workspace ONE Tunnel as Public App (Apple Store)
1. Add Workspace ONE Tunnel as public app.
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@l Workspace ONE U

GETTING Apps v Resources » Apps

n ‘Web Links
EREESTYLE Settings g Internal Purchased
Profiles & Baselines > Filters » I’

A
Device Updates
MONITOR lcon Name
Sensors
) Boeing Toolbox Mabile
o Scripts o) Airwatch Internal
e Time Windows
Books >
[ 0] Calculator & Math Solwt
RESOURCES Orders > ) : & L .Alrwa.tch_ Internal

a. Inthe Workspace ONE UEM console, navigate to Resources > Native > Public > Add Application.
2. Search for Workspace ONE Tunnel on the Apple store.

Managed By ACME Corp

Platform * Apple i0S
Source S WA lo i) ENTER URL

Name * G‘\lorkspace ONE Tunne‘)

a. Select Apple iOS as Platform.

b. Select Search App Store for Source.
c. Enter Workspace ONE Tunnel.

d. Click Next.

3. From the search result, click select for Tunnel - Workspace ONE.

Workspace ONE Tunnel Country  United States v

Tunnel - Workspace ONE VMware Workspace ONE Tunnel securely connects both internally built and public App Store
- applications to corporate resources within your network, Tunnel natively gives your apps on-
r " 1 F h demand access to what you need to be productive, without touching your personal space. *On-
Tee
demand access* Tunnel activates automatically when your apps needs it and disconnects soon
= Category: Business IR YOI B

after they're done. *Privacy Focused* Tunnel only connects work-managed applications and sites,

Current Version: 23.06
respecting your personal space as top..

4. Save and add the assignment.
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ry  Add Application - Tunnel - Workspace ONE

Public | Managed By ACME Corp | Application ID: comvmware.ios-tunnel | App Size: 29240 KB
Details Terms of Use SDK
x Name* Tunnel - Workspace ONE O]
l ' I View in App Store
|
UPLOAD

Categories Business (System) ®

Supported Models

Size
Managed By
Rating

Comments

SAVE & ASSIGN CANCEL

a. Select Business (System) for the Categories; this is not required; however it will show the Tunnel app under the
specific category in the Intelligence Hub Catalog.
b. Click Save & Assign.
5. Define the Assignment.

Tunnel - Workspace ONE - Assignment

Distribution

-
oy

-
Application Configuratisﬁ‘\

Distribution

Name * lAII Devices '

Description

Assignment Description

Assignment Groups * To whom do you want to asfign this app?

[ Al Devices{ACME Corp) X |

App Delivery Method () On Demand @

.

CANCEL CREATE
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Tunnel - Workspace ONE - Assignment

@ Distribution

Restrictions o Restrictions

-

Application Con!iguranoﬂdﬁ
EMM Managed Access Hide A

' . EMM managed access defines which devices will be able to install this
~ a app from Intelligent Hub.
If this setting is disabled, all registered devices will be able to install
this app.

If this setting is enabled:
+ Only EMM managed devices will be able to install this app.
« |l this app Is secured by Workspace ONE SDK version 20.10 or
later, access will be blocked unless the app is managed by
EMM. To ensure this app is managed, enable the setting ‘"Make
App MDM Managed if User Installed’ on the Restrictions tab.

Managed Access »
Remove On Unenroll » @
Prevent Removal @ D
Prevent Application Backup ® No)
Make App MDM Managed if User

Installed

a. Enter All Devices for Name.

Select All Devices for Assignment Groups or a specific group of devices that you want to target for the tunnel
deployment.
Select Auto for App Delivery Method.
Click Restrictions.
Turn ON the Make App MDM Managed if User Installed.
f. Click Create.
6. Click Save, and then click Publish.

Distribute Workspace ONE Tunnel as Purchased App (Apple Business Manager)
1. Get Workspace ONE Tunnel licenses.

=

o
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& Business X @ Robert Terskedisv (D)

Crganizaiion

Activity
Tunnel - Workspace ONE

Locations ' siratch, LLE  i0S App
Peapie ‘I'unMI WUFKSDGGG OMNE Bk Lad
Accounts LY e '( : OS890 30102 mvailable
Roles s
ey Buy Licenses
Device Assignments
Assignment History

Aezigm 1o
.

Prica Guaniity Cradii Card

oot $0.00 (ﬂ)

In Apple Business Manager (or Apple School Manager), click Apps and Books.
Search for workspace tunnel in the search text box.
Select Tunnel - Workspace ONE for iOS.
Select the location for which you have uploaded the sToken into Workspace ONE UEM.
Enter the quantity of licenses you want to purchase.
f. Click Get. The button changes to Purchasing and when the purchase is complete changes back to Get.
2. Sync assets in Workspace ONE UEM.

(space ONE UEM ACME Corp v ' im.com says

A request has been submitted to get all the purchased apps and
_ their licenses from Apple‘s VPP program. Depending on the

E Apps o Résdurces > Apps numbers of licenses and apps available, this process may take
GETTING several minutes. Please refresh this screen to review the updates.

Native . "
List View
5 Weo inks — |
FREESTYLE Settings s Internal Public

®mQo0o oo

]
Device Updates
MONITOR lcon Name Update Status Auto Update Latest Version Platform App Type Status Redeemable
Sensors
Tunnel - Workspace ONE
o Scripts l * I ACME Corp Not Applicable o 22,042 Apple macOS Public ] 0/0/0
DEVICES x IR
Time Windows
Books >
Orders >

In the Workspace ONE UEM console, click Resources.
Expand Apps and click Native.
Select Purchased.
Click Sync Assets.
Click OK on the dialog box.
Wait a few moments and click Refresh to update the app list.
g. Click the Workspace ONE Tunnel app for iOS in the app list.
3. Enable device assignment.
a. Click Enable Device Assignment.
b. Click OK to confirm device-based licensing.
c. Click Save & Assign.
4. Click Add Assignment.
5. Edit Assignment.

a.
b.
C.
d.
e.
f.
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Tunnel - Workspace ONE - Edit assignment X
Assignment
Assignment for License Codes can be done by Smart Groups only License Summary
Total: 1000
Active Assignment Group (Smart Group) Devices Allocated Redeemed O Hold:
i [AII Devices @ TM-Apple ] 0 100 0 ® Allocated; 160

License Codes By Smart Group
Redeemed: 0

Create MNew Smart Group

© Add Assignment

Deployment

Assignment Type * m ON DEMAND J"\-"j

a. Click Add Assignment.

b. Select an Assignment Group (or alternatively, create a new smart group containing the targeted devices).
c. Enter a number of licenses to allocate. Allocate up to the total number of unallocated licenses.

d. Select Auto.

e. Click Save.

6. Save Assignment.
a. If more assignments are necessary, click Add Assignment and repeat the steps in Edit Assignment.
b. Click Save and Publish, then click Publish when all assignments have been added.

Creating Per-App VPN Profile for iOS
For iOS 7+ devices and Android Enterprise devices, you can force selected applications to connect through your corporate VPN.
Your VPN provider must support this feature, and you must publish the applications as managed applications.

In this exercise, you configure the iOS profile which configures the tunnel client on the device to allow only designated applications
to access content on internal servers.

1. To add a new profile, click Add and then click Profile.
2. Select Apple iOS.

3. Select Device Profile.

4. Configure General profile settings.
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iOS Add a New Apple iOS Profile %
Find Payload
General
Passcode Name * Per-App VPN

Restrictions

| lI

Version
Wi-Fi
VPN Description
Email

Deployment Managed ¥
Exchange ActivaSync
Notifications Assignment Type Auto b
LDAP

Allow Removal Always b
CalDav
Subscribed Calendars Managed By T™-Apple
CardDav
Web Clips Smart Groups #° All Devices (TM-Apple) x
Credentials Start typing to add a group a
SCEP

Exclusions NO YES

Global HTTP Proxy

a. Enter the name, such as Per-App VPN in this example screenshot.
b. Select the name of your device's smart group, and select that group. For example, select All Devices
(your@group.shown.here) as the assigned Smart Group.
c. Click VPN then click Configure.
5. Configure the VPN payload.
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VPN

Connection Info

Connection Name *
Connection Type *
Server ¥

Device Traffic Rule Sets

VPN Configuration

Workspace ONE Tunnel

Default - Default

Per-App VPN Rules - 057
Enable YMware Tunnel Q)
Provider Type AppProxy

Safari Domains

Mail Dormains

Contacts Domains

Calendar Domains

Associated Diomains

Excluded Domains

® ©

a. Select Workspace ONE Tunnel from the Connection Type drop-down menu.
b. Select Default as the Device Traffic Rules that will be assigned to this profile.
c. Ensure the Enable VMware Tunnel is selected.
d. Add any Mail, Contacts, and Calendar Domains. Do not configure Safari Domains - these are configured in the

VMware Tunnel Configuration later in this guide.

e. Click Save & Publish then click Publish.
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Note: Safari Domains should be configured in the Device Traffic Rules for Workspace ONE Tunnel.

Configuring Workspace ONE Web for Per-App Tunnel

Workspace ONE Web is part of the secure productivity app suite from VMware. Administrators can deploy Workspace ONE Web
when data loss and copy/paste restrictions are critical to the business use case. In this exercise, you distribute and configure

Workspace ONE Web for Per-App Tunnel on iOS.

This section demonstrates how to obtain Workspace ONE Web and assign it to devices as Purchased App using the integration of

Workspace ONE UEM and Apple Business Manager.

Workspace ONE Web is available for free on App Store. To deploy as a Public App managed by Workspace ONE UEM, follow the

same steps described in the previous chapter to deploy Workspace ONE Tunnel.

1. Get Workspace ONE Web licenses. In Apple Business Manager (or Apple School Manager):

Organizstion Tot

Activity

st Web - Workspace ONE
rWatch, LLE + i0S App

Feopis

cuiis

Raoles

S Buy Licenses

Device Assignments

Assignment History

Assign 10

Quantity Cradit Carg

$0.00

Tatal Cost $0.00

Robert Terakedis~ (3

Click Apps and Books.
Search for Workspace ONE Web in the search text box.
Select Web - Workspace ONE for iOS.

® Q0 oo

Enter the quantity of licenses you want to purchase.

Choose the location for which you have uploaded the sToken into Workspace ONE UEM.

f. Click Get. The button changes to Purchasing and when the purchase is complete, it changes back to Get.

2. Sync assets in Workspace ONE UEM.

fApps & Books 3 Applications.

| Applications w

Al Apps & Books Settings [

List View ok
MG
Internal Fublic Purchased
Wirtual ¥
N
VILES
Access Policies Eilters 7 © ao0 onoe [ AR perma =
s Logging >
i 2 Icon Name Upda Auto Update  LatestVersion  Platform  App Type  Sfaius
Application Settings > Web -
h Workspace
e > b ) ONE & HofApplicable
% v TM-Apple Arequest has been submitted to get all the purchased apps
Chrders > ¥ . =) and their licensas from Apple’s VPP program. Depanding on
. the numbers of licenses and apps availabile, this process may

COTENT ¥ - : take several minutes, Piease refresh this screen to review the

updates

=] n
[AsAT Cance| OK

a. In the Workspace ONE UEM console, click Resources.

b. Expand Applications and click Native.

c. Click Purchased.

d. Click Sync Assets.

e. Click OK on the dialog box.

f. Wait a few moments and click Refresh to update the app list.

g. Click the Web - Workspace ONE app for iOS in the app list.
3. Enable device assignment.
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¢ EditApplication - Web - Workspace ONE

Purchased | @ 5tatus: Active | Managed By TM-Apple | Application ID: com.air-watch sec
Details License Info Terms of Use SDK

Application eligible for device-based assignment. if you choose to enable this option, all of the 105 9+ and mac0s 10.11
devices receive one license per device. Currently, you have 0105 9+/macO5 10.11+ devices assigned. These devices will
not require an Apple 1D for receiving the app.

ENABLE DEVICE ASSIGNMENT

License Summary

ndm.com says Total: 1000
On Hold: 0

Allocated: 0
Unallocated: 1000

Redeemed: 0

a. Click Enable Device Assignment.

b. Click OK to confirm device-based licensing.
c. Click Save & Assign.

4. Click Add Assignment.

5. Edit assignment.
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Web - Workspace ONE - Edit assignment X
Assignment
Assignment for License Codes can be done by Smart Groups only License Summary
Total: 1000
Active Assignment Group (Smart Group) Devices Allocated Redeemed on Hold:

@ [NI Devices @ TM-Apple ] 0 0 " Allocated: 100

= Unallocated: 500
License Codes By Smart Group 2

Redeemed: 0
Create New Smart Group
[o Add Assignment ]
Deployment
Remaove On Unenroll ABLED DISABLED ‘ M
Prevent Application Backup | ENABLED DISABLED | ()
Make App MDM Managed SUSTE I | oisaBLeD | () B 2
if User Installed —

Use VPN

Per-App VPN Profile * Per-App VPN @ TM-Apple v

Send Application EMABLED DISABLED [Nignl
Configuration =
Send Application Attributes ENABLED DISABLED 0D

Te ~0a2n T o

CANCEL
Click Add Assignment.

Select an Assignment Group (or alternatively, create a new smart group containing the targeted devices).
Enter a number of licenses to allocate. Allocate up to the total number of unallocated licenses.

Select Auto for Assignment Type.

Select Enabled for Remove on Unenroll.

Select Enabled for Prevent Application Backup.

Select Enabled for Make App MDM Managed if User Installed.

Select Enabled and then select the Per-App VPN profile created in Creating Per-App VPN Profile for iOS.
Click Save.

6. Save assignment.

a.
b.

If more assignments are necessary, click Add Assignment and repeat the steps in Edit Assignment.
Click Save and Publish, then click Publish when all assignments have been added.

Testing Safari Domains with Per-App Tunnel

Now that the VPN profile includes a domain in the Safari Domains list, you can confirm that these settings have updated on the

device and test the settings in the native Safari application.
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1. Tap Settings.
2. Open VPN settings.

Settings General
Airplane Mode . USE SIDE SWITCH TO;
Wi-Fi ymwareguest | Lock Rotation
Bluetooth On Mute v

Rotation Lock is available in Control Center.

Cellular Data
v YN Not Connected Storage & iCloud Usage

Background App Refresh

@ Notifications

Control Center Restrictions Off
Do Not Disturb

Date & Time
Display & Brightness Language & Region
Wallpaper Dictionary
m Sounds V

iTunes Wi-Fi Syn
M i Wi
e

VPN Not Connected
B Passcode

i nagemen Workspace Services

a Battery Device Management p Vi

a. Tap General and scroll down to the VPN section.
b. Tap VPN.
3. Tap VPN Configuration from your Per-App VPN profile.
4. Verify included Per-App VPN apps.
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{ VPN VPN Configuration
Type VMware Tunnel
Server TCP://aappuag .com:443

To configure the settings for “VPN Configuration”, use the “VMware Tunnel” application.

Connect On Demand ()

INCLUDED APPS

9 Web

Web Multiple Domains
Q Hub
° Safari Multiple Domains

a. All managed applications from the Workspace ONE UEM Console that are enabled to use Per-App VPN and have
an associated Device Traffic Rule appear in this list. Note that Safari is displayed to show that domains are
configured for tunneling in Safari.

5. Next, tap the Safari icon. The VPN icon should not be displayed in the toolbar.
6. Browse to the internal URL.

2:05PM Mon Mar 16

— — o im Charging -
m A Not Secure — aappweb.a ‘c.com (] et

@8 Windows Server

Internet Information Services

Bienvenue  Tervetuloa

-# Benvenuta ¥

L & b" Bienvenido Hos geldiniz

Bem-vindo A
KaAwg /
Vitejte OPIOATE Valk 4 noxanosate MUAVOZOl UK

Microsoft Willkommen SSIKGRAEn

a. Enter the URL for a website that is accessible only through VPN.
b. Confirm that the VPN indicator is displayed when iOS launches the VPN and connects.
¢. Confirm that the internal page loads.

Testing Per-App Tunnel on i0S

Now that the enrolled device has received the settings configured in the Workspace ONE UEM Console, you are ready to begin
testing the Per-App Tunnel functionality. The applications assigned in the previous exercises should push down during enrollment.
The VMware Tunnel and Workspace ONE Web applications should be installed on your device.
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In this exercise, launch Workspace ONE Web and access the internal website. Then verify that, although the VPN connection is
active, other applications on the device cannot access the tunnel or internal resources.

1. Launch Workspace ONE Web.
a. Press the Home button on your device to return to the Launchpad. Swipe right to see the downloaded
applications, if needed.
b. Tap the Workspace ONE Web icon to launch the application. If prompted, select OK to allow the Web to send your
device push notifications.
2. Create and confirm password.
a. If prompted, create a passcode for Workspace ONE Web.
b. Click Next.
c. Confirm the passcode by entering it again.
d. Click Confirm.
3. Tap I understand to accept the Privacy prompt.
Tap | agree to accept the Data sharing prompt.
5. Access the internal website with Workspace ONE Web.

e

2:22 PM Mon Mar 16 %= (@4 (J Not Charging "

< 1) aap veuc.com @ )

B Windows Server

Internet Information Services

Welcome Bienvenue  Tervetuloa

-+ Benvenuto #

- | ‘” Bienvenido Hos geldiniz

vindo i l
KaAwg TloBp¢
Vitete OploaTe ‘ A% 1oxanosats [UAVOZOlUK

Microsoft Velkommen

a. When the application launches, enter the URL for your intranet website.
b. Confirm that the VPN icon appears, indicating the connection is active. The application now connects to
Workspace ONE UEM and retrieves the settings for your Organization Group.
¢. Confirm that the website loads.
Note: Depending on the Workspace ONE Web and SDK settings configured at your particular organization group level, the address
bar may not be editable. This configuration is called Kiosk Mode. To work around this, there are two options which can be
configured at Groups & Settings > Configurations > Workspace ONE Web:

e Click the Bookmarks tab, click Override (if necessary), click Add Bookmark, enter a name and URL for the testing
URL, and click Save.

e Scroll the settings to Kiosk Mode and click Disabled. Click Save.

These changes affect the Default settings for Workspace ONE Web in this Organization Group and all inherited organization groups
unless otherwise configured.

Troubleshooting the Workspace ONE Tunnel on iOS
This section contains some basic steps to troubleshooting Per-App Tunnel on iOS.
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1. On an enrolled iOS device, tap Tunnel.

2
3

5
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. Tap Continue.

. Tap I understand to accept the Privacy prompt.
4. Tap | agree to accept the Data sharing prompt.
. Validate device connectivity.

3:57 PM_Mon Mar 16

o [t

® D)

Device
Configured: VPN Configuration

Internet
Connected

oo
oo
o o

I:II'lI:I

Status

= () Not Charging -

®

a. Ensure the device and Internet connectivity are OK (showing a green check mark symbol).

b. Tap the logging icon.
6. Activate the Enable debug toggle.
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3:58 PM Mon Mar 16

Cancel Diagnostics

Please use Console application on mac to view debug logs.

Enable debug o

15:50:16 <1> Starting Tunnel Plugin on i05(13.3.1)

15:50:16 <1> Gateway - aappuac com:443

15:50:16 <1> Connecting to aappua .com ...

15:50:16 <1> Connected to Gateway and device network setting is updated...

15:50:16 <1> Setting up the UDP Channel to [aappuag.betavmweuc.com:443]

15:55:16 <16> Stopping Tunnel Plugin (Reason:(null))

Tip: With Enable Debug turned on, Workspace ONE administrators can view logging information for the iOS device as follows:

1. Plug the iOS device into a device running macOS.
2. Ensure the iOS device trusts the connection to macOS.
3. Connect to Console, by either:
a. Open Apple Configurator 2 and double-click the test iOS device. Click Console to view the output from the
device.
b. Open Console.app and select the iOS device from the left side.
4. Search for tunnel or iOSAppProxyProvider.
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Deploying Workspace ONE Tunnel for macOS

Per-App Tunneling helps users to access critical information using applications on their devices from their devices. Mobile flows
help users perform business-critical tasks from a single app — streamlining the user experience.

Leveraging Per-App Tunnel allows you to control which applications are on a device and what internal resources the applications
have access to by automatically activating or deactivating Per-App VPN access, based on which applications are active. By
enabling remote access, you no longer need to provide a device-wide VPN on your devices, which can allow unintended or
unauthorized apps or processes to access your VPN. In this tutorial, you configure and deploy VMware Workspace ONE Tunnel to
enable the Per-App Tunnel component on managed devices.

These exercises involve the following components:

e Workspace ONE Tunnel - The app used on the device to securely connect to the Unified Access Gateway to provide
Per-App Tunnel functionality, also referred to as Tunnel Client.

e Unified Access Gateway - The virtual appliance where the VMware Tunnel edge service is installed, and to which the
tunnel client connects.

e Per-App Tunnel - Component of VMware Tunnel edge service for connecting to a secure tunnel channel on a per-
application basis, which is controlled and configured by the VPN profile payload and Device Traffic Rules.

e Per-App VPN Profile and Device Traffic Rules - The Workspace ONE UEM configuration is pushed to the device that
contains the Per-App Tunnel configurations. Every time a specified application is opened, the Workspace ONE Tunnel
client evaluates the Device Traffic Rules assigned to it before making any routing decisions and establishes a Per-App
tunnel connection with the Unified Access Gateway based on the Per-App VPN Profile configuration.

High-Level Architecture

Workspace ONE Tunnel macOS Application
Example of Per-App VPN Remote Access

Internal Network

Ri te Deskt:
O] Comections

File System

Safari Browser ° f ) !
—

Remote Desktop v Tunnel
Client 2 Desktop
Application

| Internal Websites:
= SharePoint

= Wikis

+ Intranet

Internet

Load Balancer

Unified Access Gateway
(VMware Tunnel
Edge Service)

Internal File shares:

= SharePoint

= Network Home Drives
= Network Shared Drives

The device contains the applications required by the end-user to perform their daily job. Some applications require access to
internal resources to function. Those applications, based on Per-App VPN configuration, use Workspace ONE Tunnel which
communicates with the Tunnel Service on Unified Access Gateway hosted on the DMZ, to validate if the device requesting access
is in compliance or not before authorizing access through the internal resource.

Prerequisites

Before you can perform the steps in this exercise, you must have the following components installed and configured:
e Workspace ONE UEM version 2302 and later
e macOS Mojave and later enrolled in Workspace ONE UEM

e The latest version of macOS Tunnel from Apple macOS App Store
o Deploy Workspace ONE Tunnel using volume purchased licenses from Apple Business Manager or Apple School
Manager.

o Workspace ONE Administrators must upload the Location token from Apple Business Manager to sync licenses
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to Workspace ONE UEM for managed distribution.

Configuring Device Traffic Rules for macOS

First, because the Apple Mail, Calendar, and Contacts applications might contain both corporate and personal data, administrators
must take an extra step to define corporate-owned domains, which should be marked for Per-App VPN. The Mail, Calendar, and
Contacts apps do not automatically adhere to device traffic rules. Administrators must specify which domains are corporate-owned
by enabling the Mail, Contacts, and Calendar domains parameters in the VPN profile payload. Enabling these parameters in the
VPN payload allows VMware Tunnel edge service to apply the appropriate device traffic rules for those specific domains.

Second, Safari is another app that might be used for personal use on a corporate device. As such, Safari cannot be configured to

tunnel all traffic. Device traffic rules for Safari must specify the domain and top-level domain component (for

example, vmware. com), although an asterisk (*) may be used to wildcard subdomains (for example, *.vmware. com).

Note: Domain values used in this section are examples only. Your values will differ.

1. Access configurations.
a. In the Workspace ONE UEM console, click Groups & Settings.
b. Click Configurations.

2. Scroll through the list of configurations and select Tunnel.

Groups & Settings

Configurations () s %

Establish the foundational settings, customizations and integrations to provide employees with the
resources they need to drive your business forward.

O, Enter a name or category

Name Category

7’ syslog Integration | ( Logging Troubleshooting

> Terms of Use ( Compliance Customization | ( Enroliment

> apps | [ Metwork | [ Secure Browsing Security ) [ +1 )

> VPP_MaﬂaQEd { App Management Apple | Apps Mac App Store | [ +2
Distribution

b Windows { BYOD Corporate Devices Enroliment Platform Setup +1 )
Auto- o o = -
Discovery

> }V”t‘dows Dell Dell Integration | ( Enroliment | | Platform Setup | ( Provisioning | | +1 v

uto- = :

Enroliment

LY AASimrl e = T = =

1-39 of 39 ltemns

3. Edit Device Traffic Rule sets.

a. From within the Device Traffic Rules information block on the Tunnel Configuration page, click Edit.

4. Add or modify device traffic rule set.
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Manage Traffic Assignments

Manage the available Device Traffic Rule sets.

ADD

Assignment Name Number of rules Default Tunnel Mode

() || Default [} Yes Per Application

CLOSE

Introduced in Workspace ONE UEM 2011, Device Traffic Rule Sets expand the functionality of device traffic rules allowing

for granular assignment of rule sets to different groups of users and devices. Device Traffic Rule Sets are assigned when
creating the per-app VPN profile in a later step.

To get started with Device Traffic Rule Sets, perform the following in the Manage Traffic Assignments screen:
a. If no other Device Traffic Rule Sets exist (or a new rule set is required), click Add to create a new Device Traffic
Rule Set.
b. If modifications to an existing rule set are required, click the Device Traffic Rule Set name.

5. Enter a name for the Device Traffic Rule Set (or if necessary, modify the name of an existing rule set).
6. Click Manage Applications.

Add rules to Tunnel, Bleck or Bypass the network traflic using VMware Tunnel

ap0 RULE |l MAMAGE APPLICATIONS ]

Rank

® Application Action Bestination ()
TUNKEL * corpllocal %

[ Web - Workspace ONE - 105 *

(| Microsatt Edag - WinRT  x

[ Intornet Explorsr - WinRT =

f %
LK, *facebaok.com,
*download.com,
| Mecrosoft Edae - WinRT  x ‘Cnn.com
(" Chrame - WinAT =
(IE 32 bats - WinRT =

( Intornet Explorgr - WinRT

3 All Cther Apps BYPASS

CANCEL

7. Click Add to add a new application for device traffic rules.
8. Define the application.
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Add Application

Add application details for setting app traffic policies,

Friendly Name * [Flrelox Browser ]

Package iD * [crg.mozilla.lire!ox ]

Designated Reguirement * [anchcr apple generic and certificate leaf{field.1.2.84 @3

Path Path G]

CANCEL ' SAVE l
[

a. Select macOS for Platform.

b. Enter the friendly name of the application, for example, Firefox Browser. The friendly name is displayed in the
Device Traffic Rule.

c. Enter the application's package id, which is the Identifier value displayed by running the command:
codesign -dv --entitlements - /path/to.app

d. Enter the application's designated requirement, which is displayed to the right of the => sign of the following
command: codesign -d -r- /path/to.app

e. For macOS 10.15 (Catalina) and later, enter a path if creating a device traffic rule for a binary or command-line
utility bundled within an application. For example, the executable vmware-remotemks must be allowlisted with
path details along with the VMware Horizon Client application.

f. Click Save.

Using Firefox as an example, a Workspace ONE administrator would see the commands and values as follows:

techzone@testmac ~ % codesign -dv --entitlements - /Applications/Firefox.app
Executable=/Applications/Firefox.app/Contents/Mac0S/firefox

Identifier=org.mozilla. firefox

Format=app bundle with Mach-0 thin (x86 64)

CodeDirectory v=20500 size=415 flags=0x10000(runtime) hashes=4+5 location=embedded

Signature size=9018

Timestamp=0ct 1, 2019 at 9:08:41 PM

Info.plist entries=26

TeamIdentifier=43AQ936H96

Runtime Version=10.11.0

<<< trimmed for length >>>

techzone@testmac ~ % codesign -d -r- /Applications/Firefox.app
Executable=/Applications/Firefox.app/Contents/Mac0S/firefox

designated => anchor apple generic and certificate leaf[field.1.2.840.113635.100.6.1.9] /* exists */ or anchor apple
generic and certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate
leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate leaf[subject.OU] = "43AQ936H96"

As highlighted in the terminal output, the necessary information is as follows:
Package ID: org.mozilla.firefox

Designated Requirement: anchor apple generic and certificate leaf[field.1.2.840.113635.100.6.1.9] /* exists */ or
anchor apple generic and certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate
leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate leaf[subject.OU] = "43AQ936H96"

Caution: Some apps spawn helper applications to assist with background tasks. One particular example of this is Google Chrome,
which performs network functions outside the Google Chrome.app process in a Google Chrome Helper process. In this case, the
helper application must be added to the Device Traffic Rule, otherwise, specific settings must be changed client-side.

In the case of Google Chrome, perform the following:

e In the URL field, type chrome://flags
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e Search for network in the Search Flags text box.

e Set Runs network service in-process to Enabled and relaunch Google Chrome before proceeding with testing.

9. Add new application for device traffic rules.

Manage Applications

Friendly name - Platform
Microsoft Edge - WIinRT
Chrome - WinRT

IE 32 bits - WinRT

test - WinRT

Internet Explorer - WinRT
testing - WinRT

Page Size. 10 Vv

CO

These applications will be available for use in Device Traffic Rules,

ADD Q Search an app

ftems1-6of 6

CANCEL

a. If more applications are needed for the rule set, click Add and repeat starting at Define the Application.
b. If all the required applications have been defined, click the [X] to close the Manage Applications window.

10.

Add device traffic rule.

Add rules to Tunnel, Block or Bypass the network traffic using ViMware Tunnel

[ oo muLe | | manace aspLicaTIONS

Rank
@ Application Action

1 ’ TUNNEL
(" Wieb - Workenaco OME - DS
( Microsoft Edae - WinRT =
| Cnrome - WnRT =
[ E3I2bpits- WIRRT = )

{internet Exploeer - WRRT %

% : BLOCK
(Mictosoft Edue - WnRT % )
( Chrome - WinRT »
[ BE 32 bits - WinRT )

( itermet Expborer - WinRT x|

Destination (1)

*corplocal

| “facebook.com,

“downlead.com,

fenin.com

3 All Other Apps [ BYPASS

CANCEL

a. Observe (and optionally modify) the default action which applies to all macOS applications except Safari:
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Tunnel - All apps, except Safari, on the device configured for Per-App Tunnel send network traffic
through the tunnel. For example, set the Default Action to Tunnel to ensure all configured apps without
a defined traffic rule use the Workspace ONE Tunnel for internal communications.

Block - Blocks all apps except Safari, on the device configured for Per-App Tunnel from sending network
traffic. For example, set the Default Action to Block to ensure that all configured apps without a defined
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traffic rule cannot send any network traffic regardless of destination.

iii. Bypass - All apps, except Safari, on the device configured for Per-App Tunnel bypass the tunnel and
connect to the Internet directly. For example, set the Default Action to Bypass to ensure all configured
apps without a defined traffic rule bypass the Workspace ONE Tunnel to access their destination
directly.

iv. Proxy - Redirect traffic to the specified HTTPS proxy for the listed domains. The proxy must be HTTPS
and must follow the correct format: https://example.com:port.

b. Click Add Rule.
11. Build device traffic rule.

ﬁﬂﬂ nilecig Iunnel. Block or Bypass the network traffic using VMware Tunnel

i ADD RULE || MANAGE APPLICATIONS

:‘uﬂh
Application Action Destmation (1)

. l ' l = alrwlab.com l e

‘Web - Workspace ONE - 1035

Micrasalt Edge - WinRT

| Chrome - WinRT
| IE 32 bits - WinRT
test - WinRT
Internet Explorer - WinRT

_| testing - WinRT

Microsoft Edge Beta - macOs

Firefox Browser - macOs

| Al Applications
" Microsoll Edge Beta - macDE x|

Firgtox Browser - macQs =

2 ®
WNNEL *corplocal
Web - Warkspaco l}.ﬂE ;[-J; \.
Microsolt Edge - WInRT >
A
Cneomae - WIRRT = ) .
IE 32 Bits - WinRT  x
nternot Explorer - VIRRT %
# BLOCK “facebook com, #
“dgwnload.com,
Micrasoft Gdg - WinRT = | COMNLCOMm:

Chegmg - WinRT *
" IE 32 bits - WinRT

{ Internet Explorer - WinRT = )

& All Other Apps BYPASS

CANCEL m SAVE AND PUBLISH

a. Inthe newly created device traffic rule, click the down arrow to display the Application list.

b. Select one or more triggering applications to control with this rule. In case you select All Applications, the rule will
be applied only to Safari and macQOS applications selected in additional rules defined as part of the Device Traffic
Rules.

c. Enter one or more comma-separated fully qualified domain names as destinations to which Workspace ONE
Tunnel should apply the Device Traffic Rule. A single asterisk (*) can be used as a wildcard for subdomains.

d. Select the Appropriate Action for Workspace ONE Tunnel to perform on traffic from the selected apps:

i. Tunnel - Sends app network traffic for specified domains through the tunnel to your internal network.
ii. Block - Blocks all traffic sent to specified domains.
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iii. Bypass - Bypasses the Workspace ONE Tunnel so the application accesses specified domains directly.
iv. Proxy - Redirect traffic to the specified HTTPS proxy for the listed domains. The proxy must be HTTPS
and must follow the correct format: https://example.com:port.
e. If necessary, adjust the Device Traffic Rules rank in the list. Lower-numbered rank is the highest priority.
f. If necessary, click Add Rule and repeat steps in Build Device Traffic Rule until you have added all the necessary
Device Traffic Rules for your organization.
g. Click Save and Publish to send the updated DTR's to all devices to which the DTR is assigned.
For more information on the formats (wildcards, IP, ports) allowed into the Destination field, see the Device Traffic Rules Guidelines

and use of asterisk chapter.

Distributing Workspace ONE Tunnel for macOS

Workspace ONE Tunnel is a macOS application available for free on the Mac App Store. It is also available for managed distribution
volume licensing through Apple Business Manager and Apple School Manager. Use device-based licensing to distribute Workspace
ONE Tunnel to managed macOS devices. This section demonstrates how to purchase Workspace ONE Tunnel and assign it to

devices.

Note: The VPN tunnel should already be configured as part of the Prerequisites.

1. Get Workspace ONE Tunnel licenses.

Organization
Activity

Peaple
Aceounts
Holes

Bevices

Device Assignments
Assignment History

Locations E

Tunnel - Warkspace ONE
Airtatch, LLE i35 App
S000
Tunnel - Work:
Airiatck

A

Buy Licenses

Acsign 1o

Rrice

so0.00

Totnl Cost 50.00 . Gl ]

D)

Robert Terakedisv (3

Tunnel - Workspace ONE

AirWatch, LLC - macOS App

Quantity Credit Cant

b TR

®Q0 oo

In Apple Business Manager (or Apple School Manager), click Apps and Books.
Search for workspace tunnel in the search text box.
Select Tunnel - Workspace ONE for macOS.

Choose the location for which you have uploaded the sToken into Workspace ONE UEM.
Enter the quantity of licenses you want to purchase.

f. Click Get. The button changes to Purchasing and when the purchase is complete changes back to Get.
2. Sync assets in Workspace ONE UEM.

Apprs
Mative
S35

11
FRRESTRE Wieh Linkz

Wil Apps

Arcess Polies
Settings

Profiles & Bassliras

Devire Updates
Serigecd
serpts

Books

Orders

=] wirtual Apps Colections

w

Resources > Apps

List View

IPRRfT

b o A
toat Applicabie
IF ot

Hl Apphicatle ‘_

A regues! has been submitted to get all the purchased apps
and their licenses from Apple’s VPP program. Depanding on
the numbers of licenses and apps available, this process may
take several minutes, Please refresh this screen to review the

updates.
Cancal l OK I
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-0 Q0 o

g.

In the Workspace ONE UEM console, click Resources.
Expand Applications and click Native.

Click Purchased.

Click Sync Assets.

Click OK on the dialog box.

Wait a few moments and click Refresh to update the app list.
Click the Workspace ONE Tunnel app in the app list.

3. Enable device assignment.

o)

Details

Application eligible for device-based assignment. If you choose to enable this option, all of the iOS 9+ and mac05 10,11+ devices receive one license per
device, Currently, you have 0i0S 5+/mac0O3 10.11+ devices assigned. These devices will not reguire an Apple ID for receiving the app.

Licenses on hold* o

Edit Application - Tunnel - Workspace ONE

Purchased | @ Status: Active Managed By: Th-Apple Application 1D co are.macos-unnel

License info Terms of Use

ENABLE DEVICE ASS5IGNMENT

License Summary
Total: 1000

On Held: 0
Allocated: 0
Unallocated: 1000
Redeemed: 0

SAVE & ASSIGN CANCEL

a.
b.

Click Enable Device Assignment and click OK for the Are you sure? prompt.
Click Save & Assign.

4. Click Add Assignment.
5. Edit assignment.

WMware Tunnel - Assignment
Distribution < v .
Distribution
Dpscription = ST Lt
LUcense Destribution *
Purchasad App License Assignment By Smart Groug
OrHed o
Aopio X Abocated 4
O Devices Unaticeated ddga
Redeemed: |
ADD
App Delivery Method * [ - EEE] 3k Dhaeran i)
a. Enter a name for the Distribution
b. Select an Assignment Group (or alternatively, create a new smart group containing the targeted devices).
c. Enter a number of licenses to allocate. Allocate up to the total number of unallocated licenses.
d. Select Auto for Assignment Type.

e.

Click Create.

6. Save assignment.
If more assignments are necessary, click Add Assignment and repeat the steps in Edit Assignment.

a.
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b. Click Save and then Publish when all assignments have been added.

Creating Per-App VPN Profile for macOS

Before device traffic rules take effect on macOS, Workspace ONE administrators must deploy a VPN profile payload that configures
macOS to leverage Workspace ONE Tunnel. In this exercise, you create the macQOS profile which configures the tunnel client on the
device to allow only designated applications to access content on internal servers.

1. To add a new profile, click Add and then click Profile.

Admin

Device

User

Compliance Policy

Content

| @ (o]
Internal Application i

Public Application

2. Select macOS.
3. Select User Profile.
4. Configure General profile settings.

macQS Add a New Apple macQS Profile x
General
Network
Version
VPN
Email Description
Exchange Web
Services Deployment Managed v
LDAP
Assignment Type ¥
CalDAV
CardDAV Aliow Removal Always =
Web Clips

Managed By TM-Apple \

Credentials
Dock Start t t i Q
Restrictions
Exclusions NO YES

Parental Controls
Security & Privacy
Login ltems
Finder

a. Enter a name for the profile, for example, Per-App VPN.

b. Select Auto as the assignment type.

c. Select one or more Smart Groups to assign the VPN profile (or create a new smart group).

d. Click the VPN payload then click Configure.
5. Configure VPN payload.
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macQS Add a New Apple macOS Profile ‘__(
Find Payload
General
Pazscode /A Manage Safan domains and apps using Device Traffic Rules In the Tunnal Configuration. Defined app pollcies will automatically apply
P tothis profile:
etwiork

Connection Info

Email

Connection Nama * N Per-App VP
Exchange Web ' [‘ miAch B A0 VBN ]
Services
L Connection Typa * [ Workspace OME Tunnel ]
CalDay )

Server * TCRomnel. airwlab.comodad 3
Card Dy
Wb Clips Device Traffic Rule Sets [Iuturial ]
Credentialy

Per-App VPN Rules 05X 1011
SCEP

Pravider Type AppPro
Drock Upreos)

Restrictions Enahle Mall Domains

maols 1015
Parental Camtrols i
datch Domain or Ha s
Security & Privacy i"p'.i'au-l-:t};m'aini :

Login ltems

Finder
Enable Contacts Domains

Accessibility

Printing Enable Calendar Domains

Maos 5
goan Enable Associated Domains

Proxies

iy Enable Excluded Domains maclis 1.0
obility

Authentication
Associated Domains

Managed Domalns User Authentication Certificate
550 Extension

Skip Setup Assistant

Content Filter @ e

SAVE AND PUBLISH AMCEL

a. Enter a name for the Per-App VPN Connection, for example, VMware Per-App VPN.

b. Select Workspace ONE Tunnel as the Connection Type.

¢. Choose the Device Traffic Rule Set (as configured in Configuring Device Traffic Rules for macOS) to be assigned
via this Profile Payload.

d. If required, select the check boxes for Enable Mail Domains, Enable Contacts Domains, and Enable Calendar
Domains.

e. For each check box, enter a domain that should be tunneled.

f. If multiple domains are required, click Add to enter an additional domain. Repeat as necessary.

g. Click Save and Publish.

6. Click Publish.

Testing Per-App Tunnel on macOS

With the settings configured in the Workspace ONE UEM Console, administrators can test the Per-App Tunnel functionality on an
enrolled device. The Workspace ONE Tunnel assigned in the previous exercises should install automatically during enroliment. As
part of testing, the applications defined in the Device Traffic Rules should be deployed as described in Deploying Third-Party
macOS Applications: VMware Workspace ONE Operational Tutorial.

As a reminder, the prerequisites for testing Per-App Tunnel on macOS include the following:
e Tunnel Edge Service configured on Unified Access Gateway
e Device Traffic Rules configured in Workspace ONE UEM

e Workspace ONE Tunnel and additional apps defined in Define Traffic Rules deployed to an enrolled device running
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macOS

e A valid endpoint that is not accessible to the apps on the device except via per-app Tunnel

Validate Per-App Tunnel based on Device Rules

1. Open an app specified in a Device Traffic Rule and ensure the application attempts to connect to the mapped domain
name(s).

2. Open an app that is not specified in a Device Traffic Rule, such as Safari (which will not adhere to the default Device
Traffic Rule due to the wildcard mapping). Ensure the same mapped domain name does not work.

@ Firefox File Edit View History Bookmarks Tools Window,

IS Windows Server

C o @ aappweb.aapp.

Re =R Windows Server

ﬂ[ Internet Information Services

Safari Can't Find the
Server

aappwe vjuc.com

P % n o »

Safari can’t open the page

“aappweb.aapp.b n" because Welcome Bienvenue  Tervetuloa
Safari can't find the server
“aappweb.aap com™

&3z% Benvenuto  #u0

-‘ ] b'. Bienvenido Hos geldiniz | onxan oona

Bem-vindo L)
KetAwg

In the section of this tutorial where device traffic rules were created for macQS, Firefox was the allowed application. In the
screenshot, note that Firefox is launched and attempted connection to an approved (wildcard) destination (#1). Also, observe that
Safari (which was not granted access to the tunnel) cannot connect to the endpoint.

Extending Tunnel Configuration for Kerberos SSO Extension in macOS

With macOS Catalina, Apple introduced a new single sign-on (SSO) extension framework and included a built-in Kerberos SSO
extension. The Kerberos SSO extension syncs passwords between a user's account in Active Directory and the local macOS
account. It also brings Kerberos SSO functionality directly into the OS via MDM-manageable payloads. This tutorial aims to help
experienced Workspace ONE administrators to configure the Kerberos SSO extension for macOS Catalina, and enable off-network
access for the extension through per-app tunneling.

IMPORTANT: This document is provided as a courtesy to aid anyone wishing to test the functionality. This document was created
around the time macOS Catalina was released. Kerberos Ticketing worked as expected at that time, but the Kerberos SSO
Extension had a known bug that prevented AD password sync and change over per-app tunnel. Since then, the Kerberos SSO
Extension has continued to work for network-connected devices.

However, Kerberos SSO over per-app tunneling has been in varying states of functioning depending on major, minor, and
development builds of the OS. We encourage customers interested in this functionality to test and file feedback with Apple
(using Apple's Feedback Assistant) and also with VMware.

Software Prerequisites Configuration Prerequisites

Before using this section of the tutorial, Workspace

ONE administrators must ensure the following Before using this section of the tutorial, Workspace ONE administrators must complete the following types of

software version prerequisites are met: configurations within their environment:

» Workspace ONE UEM version 2302+ * Microsoft Active Directory

* macOS Catalina 10.15.0+ * Internal Websites or applications configured for Kerberos Authentication

Optionally, if configuring the SSO Extension to use - Microsoft IIS should be configured for Windows Authentication with Negotiate as the primary enabled
Per-App Tunnel, administrators should meet these provider. When connecting to the IIS-hosted site from a web browser configured in the Device Traffic
additional prerequisites: Rule, the browser should prompt for Username/Password prior to completion of this section as macOS

¢ Unified Access Gateway 3.8+ should have no Kerberos awareness.

* VMware Tunnel app for macOS version 4.1+
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Validate No Pre-existing Kerberos Tickets
1. Press CMD+SpaceBar (8+Space) and enter terminal into the Finder window.
. Select Terminal to open Terminal.app.

2
3. Enter klist and press Return on the keyboard.
4. Ensure that there are no Kerberos Tickets and the command returns No credentials cache file found.

O ® & at —-zsh —80x14
Last login: Wed Jap B4:04:47 on ttys@od 8
atPat-Mac-G8wWM ~ % klist

klist: krbS_cc_gat_gnnc:Lpal(Nc credentials cache file found )
atPat-Mac-GBWM ~ % ||

Validate Kerberos Application or Website Fails
1. Launch an application which should be Kerberos-enabled. If using a website, browse to the Kerberos-enabled website.

*  New Tab x

\{ aappweb.a c.com

e Authentication Required

hitp:ffaappy weuc.com is requesting your
username and password.

User Name: |

Password;

cancel (D

2. Note that authentication either fails (as there are no Kerberos tickets) or reverts to a non-Kerberos authentication type
(such as certificate authentication or username/password).

Define the Kerberos Extension in Device Traffic Rules

To connect the SSO Kerberos Extension over Per-App Tunnel, you must add the appropriate device traffic rules to the Tunnel
configuration to support this. This section covers how to add the appropriate device traffic rules.

1. Access configurations.
a. In the Workspace ONE UEM console, click Groups and Settings.

b. Click Configurations.
2. Scroll through the list of configurations and select Tunnel.
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Groups & Settings

Configurations 7 . %

Establish the foundational settings, customizations and integrations to provide employees with the
resources they need to drive your business forward.

Q, Enter a name or category

Name Category

> Syslog Integration Logging Troubleshooting

> Terms of Use ( Compliance Customization ) ( Enroliment

> A‘pps .ri.e.r.wmrk | “S@cure‘E‘l"ows:ng Secur\;y ) +.1 |

> VPD_Mar_laQEd | :App Management‘ Apple‘ || Apps .Mac App Store‘ ] +é
Distribution

> Windows | BYOD Corporate Devices Enraliment Platform Setup +1 )
Auto- o o - &
Discovery

> Windows Dell b‘e“l‘l‘int‘egr.‘at\::n Enro‘i?men‘tﬂ | i).iat"f.orm"éet.up .F.Dr-ot./'.“s.i.or{ing +i v
Auto- & -
Enroliment

LY AL e — = —

1-39 of 39 tems

3. Edit Device Traffic Rule sets.
a. From within the Device Traffic Rules information block on the Tunnel Configuration page, click Edit.
4. Add or modify device traffic rule set.

Manage Traffic Assignments

Manage the available Device Traffic Rule sets.

ADD

Assignment Name Number of rules Default

CLOSE

Introduced in Workspace ONE UEM 2011, Device Traffic Rule Sets expand the functionality of device traffic rules allowing
for granular assignment of rule sets to different groups of users and devices. Device Traffic Rule Sets are assigned when
creating the per-app VPN profile in a later step.

To get started with Device Traffic Rule Sets, perform the following in the Manage Traffic Assignments screen:
a. If no other Device Traffic Rule Sets exist (or a new rule set is required), click Add to create a new Device Traffic
Rule Set.
b. If modifications to an existing rule set are required, click the Device Traffic Rule Set name.
5. Enter a name for the Device Traffic Rule Set (or if necessary, modify the name of an existing rule set).
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Device Traffic Rules

Assignment Name

Add rules to Tunnel, Block or Bypass the network traffic using VMware Tunnel

| acorue | | manase appucaTions
BYPASS
Rank
A Application Action Destination
@ oplication o estination (T)
TUREL *corp local
(TWeb - Workspace ONE - (05
[ Microsoft Edge - WinRT X
Chrome » WinRT = |
IE 32 bits. - WinRT =
intgrnat Expiorar - WinRT %
i ®
BLOGK “facebook.com,
*downdoad.com,
3 *
[ Mizrosoft Edge - WinRT x chn.com

Chrome - WinRT =
IE 32 bits - WinRT  x

internet Explores - WimRT

3 Al Other Apps BYPASS

CANCEL

6. Click Manage Applications.
Click Add to add a new application for device traffic rules.
8. Define the application.

=~

Add Application X

Add application details for setting app traffic policies.

Platform * macOs

Friendly Name * Kerberos SSO Extension

Package ID * com.apple. AppS50Kerberos.KerberosExtension

Designated Requirement ° identifier "com.apple. AppSSOKerberos.KerberosExte @
Path [System/Library/PrivateFrameworks/AppSSOKerber @

a. Select macOS for Platform.

b. Enter the friendly name of the application, for example, Kerberos SS0 Extension. The friendly name is displayed
in the Device Traffic Rule.

c. Enter the application's package id (com.apple.AppSSOKerberos.KerberosExtension), which is the Identifier value
displayed by running the command:

codesign -dv --entitlements -
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/System/Library/PrivateFrameworks/AppSSOKerberos.framework/Plugins/KerberosExtension.appex/Contents/Mac
0S/KerberosExtension

d. Enter the application's Designated Requirement (identifier "com.apple.AppSSOKerberos.KerberosExtension"
and anchor apple), which is displayed to the right of the => sign of the following command:

codesign -d -r -
/System/Library/PrivateFrameworks/AppSSOKerberos.framework/Plugins/KerberosExtension.appex/Contents/Mac
OS/KerberosExtension

e. Enter the following path:

/System/Library/PrivateFrameworks/AppSSOKerberos.framework/Plugins/KerberosExtension.appex/Contents/Mac
0OS/KerberosExtension
f. Click Save.
9. Define additional applications (macOS BigSur and later).

For macQOS Big Sur and later, follow the same process defined in Add macOS Application to Rule Builder and Define the
Application, configure these additional applications. These additional configurations allow the full functionality of the
Kerberos SSO Extension with regards to Active Directory password sync and change.

AppSSOAgent:
a. Platform: macos
b. Friendly Name: Kerberos SSO AppSSOAgent
c. Package ID: com.apple.AppSSOAgent
d. Designated Requirement: identifier "com.apple.AppSSOAgent" and anchor apple

e. Path:
/System/Library/PrivateFrameworks/AppSSO. framework/Support/AppSSOAgent.app/Contents/
Mac0S/AppSSOAgent
KerberosMenuExtra:

f. Platform: macos
g. Friendly Name: Kerberos SSO KerberosMenuExtra
h. Package ID: com.apple.KerberosMenuExtra
i. Designated Requirement: identifier "com.apple.KerberosMenuExtra" and anchor apple
j. <No Path Required>
10. Add device traffic rule.
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Device Traffic Rules

Assignment Name
Defauit

Add rules to Tunnel, Block or Bypass the network traffic using ViMware Tunnel

Ii ADD RULE |I MANAGE APPLICATIONS |
M

Rank
()  Aeelicaton Action Destination (T}

I t I TUMNMEL aag IWeLUC.Com, 5
1 -] cam

IE 32 bits - WinRT

test - WInRT
Internet Explarer - WinAT

testing - WInRT

Kerberos 550 KerberosMenuExtra - .-
Kerberos S50 Extension - macOSs

Kerberos S50 AppSSOAgent - macds

Microsoft Edge Beta - macOS
Fiedox Browser - macQs

Al Applications

z

Y BLOCK “acenock com,
*dowinload.com,
‘can.com

“Microsoft Edge - WinRT %
‘Chrome - WinRT = | ( IE 32 bits - WRRT % )

. Antannet Exolorar - WmRT = )

E] All Other Apps BYPASS

CANCEL

a. Click Add Rule.
b. Click the down arrow in the Application column of the new device traffic rule.
c. Select the three Kerberos SSO Extension apps you defined in the previous steps:
i. com.apple.AppSSOKerberos.KerberosExtension
ii. com.apple.AppSSOAgent
iii. com.apple.KerberosMenuExtra
d. Select Tunnel as the action.
e. Configure destination domain names (include wildcards if needed) that match your domain controllers.
f. Click Save and Publish.

Configure Kerberos Profile Payload
Next, create the Kerberos profile and configure the SSO extension payload.

1.
2.
3.

Click Add and click Profile.

Select macOS.

Select User Profile.

Note: The SSO Extension payload is available in both the User and Device context as of Workspace ONE UEM 2011 and
later. The choice to use User Profile versus Device Profile will primarily be driven by the certificate used in the payload. In
most cases, the certificate/credential should be used from the login keychain, and the Workspace ONE UEM administrator
should use a User profile. Otherwise, choose Device Profile to use a certificate/credential from the system keychain.
Configure General Profile details.
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macOS Add a New Apple macQS Profile %

e
PaSSCOdE g

Network
Warsion
VPN
Credentials Description
SCEP
Deployment Managed »
Dock

Restrictions Assignment Type )

Softare Update Allow Removal Always v

Parental Controls

Mana -
Directory anaged By Ti-Apple

Security & Privacy

Smart Groups #7 All Devices (TH-Apple)
Kernel Extension
Policy

Privacy Preferences

Exclusions YES
Disk Encryption

Login ltems

| VIEW DEVICE ASSIGNMENT

Login Window

Additional Assignment

Energy Saver
Criteria Enable Scheduling and install only during selected time periods

Time Machine
Finder
Accessibility

Printing

a. Enter a name for the profile, for example, Kerberos SSO Extension.

b. Select Auto as the Assignment Type.

c. Select one or more Smart Groups to assign the SSO Extension profile (or create a new smart group).
5. Configure SSO extension payload.

macOS Add a New Apple macQS Profile

s

General

Associated Domains

S50 Extension

550 Extension

a. Search for the SSO payload.
b. Click SSO Extension.
c. Click Configure.
6. Modify and save SSO extension payload.
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‘ Find Payload ‘

Network
VPN
Email

Exchange Web
Services

LDAP

CalDAV

CardDAV

Web Clips
Credentials (1]
SCEP

Dock

Restrictions
Parental Controls
Security & Privacy
Login Items

Finder

Accessibility
Printing

Messages

Proxies

Mobility

Associated Domains
Managed Domains
Skip Setup Assistant
Content Filter
AirPlay Mirroring
AirPrint

Xsan

Custom Settings

macOS Add a New Apple macOS Profile

SSO Extension

Configure the SSO extension for specific apps on your devices.

(O Generid @ Kerberos

Extension Type*

Active Directory Realm * [AAPP C.COM
Domains l aapp fc.com
o

©

Use Site Auto-Discovery Disabled

(O Enabled (@ Disabled

Allow Automatic Login Disabled CD

Require User Touch ID or
Password

Certificate Certificate #1

Allowed Bundle IDs org mozilla firefox

D
© a0 | (D

Password Settings

Allow Password Change @ Enabled (O Disabled [7\

G

Sync Local Password @ Enabled () Disabled (

e

Match AD Password @ Enabled O Disabled (
Complexity

©

Password Change Message

X

macOS 11+

® 0O

a. Select Kerberos for Extension Type.

n o

example, aapp.xxxx.com.

TQ 0

allowed, click Add to add additional bundle IDs.
i. Select whether to allow users to initiate directory password changes from the extension.
j. Select whether to keep the local macOS user account password synchronized with the Active Directory account

password.

k. Select whether passwords must meet Active Directory's definition of complex.

SAVE AND PUBLISH CANCEL

VA

Enter the Active Directory Realm (in capital letters) where the user logs in. For example, AAPP. XXXX. COM.
Enter the Active Directory hosts and domains that can be authenticated through the extension. For

Select whether the extension should use active directory and DNS to discover its AD site.

Select whether the extension should save passwords to the keychain.

Select whether the user should be required to use biometrics or a password to use the keychain.

Select the Certificate Credential that should be used for authenticating in the SSO Extension.

Enter a list of application Bundle IDs allowed to use the Kerberos Ticket Granting Ticket. If more than one app is

|. Optionally, scroll down to configure additional parameters with regards to password settings.
m. Click Save and Publish.
7. Click Publish to publish the SSO extension profile.

Validate Kerberos Tickets

Finally, log in to Kerberos and confirm that the Kerberos credentials are obtained over Per-App VPN by the Kerberos SSO
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Extension.

1. Log in to Kerberos extension.

Domain: AAPE

lUsername:

Password: ||

Opiens @ Conce

a. Click the extension (key icon) in the menu bar.
b. Click Sign In.
c. Enter a user's username and password.
d. Click Sign In.
2. Click Yes to accept automatic sign-in.
3. Rerun klist command.

LR 7 at—-zsh— 80x14

|at@at-Mac-BEwM ~ § klist
Credentials cache: w207 4430 2B-4F55-A17C-FB63297D1AGA
Principal: at@AAPP. .COM

Issued Expires Principal
Jan 22 12:37:44 2028 Jan 22 22:37:44 2020 krbtgt/AAPP MIAAPP.BETA

a. In Terminal.app, enter klist and press return.
b. Observe the Kerberos Credential obtained over Per-App VPN by the built-in macOS Catalina Kerberos SSO
Extension.
4. Validate Kerberos-enabled application or website.

115 Windows Server

ER Windows Server

Internet Information Services

Welcome Bienvenue | Tervetuloa

a. Launch an application which is Kerberos-enabled. If using a website, browse to the Kerberos-enabled website.
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b. Note the application or website is authenticated without any intervention from the user (no certificate chooser or
username/password prompt).
Note: Some applications may require additional configuration to enable Kerberos Authentication. Google Chrome and Firefox also
require additional configuration to enable Kerberos Authentication.

For Firefox:

1. Open Firefox and enter about:config in the address bar.
2. Search for negotiate and then double-click network.negotiate-auth.trust-uris.
3. Enter a comma-separated list of domain names that should be enabled for Kerberos Authentication and click Ok.
4. Open a new tab and re-try the Kerberos-enabled website.
For Google Chrome:

1. Create a Custom Settings payload in a User Profile for the device, targeting com.google.Chrome as the PayloadType.
2. Include the following keys in your settings:

<key>AuthServerWhitelist</key>

<string>*.domain.name</string>

<key>AuthNegotiateDelegateWhitelist</key>

<string>*.domain.name</string>

Caution: Some apps spawn helper applications to assist with background tasks. In these cases, the helper apps may be making
DNS calls or performing other network tasks requiring the Per-App Tunnel but may not be part of a device traffic rule. One
particular example of this is Google Chrome, which performs network functions outside the Google Chrome.app process. In this
case, the helper application must be added to the device traffic rule, otherwise, specific settings are required to be changed client-
side within the application.

As an example, to validate Kerberos-enabled websites in Google Chrome using Per-App Tunnel, perform the following:

1. In the URL field, enter chrome://flags

2. Search for network in the Search flags text box.

3. Set Runs network service in-process to Enabled and relaunch Google Chrome before proceeding with testing.
This small change allows Google Chrome to leverage the Per-App Tunnel for connectivity required to query DNS and obtain
Kerberos tickets. At the time of writing, the ForceNetworkinProcess key was not available in Chrome for macOS and must be
enabled by the individual user.

Troubleshooting Workspace ONE Tunnel on macOS

If a Per-App Tunnel problem occurs on macQOS, there are a number of places to troubleshoot. This section of the tutorial covers
where to troubleshoot on macOS at a high level. Depending on the problem, there might be steps that should be performed on the
Unified Access Gateway. However, troubleshooting the Unified Access Gateway is outside the scope of this tutorial. Workspace
ONE UEM administrators should contact VMware Support for assistance when troubleshooting Per-App Tunnel, Workspace ONE
Tunnel, or the Unified Access Gateway.

This section covers a high-level set of initial troubleshooting steps.

To begin, open Workspace ONE Tunnel. Click Launchpad and click VMware Tunnel.
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Ensure Tunnel is Configured
1. Ensure that the Device Configured status shows Configured. This indicates that Workspace ONE Tunnel has received
configuration data from Workspace ONE UEM. If the status is not configured, try one of the following:

Device Internet Enterprise Network

Configured Connected Connected

a. Check the Device Traffic Rules and Save and Publish the rules again.
b. Check the last seen value for the device in the Workspace ONE UEM console. Is the device communicating with

Workspace ONE UEM?
¢. Validate that other MDM commands are being sent to the device. Create an assignment (smart) group containing
the single device and attempt to send it a new profile payload.
2. Ensure that the Internet status shows Connected. If Tunnel cannot connect to the Internet, it probably cannot connect to

the Unified Access Gateway.
a. Validate that the device has a working Ethernet or Wi-Fi connection (IP address, subnet mask, gateway, and DNS

addresses are present).
b. Validate DNS resolution: Open Terminal and enter nslookup uag.fully.qualified.domain to ensure that an IP

address is resolved.
¢. Validate Connectivity to UAG: Within Terminal, enter nc -vz uag.fully.qualified.domain uagport (such as nc -

vz uag.company.com 443).

3. Ensure that the Enterprise Network status shows Connected. If Workspace ONE Tunnel is disconnected from the
Enterprise network, apps cannot use Per-App Tunnel. This might indicate an issue with Workspace ONE Tunnel connecting
to the Unified Access Gateway or an issue with Device Traffic Rules.

The remainder of this section details how to troubleshoot Tunnel connectivity.

Validate Per-App VPN Profile
1. Click System Preferences.

VIMWare Confidential | © VMware, Inc. Document | 60



Deploying VMware Workspace ONE Tunnel: Workspace ONE Operational Tutorial
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Double-click Profiles.
Scroll through the left panel.
Click the Per-App VPN profile that was created.
Ensure that the VPN App Layer Service details are correct, especially the VPN Remote Address and the OnDemand
Enabled value.
a. If the profile is missing or misconfigured, check the profile configuration and re-push the profile to the device
from within the UEM Console Device Details view (on the Profiles tab).

bk wN

Validate Advanced Tunnel Information
1. Open the Workspace ONE Tunnel client and click the VMware Tunnel menu.
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Click Whitelisted Applications.

Verify that the list of allowlisted applications matches the settings configured in the Device Traffic Rules.
From the VMware Tunnel menu (#1), click Diagnostics.

Click Enable Debug to get verbose i
Review Diagnostics information.

nformation.

Click Disable Debug when troubleshooting is complete.

Review Tunnel-Related Unified Logging
1. Press CMD+SpaceBar (+Space) and enter console into the Finder window.

2.

3. Enter process:mac0SAppProxyProvider into the search bar and press Return on the keyboard.

@ Console File
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Select the Console application.

4. Without clearing the contents of the search bar, add an additional filter parameter by adding process:VMware Tunnel into
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the search bar and press Return on the keyboard.
5. Click the Action menu and confirm that Include Info Messages and Include Debug Messages are selected.
6. Review the logging produced within the Console application.
Tip: If the console filters do not provide any meaningful data, you can optionally attempt to view information and debug messages
from entire subsystems. Some filters that may help include:

® process:mac0SAppProxyProvider
® any:com.vmware.macos-tunnel
Also, if troubleshooting Kerberos over the Per-App Tunnel, you can include the following console filters:
® subsystem:com.apple.appsso
® subsystem:com.apple.appssokerberosextension

The following Terminal command might provide meaningful output:  log stream --debug --predicate '(subsystem ==
"com.apple.Heimdal") OR (subsystem == "com.apple.AppSS0") OR (subsystem == "org.h5l.gss") OR (subsystem ==
"com.apple.network") OR (process == "VMware Tunnel") '

General VPN Network Extension Troubleshooting

Per Apple's Developer Website (requires login), you can use the following commands to gather additional data from the VPN
(Network Extension):

® sudo defaults write /Library/Preferences/com.apple.networkextension.control.plist LogToFile -boolean true
® sudo defaults write /Library/Preferences/com.apple.networkextension.control.plist LogLevel -int 7

Reproduce the issue and then enter this command in Terminal.app:

® /System/Library/Frameworks/SystemConfiguration.framework/Resources/get-mobility-info

You should find additional information in the resulting get-mobility-info output file.
You can later deactivate the logging by issuing the following commands:

® sudo defaults delete /Library/Preferences/com.apple.networkextension.control.plist LogToFile

® sudo defaults delete /Library/Preferences/com.apple.networkextension.control.plist LogLevel
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Deploying Workspace ONE Tunnel for Windows Desktop

Per-App Tunneling helps users to access critical information using applications on their devices from their devices. Mobile flows
help users perform business-critical tasks from a single app — streamlining the user experience.

Leveraging Per-App Tunnel allows you to control which applications are on a device and what internal resources the applications
have access to by automatically activating or deactivating Per-App VPN access, based on which applications are active. By
enabling remote access, you no longer need to provide a device-wide VPN on your devices, which can allow unintended or
unauthorized apps or processes to access your VPN. In this tutorial, you configure and deploy VMware Workspace ONE Tunnel to
enable the Per-App Tunnel component on managed devices.

These exercises involve the following components:

e Workspace ONE Tunnel - The app used on the device to securely connect to the Unified Access Gateway to provide Per-
App Tunnel functionality, also referred to as Tunnel Client.

e Unified Access Gateway - The virtual appliance where the VMware Tunnel edge service is installed, and to which the
tunnel client connects.

e Per-App Tunnel - Component of VMware Tunnel edge service for connecting to a secure tunnel channel on a per-
application basis, which is controlled and configured by the VPN profile payload and Device Traffic Rules.

e Per-App VPN Profile and Device Traffic Rules - The Workspace ONE UEM configuration is pushed to the device that
contains the Per-App Tunnel configurations. Every time a specified application is opened, the Workspace ONE Tunnel
client evaluates the Device Traffic Rules assigned to it before making any routing decisions and establishes a Per-App
tunnel connection with the Unified Access Gateway based on the Per-App VPN Profile configuration.

High-Level Architecture

Workspace ONE Tunnel Desktop Application
Example of Per-App VPN Remote Access

Besnabo Boskdon
Conneciions

g Fler Spsteam , E
. :':u Intemal Wbsites:
Chiresie Hroiwsas Internet 78 *  SharePomt
Chirceme Mrow G‘ 1 i i ; Wikis
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femate Turmed & [ ] RN
Desktop e Deston ]
Cliard Appbcation il  Unified Access Gateway
Wit Turmed
Ecige seérvioe) 1
I T — I b m Infesrial Files shares:
‘m— i
'l v

= Melwork Home Dinves
= Metwork Shared Drives

The device contains the applications required by the end-user to perform their daily job. Some applications require access to
internal resources to function. Those applications, based on Per-App VPN configuration, use Workspace ONE Tunnel which
communicates with the Tunnel Service on Unified Access Gateway hosted on the DMZ, to validate if the device requesting access
is in compliance or not before authorizing access through the internal resource.

Prerequisites

Before you can perform the steps in this exercise, you must have the following components installed and configured:
e Workspace ONE UEM 2203+
e Windows 10 1704+ or Windows 11+ enrolled in Workspace ONE UEM

e Latest version of the Workspace ONE Tunnel Desktop Application
o Download the installer file: Workspace ONE Tunnel

o For more information, see Supported Platforms for VMware Workspace ONE Tunnel
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e VPN tunnel must be configured before you can add it as an application

Note: See VMware Workspace ONE Tunnel for Windows Release Notes for updates to the client.

Configuring Device Traffic Rules for Windows

This exercise outlines how to configure device traffic rules for Windows. Before you start this section, read the Device Traffic Rules

chapter for a better understanding of how device traffic rules are managed by Workspace ONE Tunnel.

For this example, the user must access internal websites, internal network file shares, and a remote desktop session. To allow
secure access, you configure Workspace ONE Tunnel to allow only the applications required.

In this exercise, you configure the following:

e Internal web browser access - defining Chrome as the application
e Internal network file shares - allowing system access
e Remote Desktop Session Connection - defining Microsoft Remote Desktop client as the application

Note: Domain values used in this section are examples only. Your values will differ.

1. Access configurations.

a. In the Workspace ONE UEM console, click Groups & Settings.

b. Click Configurations.

2. Scroll through the list of configurations and select Tunnel.

Groups & Settings

Configurations

resources they need to drive your business forward.

O, Enter a name or category

L

Establish the foundational settings, customizations and integrations to provide employees with the

Distribution

Auto-
Discowvery
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LY AAfinrd s — = =
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b syslog Integration Logging Troubleshooting
> Terms of Use ( Compliance Customization

> Apps .N.c.t.wor.k { ér-'_cure.B.rows:ng

> VPP Managed ( -App Management. Appl@- || Apps

> Windows ( BYOD Corporate Devices Enraliment

) (#1

v

1- 39 of 38 ltems

3. Edit Device Traffic Rule sets.

a. From within the Device Traffic Rules information block on the Tunnel Configuration page, click Edit.

4. Add or modify device traffic rule set.
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Manage Traffic Assignments

Manage the avallable Device Traffic Rule sets.

Assignment Name Number of rules Default Tunnel Mode
Default (4] Yes Per Application
CLOSE

Introduced in Workspace ONE UEM 2011, Device Traffic Rule Sets expand the functionality of device traffic rules allowing
for granular assignment of rule sets to different groups of users and devices. Device Traffic Rule Sets are assigned when

creating the per-app VPN profile in a later step.

To get started with Device Traffic Rule Sets, perform the following in the Manage Traffic Assignments screen:
a. If no other Device Traffic Rule Sets exist (or a new rule set is required), click Add to create a new Device Traffic

Rule Set.
b. If modifications to an existing rule set are required, click the Device Traffic Rule Set name.

5. Set or modify device traffic rule name and tunnel mode.

Device Traffic Rules

Assignment Name
' New Default I
Tunnel Mode

+ Per Application
Full Device

a. Enter a name for the Device Traffic Rule Set (or if necessary, modify the name of an existing rule set).

b. Set the Tunnel Mode to Per Application.
This first tutorial on Windows shows you how to configure device traffic rules based on Per-Application Tunnel Mode. After

completing the Windows tutorial return and switch the Tunnel Mode for this rule to Full Device. The Application fields will be
removed and you will be required to specify only the actions and destination domains.

6. Click Manage Applications.
7. Click Add.
8. Define the application.
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Add Application X

Add application details for setting app traffic policies.

Platform * Windows

Friendly Name * Friendly Name
—

App Type * Desktop App ~

App ldentifier * Path or PFN @

CANCEL

a. Select Windows as the Platform.

b. Enter the friendly name of the application. The friendly name is displayed in the Device Traffic Rule.

c. Select the App Type, for example, Desktop App. The App Type can be a traditional Windows application or a
Windows Store application.

d. Enter the App Identifier. For traditional Windows applications, use the File Path. For Store applications, you must
enter the Package Family Name or PFN. You can use the PowerShell command Get-AppxPackage to find the PFN.
For more information, see Microsoft Docs: Find a package family name (PFN) for per-app VPN.

9. Add Chrome Web browser access.

Add Application %

Add application details for setting app traffic policies.

Platform * Windows

Friendly Name  * Google Chrome

App Type © Desktop App

App Identifier * C\Program Files (x86)\Google\Chrome\Application\chrc @

i

a. In this example, the Chrome application is defined under the Program Files (x86) path. The App Identifier value
should contain the full path where the EXE file is located on the Windows machine.
b. The screenshot shows that the App Identifier used for Chrome is C:\Program Files
(x86)\Google\Chrome\Application\chrome.exe
c. After you have entered the application details, click Save.
10. Add remote desktop (RDP) client.
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Add Application ¢

Add application details for setting app traffic policies.

Platform * Windows

Friendly Name * RDP

App Type * DesleD ADP N

App Identifier * C:\Windows\System32\mstsc.exe @

NG

a. Next, add the Remote Desktop client. This allows end users to connect to Remote Desktop Hosts located behind
the corporate firewall.
b. As the Remote Desktop Client is built into the Windows Operating system, the file path of the executable is
different.
c. For example, in this screenshot, the App Identifier used for the RDP client is C:\Windows\System32\mstsc.exe
d. After you have entered the application details, click Save.
11. Add SMB for network drive and printer support.

Add Application X

Add application details for setting app traffic policies.

Platform * Windows ~

Friendly Name * System

App Type * Deskiop App v

App Identifier * System @

i

a. Next, add support for tunneling SMB traffic from the system to allow users to map network shares and network
printers. This allows end users to connect to file shares and printers that are located behind the corporate
firewall.

b. As the SMB protocol is built into the Windows Operating system, the App Identifier is not an executable, instead,
you define System as the App Identifier.

c. After you have entered the application details, click Save.

12. Add more applications to device traffic rules, if required.
a. If more applications are needed for the ruleset, click Add and repeat starting at Define the Application.
b. If all the required applications have been defined, click X to close the Manage Applications window.
13. Add device traffic rule.
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Add rules to Tunnel, Block or Bypass the network traffic using VMware Tunnal

e
l| oo AuLe | [ manace appuicaTions

o
@ Application Action Destmation (T}

“TUNKEL *corplocal

(Wb - Worksnace ONE - 08

2 BLOCK “facebook.com, :
“download.com,
“enn.com
(32 oits - winkT % )
| intermat Explosed - WnRT =
3 All Qther Apps [ BYPASS g ]

CANCEL

a. Observe (and optionally modify) the default action which applies to all Windows applications.

i. Tunnel - All apps on the device configured for Per-App Tunnel send network traffic through the tunnel.
For example, set the Default Action to Tunnel to ensure all configured apps without a defined traffic rule
use the Workspace ONE Tunnel for internal communications.

ii. Block - Blocks all apps on the device configured for Per-App Tunnel from sending network traffic. For
example, set the Default Action to Block to ensure that all configured apps without a defined traffic rule
cannot send any network traffic regardless of destination.

iii. Bypass - All apps on the device configured for Per-App Tunnel bypass the tunnel and connect to the
Internet directly. For example, set the Default Action to Bypass to ensure all configured apps without a
defined traffic rule bypass the Workspace ONE Tunnel to access their destination directly.

b. Click Add Device Traffic Rule.
14. Build device traffic rule.
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Rank

@

I soorue |'| MANAGE APPLICATIONS

Appiication

0

Add rules to Tunnel, Block or Bypass the network traffic using WMware Tunnel

Destination (I}

'ﬂ System - WinRT

B Microsoft Edge - WinRT
B chrome - WinRT

ROP Client - WinRT

] IE 32 bits - WinRT

|j Internet Explorer - WinRT

E] Kerberos 850 Extension - macQs

[C] Kerberos 550 AppSSOAgent - macOs

B Microsoft Edge Beta - macOs

Eoge - WinaT x _';.

TUNNEL

TUNNEL

BYPASS

BLOCK

PROXY

[T kerberos S50 KerberosMenuExtra - m.

( Chreme - WinRT x ) ( ROE CLient - WinRT

(
€
(
(T Microsert Eoge Beta - macOs x|

(" Firetox Browser - macos = )

TUNMEL

*airwlab.com

| L -
* rarn IR

CANCEL SAVE | SAVE AND PUBLISH

a. Inthe newly created traffic rule, Click the down arrow to display the Application list.

b. Select one or more triggering applications to control with this rule. All Applications not applicable to Windows.

c. Select the Appropriate Action for Workspace ONE Tunnel to perform on traffic from the selected apps - For this
exercise, select Tunnel.

i. Tunnel - Sends app network traffic for specified domains through the tunnel to your internal network.

ii. Block - Blocks all traffic sent to specified domains.

Traffic Rules for your organization.

ii. Bypass - Bypasses the Workspace ONE Tunnel so the application accesses specified domains directly.
iv. Proxy - Redirect traffic to the specified HTTPS proxy for the listed domains. The proxy must be HTTPS

and must follow the correct format: https://example.com:port.

v. Note: Proxy is not yet supported using the Workspace ONE Tunnel Desktop Application.

d. Enter one or more comma-separated fully qualified domain names as destinations to which Workspace ONE
Tunnel should apply the Device Traffic Rule. A single asterisk (*) can be used as a wild card for subdomains.

e. If necessary, adjust the Device Traffic Rules rank in the list. Lower-numbered rank is the highest priority.

f. If necessary, click Add Rule and repeat Build Device Traffic Rule until you have added all the necessary Device

g. Click Save.
For more information on the formats (wildcards, IP, ports) allowed into the Destination field, see the Device Traffic Rules
Destination formats supported chapter.

Note: For Windows Desktop devices, if Enhanced Domain Resolution is not enabled on the Per-App VPN profile, the domains added
to the destination must also be added to the list of domains part of the DNS Resolution via Tunnel Gateway.

15. Review the summary of the device traffic rule configurations.
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Add rules to Tunnel, Block or Bypass the network traffic using VMware Tunnel

| ADD RULE | | MAMAGE APPLICATIONS
Rank
Application Action Destination (T}
TUNNEL e *.corp.jocal, =
* airwiab.com
(" Web - Workspace ONE-105 X )
(" microson Edge--WInRT x )
P r— e —— e
“WInRT % )
(" internst Explarer - WinRT )
2 R *
3 BLOCK facebook.com,

*download.com,
*cnn.com

" Microsoft Edge - WinAT % )

(" Chrome - WiRRT % )

((E3zBits-WinRT x )

(1] internet Explorer - WINRT x|

Al

All Gther Apps BYPASS

CANCEL SAVE SAVE AND PUBLISH

a. The Application list contains triggering applications Chrome, Remote Desktop, and System.
i. The applications appear in the following format: Application Friendly Name - UEM Organization
Group - Platform
1. Google Chrome - ACME Corp - WinRT
2. RDP - ACME Corp - WinRT
3. System - ACME Corp - WinRT
b. The Appropriate Action for Workspace ONE Tunnel to perform is Tunnel.
i. Tunnel - Sends app network traffic for specified domains through the tunnel to your internal network
ii. Destination - For this example, the domains are *.corp.local and *.airwlab.com
¢. Optional - You can also configure Device Traffic Rules to Block.
i. In this example, Chrome is set to block domains *.cnn.com, *.facebook.com, and *.match.com.

Distributing Workspace ONE Tunnel for Windows
In this exercise, you deploy the Workspace ONE Tunnel Desktop Application on Windows 10 devices.

Note: The Per-App VPN profile should already be configured as part of the Prerequisites.
1. Download the Workspace ONE Tunnel desktop installer.
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Workspace ONE Products 1]

VIEW ALL
airwatch A 4 <> o
AirWatch Relay App Wrapping Assist For Horizon Digital Experience Pull Service

e K2
N @

VMware Email VMware Unified Workspace ONE Workspace ONE
Notification Service 2 Access Gateway Admin Assistant Tool AirLift

&

Secure Email Gateway

a. Navigate to https://my.workspaceone.com/products and log in with your VMware Customer Connect credentials.
b. Click View All.
2. Scroll to the end of the page and select Workspace ONE Tunnel.

2 2 Q@ e ©

-
Workspace ONE Send Workﬁs:;; B Workspace ONE UEM Workspace ONE Web Workspi;cuebONE AR

3. Select platform and version.

Workspace ONE Tunnel

l ' l Enable your workforce with seamiess and secure access to their work resources. Workspace ONE Tunnel connects users to their
applications, sites and files while maintaining privacy and minimizing user interaction. You can configure Tunnel per-application for your

favorite browser, store app or internally developed app. Tunnel provides TLS encryption and split-tunneling to support everything from high-
security to sensitive BYOD scenarios. PLEASE NOTE: Connecting Tunnel to your network should be performed using the Unified Access
v

Select a platform* Select an app version® Filter by Console Version®

--Select-- o) --Select-- ¢ --Select-- S

a. Select Windows as the platform.
b. Select the Latest version for the Workspace ONE Tunnel Desktop Application.
c. Filter by console version.
d. Select Install and Upgrades tab for a link to the download.
After you have Accepted the Terms of Use, the download should begin immediately.

Tip: It is helpful to have all Installation files pre-downloaded on your local machine, ready to upload into Workspace ONE UEM.

To improve user experience, have the application icons and screenshots of the application ready for the Application catalog.

4. Upload Tunnel application into Workspace ONE UEM.
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@ Workspace ONE UEM

FREESTYLE

MONITOR

Q

DEVICES

RESOURCES

® Qo0 oo

f.

Apps v Resources » Apps

Native . :
e TRV
Web Links
) Public Purchased
Settings >

Profiles & Baselines > e ) W
Device Updates -
¥ Icon Application File
Sensors From Enterprise App Repository
Scripts "
p v |7} P

V ACME Corp

Time Windows
7-Zi

o > Ol p

Orders >
Acrobat Reader DC
M ACME Corp
In the Workspace ONE UEM console, click Resources.
Select Internal Application.
Click Add > Application File and Upload.
Browse for the Workspace ONE Tunnel EXE installer file and click Save.

Select No for Is this a dependency app?.
Click Continue.

5. On the Details tab, enter a name. For example, Workspace ONE Tunnel.

i

-------

Default sche

Edit Application - VMware Workspace ONE Tunnel 1.2 for Win10_Desktop.exe v 1.0.0

Deployment Options. Images  Terms of Use

[Workspace OME Tunnel o] ]

me No Protaos] Shemes A Avalisble

m e

6. On the Files tab, Scroll down to find the App Uninstall Process section. For VMware Tunnel, enter VMware Workspace

ONE Tunnel 1.2 for Winl0@ Desktop.exe /uninstall /Passive as the Uninstall Command.
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mm Edit Application - VMware Workspace ONE Tunnel 1.2 for Win10_Desktop.exe v 1.0.0
L1 |

internal Managed By ACME Corp | Application ID: {3aTfe20b.Rasd.4d0a.080 304 2cABS3450) | App Size- 21629 K8

Desails Deployment Options Images Terms of Use

Application Fie ™ VMware Workspace ONE Tunnsl 1.2 for Win1 0_Deskiop exe

App D

D Mo Dependencies files were found far this organzation group. If you wish to deplay other applications before installing this app. please upload the dependent files a5 saparate applications and come back to
this pege.

> App

> App Patches

App Uninstail Process

(@ upload any scripts to identtfy the course of actions to be run to uninztall the spplication.

custom script Type * m INPUT

uninsal Command ¥ [ Wlmare Workspace ONE Tunnel 1.2 for Win10_Deskiop.gag /uninstail Passive ]

SAVE & ASSIGH CANCEL

7. Configure the Deployment Options tab.

mm Edit Application - VMware Warkspace ONE Tunnel 1.2 for Win10_Desktop.exe v 1.0.0
m

internal | MWanaged By: ACME Corp | Application ID: {387fe2db-Bae4-4dbs-59d3-042c88753850) | App Size: 21629 KB

Details Files Deployment Options Images Terms of Use

| When To Install l

Data Contingencles © w0 | (D

Disk Space Required 0 Ble -« o
| ~

Device Power Required o =10

RAM Required o t:'l . . @

a. Select the Deployment Options tab.
b. Locate the When to Install section.
c. Configure any minimum requirements for the following:
i. Data Contingencies - Use where criteria type needs to check for existing/non-
existing Applications, Files or Registry Keys.
ii. Disk Space Required - Which specifies the amount of disk space the device must have available to install
the application.
iii. Device Power Required - Which specifies the battery power, in percentage, that the device must have to
install the application.
iv. RAM Required - Which specifies the amount of RAM the device must have to install the application.
8. Find the Install command options.

Some application installers may contain help options. Find help options by running the application file and
adding /help or /? to the end of the file.

The following steps demonstrate how to run these commands.
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a. Find the installer file.

Open

< FRun a5 administrator
Run a5 different user

@ Import to Grammarly
Troubleshoot compatibility
Run with graphics processor

Pinto Start
Share
View online

Ahways keep on this device

Free up snice Hold
SHIFT + Right Click

7-Zip

CRC SHA

Edit with Notepad++
Give access to

Pin to tackbar

Copy as path
Kestore previous yersions
Send to

Cut

Copy

Paste

Create shortcut
Delete

Rename

Properties

b. Hold SHIFT + Right-click the installer file.
¢. Hold Select Copy As Path.
d. Open Command Prompt.

.exe File
Location

e. Paste in the installer file location, adding /help or /? to the end.

f. This should show a dialog box to show supported installation commands.
The results of running the command are shown in the screenshot. This example shows the supported Workspace ONE Tunnel
Desktop Application Install parameters.

9. Define How to Install.
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mm Edit Application - VMware Workspace ONE Tunnel 1.2 for Win10_Desktop.exe v 1.0.0

sneges Sy ACME Corp | Application 1D: [Je71e2ch-Soes-20be-0903-042<66538501 | App Sue 21629 XD

Dewsis  Fies imsges Terms of Use
-—
How To Install

Humber of days after which device 7
automatically reboots™

Retry court 3
Retry interval ¥ 5

wnstall Tmesut 60

install Context user |
install Command * Vhware Workspace ONE Tunnel 1.2 for Winio_Deskion.exe ninsiall fPecsive @ ]
(aeu:: Reszart user Engaged Restart

Instalier Reboot Exit Code 3010

instalier Success Exit Code (]

anooo

Under Deployment Options tab, scroll down to find the How To Install section.
For the Install Command, enter VMware Workspace ONE Tunnel 1.2 for Winl0@ Desktop.exe /Install /Passive.
Ensure Admin Privileges is set to Yes.

Change Device Restart if required. This example uses User Engaged Restart. This allows the user to reboot

the machine to complete the install when the user is ready.

o

For Installer Reboot Exit Code, the supported values are 3010 and 1641.

f. For Installer Success Exit Code, the supported values are 0 and 3010.

Error Code Value Description
ERROR_SUCCESS 0 The action completed successfully.
ERROR_SUCCESS_REBOOT_INITIATED 1641 The installer has initiated a restart. This message indicates success.

A restart is required to complete the install. This message indicates
ERROR_SUCCESS REBOOT REQUIRED 3010 success. This does not include installs where the ForceReboot action is

run.

10. Define When to Call Install Complete.

‘When To Call Install Complete

Igentity Application By ™ L DIEIRC T T USING CUSTOM SCRIPT | (1)

[ 1. File exi5ts - CAProgram FilesWiMwane\Workspace ONE Tunnsl\viwereTunnel. exe ] ~,0 .

SAVE & ASSIGN CANCEL

Click Add.

o oo

Click Add.

Select File Exists for the Criteria Type.
Enter C:\Program Files\VMware\Workspace ONE Tunnel\VMwareTunnel.exe for the Path.
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11. Add the application icon.

12.

13.
14.
15.
16.

1 | Managed By ACMECorp | Appication D) (387/200-8ae4.4008-8003-0

Details Files Deplgyment Optans @ Terms of Use

ra

wnnel pog

ml Edit Application - VMware Workspace ONE Tunnel 1.2 for Win10_Desktop.exe v 1.0.0
-. .. 3-DS2eEA/3050] | App Siee 2162978

save & assicu  [EERSTHECY

Select the Images tab.
Select the Icon tab.
Click the area labeled Click or drag files here.

nocow

d. Navigate to the folder containing the Application logo, or download the provided image to use.

Set Terms of Use.
a. Select the Terms of Use tab.

b. If you decide to have a Terms of Use that your users must accept before installing applications, you can

configure that here. For this exercise, select None.
c. Click Save & Assign.
Select Assignments and click Add Assignment.
Configure the assignment.
Click Add Assignment.
Configure application distribution settings.

vmmware' Confidential | © VMware, Inc.

Document | 77



Deploying VMware Workspace ONE Tunnel: Workspace ONE Operational Tutorial

Workspace ONE - Tunnel - Assignment

Distribution

] Distribution

[Name ¥ ACME Corp ]
7

Description

(ﬂ Restrictions r';j

P
Assignment Groups  * T
(FoEcen oI x )
Deployment Begins  * 01/28/2020 &1 12:00 AM (GMT-05:00) Eastern Time (US & Canada)
App Delivery Method  * () Auto @ ©n Demand @
Allow User Install Deferral » @
Display in App Catalog () @

CANCEL SAVE

Give the application assignment a name.

Select the Select Assignment Groups search box and select an assignment group, for example, (Acme Corp).
Select On-Demand for the App Delivery Method.

Select Show for Display in App Catalog.

Navigate to the Restrictions Tab.

Enable for Make App MDM Managed if User Installed.

. Select Save then click Save and Publish.

17. Confirm that the application appears in List View.

Q@ w0 2N T

Resources » Apps

List View A x
Iinternal Public Purchased

Fllters LAYOUT ] I EXPORT ~ ] ‘Ssa'-:' List

v lcen Name Version Platform/OS/Model Renewal Date Install Status Status Source

mE  7-Zip 19.00 (x4 edition) v )
b 1 version(s; Windows Desktop/Windows
Ml scvecon Vindows .

7-Zip 19.00 (x64 editic

mm
O o =m 19.0.0 Not Applicable  Assign (] Unknown
Workspace ONE - Tunnel
. A BEEENE) Windows Desktop/Windows ...
0 [ Vindons DeskiopMindo

- Workspace ONE - Tun
Ol = 1.00 Not Applicable  View ] Unknown

Workspace ONE Assist
v - T —
J ACME Corp Windows Desktop/Windows ...
. Workspace ONE Assis
O < 520 Not Applicable  View (] Unknown

a. On the Internal applications List View, confirm that the Workspace ONE Tunnel Desktop Application is displayed.
You have successfully added the Workspace ONE Tunnel Desktop Application to Workspace ONE UEM for deployment.
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Creating Per-App VPN Profile for Windows Desktop
On Windows Desktop, VMware Tunnel can force selected applications to connect through your corporate VPN.

In this exercise, you configure the Windows Desktop profile which configures the tunnel client on the device to allow only

designated applications to access content on internal servers.
Log in to the Workspace ONE UEM console to perform the next steps.

Click Add and click Profile.
Select Windows.

Select Windows Desktop.
Select Device Profile.
Configure the General settings.

Uk wnh e

23 Windows VPN Profile

| Find Payload |
General
| General ' =
Password ‘ @ workflows that Include this profile, use the assignment and deployment sewings defined In that workflow.
Wi-Fi
VPN Name windows VPN Profils 01]
Credentials
version 25

Restrictions

Defender Exploit Description
Guard

Data Protection Deployment

Windows Hello

- 5 ASSIEnment Type Auto v
Firewall (Legacy)
bl Allow Remioval
Anti-Virus
Managed B ACME Cor
Encryption BEE P
Windows Updates
SMart Groups < All windows device (ACME Corp)
Proxy I
Start typing to add a group =%
OEM Updates
—
SCEP Exclusions

Application Control

Windows Licensing

BlIOS

additional assignment
Kiosk Criteria D Enable Scheduling and Install enly during selected time periods
Personalization

Remaoval Date MIDIYYYY

Peer Distribution

Unified Write Filter

Custom Settings 24
a. Select the General tab.
b. Enter a Name, for example, Per App VPN.
c. Select Assignment type. This example uses Auto, so devices automatically receive the policy.

d. Assign the policy to a Smart Group(s).
6. Add and configure VPN payload.
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VPN
Connection Info
Connection Name * [Corp VPN ]
Connection Type * [Workspace ONE Tunnel v ]
Server * [ ]
Device Traffic Rules Default - Default b4

Desktop Client ENABLE DISABLE

Custom Configuration

Custom Configuration XML <?xml version='1.0' encoding="utf-16'?> O
<CustomConfiguration> </CustomConfiguration>

Trusted Network Detection @

DNS Resolution via Tunnel Gateway

Enhanced Domain ENABLE DISABLE
Resolution

)
Select VPN from the payload menu and click Configure.
Enter a Connection Name for the policy, for example, Corp VPN.
Select Workspace ONE Tunnel from the Connection Type drop-down menu.
Choose the Device Traffic Rule Set (as configured in Configuring Device Traffic Rules for Windows 10) to be
assigned via this Profile Payload.
e. Select Enable for Desktop Client - This enables the Workspace ONE Tunnel Desktop Application, otherwise it will
use the Windows UWP client, no longer recommended.
f. Configure Custom Configuration XML as needed. Refer to Custom Configuration XML for Windows Desktop for
additional details on the list of Custom Configuration parameters available.
g. Select Enable for the Enhanced Domain Resolution located under DNS Resolution via Tunnel Gateway.
h. Click Save & Publish.
7. Click Publish to publish the VPN profile.

Custom Configuration XML for Windows Desktop

Custom Configuration allows the administrator to determine the behavior of the Tunnel Client on the device, from initialization
process, Ul elements and network behaviour.

eooo

As example, the following XML configuration allows the end user to turn on/off (ToggleTunnelFeature) the Tunnel from the tray
icon, and change the Tunnel connection (OnDemand) from an on-demand basis to always connected.

<?xml version="1.0" encoding="utf-16"7?>
<CustomConfiguration>
<ToggleTunnelFeature>true</ToggleTunnelFeature>
<0OnDemand>false</0OnDemand>
</CustomConfiguration>

The result of this XML configuration reflects on the Ul of the Tunnel Windows Client showing an option to enable/disable the Tunnel
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Client, and for the OnDemand connection it determine the Tunnel internal behaviour as always be connected.

Several other parameters that can be customized to change the Tunnel behavior, the following table list the custom configuration
parameters supported and their respective Tunnel Mode. For additional information visit the Configure Tunnel Profile for Windows
Desktop Client in the VMware documentation.

Custom Configuration XML tag syntax Description Tunnel Mode

Required when using Third-Party SSL certificate

Format <ServerCertSN>{Subject CN Name}</ServerCertSN> forlthe Tgnnel Server Certiﬁc?Fe-

This applies only to SAN Certificate and
For Wildcard Certificate Wildcard certificate. ) .
<ServerCertSN>*.airwlab.com</ServerCertSN> To retrieve the subject CN name: Bty el Ll Dlesiice
For SAN Certificates mention the complete Subject Alternate Name 1. Open the certificate on a Windows machine.
<ServerCertSN>tunnel.airwlab.com</ServerCertSN> 2. Select the Details tab.

3.The Subject row contains the CN of the cert.

List of DNS search domains in comma-separated

<DnsSearchDomain>domain.com</DnsSearchDomain>
values

Per-App and Full Device

List of probe URLs used by the Desktop client to
consider if it is connected to a trusted network
based on the reachability. Per-App and Full Device
Supported schemes: http:// & https:// or IP
Addresses http://10.0.0.1

<TrustedNetworkProbeUrl>https://probeurl,
http://probeurl2</TrustedNetworkProbeUrl>

Comma separated list of hostnames whose

<ExcludeFQDN>hostl.com,host2.com</ExcludeFQDN> .
¢ / 0 resolution should not be tunneled

Per-App

Default is false.

When set to true, users will be given an option
to Enable and Disable tunnel client service
OnDemand from the system tray icon.

The Tunnel Client Service will be up when the
user deactivates from the tray icon, but the
Tunnel client will not intercept any traffic. When
the user enables the Tunnel Client from the tray
icon the tunnel client will be ready to intercept
the traffic and tunnel the requests.

<ToggleTunnelFeature>true/false</ToggleTunnelFeature> Per-App and Full Device

Default is true.

When set to true, Tunnel Client will connect
when required based on incoming requests from
the apps, like user trying to browser. If there is
not traffic for 5 minutes, Tunnel Client will
disconnect automatically.

When set to false, Tunnel Client will be always
connected.

<OnDemand>true/false</0nDemand> Per-App and Full Device

Default is false.

Use this attribute to enable the Tunnel service
to start before you login. This parameter is
useful for specific domain authentication
scenarios, such as dropship provision where
Tunnel needs to start before the user logon.

<StartTunnelPreLogon>true/false</StartTunnelPreLogon> Per-App and Full Device

Per-App and Full Device

Use this attribute to prefer external DNS Note: Use the
<PreferExternalDNS>true/false</PreferExternalDNS> response over internal DNS response when DNS PreferinternalDNS or
response is received from both. PreferExternalDNS XML

code in the Configuration
XML. If both the XML
codes are used in the

Use this attribute to prefer internal DNS Configuration XML, then
<PreferInternalDNS>true/false</PreferInternalDNS> response over external DNS response when DNS | the PreferinternalDNS
response is received from both. XML code takes
precedence.
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Testing Per-App Tunnel on Windows

Now that the enrolled device has received the settings configured in the Workspace ONE UEM Console, you are ready to begin
testing the Per-App VPN functionality. The Workspace ONE Tunnel Desktop Application should be installed on your device.

In this exercise, you learn how to:

Launch an internal website with an authorized application.

Launch an internal website with an unauthorized application.

Launch a defined application and demonstrate blocked domains.

Launch an RDP session and connect to the machine on the internal network.
5. Connect to an SMB share to access file shares inside the corporate network.

W=

Launch Internal Website with an Authorized Application

@ Vhase Hand i
¢ =+ of@ne

I Apps @ atlnimnel-comar

VMware Hands-on Labs HOME

@ Pacrhoo

. oo oo ® | +
cure | atl-intranet-corpairalab.cam )o o.' 1
—

Application Access

9 Gaogle Crrame. ()]
WELCOME TO THE INTRANET HOME PAGE @ e
ath-intraret-corpairslaboom
I ' l atl-intranet.arwlsb.com
— e
“facehook com
Connected “mateh com

All other domains are unmanaged.
Aboul

VIMWAre vomssce  vIMware EUC BLOG . o

TECH ZONE

WWW. VMWARE.COM

1. Launch Chrome as a browser. Chrome was the application specified to Tunnel traffic.
2. The Workspace ONE Tunnel Desktop Application is connected and an internal web page is displayed.

3. The address used - atl-intranet-corp.airwlab.com - is specified in the Device Traffic Rules in the previous exercise.

This web page is accessible only to applications (in this use case, Chrome) defined in the policy.

Launch Internal Website with an Unauthorized Application

Next, open another web browser, such as Microsoft Edge, and navigate to an internal web page. For example, atl-intranet-

corp.airwlab.com.
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PE— x b o IE -:J [ Conttreach this page 3 l i
& (D Motsecure | alintranet-compairatab.oam e | £ O a I el intranes-conp ainwlahcom)
Appr @ atnimeicom s
O Hmimis, can't i,
b .
(4] o
WELCOME TO THE INTRANET HOME
PAGE
£ ‘worzpacs ONE Ternel
Application Access 7
e 0
= n roP Q)
| Goagle Chrame. ()
AL -
- Manaqed Domaing i
3 ati-iriranet-corg. srwlab com
Connected athirriranet srmabueom
Blocked Domains
s
*rnatehucem
All ather dormasins are unmanaged.
1
1. Launch Chrome - this is the authorized application.
2. Launch another browser - for example, Microsoft Edge.
3. The Workspace ONE Tunnel Desktop Application is connected and an internal web page is displayed.

4. The address atl-intranet-corp.airwlab.com can be resolved in Chrome, but not in Microsoft Edge.

Launch a Defined Application to Demonstrate Blocked Domains

= -ﬂ!l’lmm loginarsg X |

D e Handeontat . M| @ facehonkon x |4
& e (T facebook.com ’ T B i
S Apps " siliniranat eom e

Create an account

Facebook helps you connect and share with the

people in your life. [¥'s guick and ea=y.
[ L] o5
2 Warkspace OME Tunnel * ;3
Application Access
This site can't be reached  Google Chroene. @ -
facebooh.com refused to canrect sanaged Domains v v e @
- intranet-c orp ainvlab oom Dmsiile
Ty, ‘ atl- (raranet airadabioam - S CG »
— Blocked Domains: NPC— o T B
b firewall *enn.cam e
*facebock.com
OHNES Cﬂnhecled *match.com
AN otiher demains ame unmanaged
fend RDP [, R ——
ALty
System iD

1. In the Application access rules, certain websites are blocked. These were listed in the Device Traffic Rules.

a. Websites blocked are cnn.com, facebook.com, and match.com.
2. Open Chrome and navigate to one of these websites. This example uses facebook. com.
a. When trying to resolve the DNS name, the browser displays an error as this website is blocked.
3. Launch another browser, in this case, Microsoft Edge. Facebook.com is accessible, as the policy is configured for

Chrome only.

Test RDP Connections
Sometimes, you may need to RDP into desktop sessions that are located back in the office.
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| Remote Desktop o
»* Connection Application Access

Google Chrome
[ af-invanet-corpainviab oom e
>

: ' RDP
Windows Security X n : @
Enter your credentials | Managed Domains:

atl-intranet-corp.airwlab.com

) atl-intranet.airsdab.com
These credentials will be used to connect to atl-intranet-

corp.airwiab.com. Connected

[ ‘ T All ather domains are unmanaged.

Blocked Domains:

About System 5‘

Password

] remember me

1. In the Application access rules, confirm the domain configuration for Remote Desktop Client access.
Note: The RDP application is not from the Windows Store.

2. Launch the RDP application and enter the machine name. In this example, you connect to the machine atl-intranet-

corp on the domain airwlab.com.

3. Workspace ONE Tunnel Desktop Application resolves this address, and you should be prompted for authentication.

Test SMB Share Connections

Workspace ONE Tunnel Desktop Application allows remote Windows users to connect to file shares located behind the corporate

firewall. This can be team shares, individual shares, or connecting to a specific machines' C drive, for example.

This example uses the host atl-intranet-corp and connects to its C: drive.

‘Windows Security

x
B

Enter network credentials
Application Access
Enter your credentials to connect to: atl-intranet-

corp.ainviab.com ° System @
| User name | ’ e_- Managed Domains:
atl-intranet-corp.airwlab.com
T I | ' atl-intranet.ainvlab.com
AESWOTT
: — Blocked Dornains:
D Remember my credentials All other domains are unmanaged.
Connected . @
oK Cancel A Google Chrome @

=) Type the name of a program, folder, document, or Internet
“ __ tesource, and Windows will open it for you

Opert "[\\h:l-m:ran:t-wrp-anmlnh.:omm ]

In the search bar, enter Run and press the return key.

In the Application access rules, confirm the domain configuration for System resource access.

Lol

SMB share.

Enter the address of the file share you would like to connect to. For example, \\atl-intranet-corp.airwlab.com\c$.

Launch the SMB share. VMware Tunnel will resolve this address, and you should be prompted for authentication to the
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Troubleshooting Workspace ONE Tunnel on Windows

If a Per-App Tunnel problem occurs on Windows Desktop, you can check a number of places to troubleshoot. This section of the
operational tutorial covers where to troubleshoot on Windows Desktop at a high level. Depending on the problem, there may be
steps that should be performed on the Unified Access Gateway. However, troubleshooting the Unified Access Gateway is outside
the scope of this tutorial. Workspace ONE UEM administrators should contact VMware Support for assistance when troubleshooting
Per-App Tunnel, Workspace ONE Tunnel, or the Unified Access Gateway.

This section is divided into two and covers the following high-level set of initial troubleshooting steps.

1. Workspace ONE Tunnel Desktop Application Installation Troubleshooting.
a. Checking Workspace ONE UEM console for application install status.
b. Locating Workspace ONE Tunnel desktop application installer logs.
¢. Checking device registry for Workspace ONE Tunnel desktop application install status.
d. Checking Workspace ONE UEM console for Policy install status.
e. Checking device registry for Per-App VPN Profile.
2. Workspace ONE Tunnel Desktop Application Connectivity Troubleshooting.
Confirming the Workspace ONE Tunnel status when Tunnel is connected.
Confirming the Workspace ONE Tunnel status when Profile is not installed.
Confirming Application Access and Tunnel Service.
Checking the Workspace ONE Tunnel certificate.
Enabling Workspace ONE Tunnel debug logging.
Locating Workspace ONE Tunnel logs.
g. Confirming Workspace ONE Tunnel DNS Resolution.

-~ ® Q0 T o

Troubleshoot Workspace ONE Tunnel Installation
In this section, check issues that may arise from the Workspace ONE Tunnel desktop client application installation.

1. Check Workspace ONE UEM console for application install status.

ﬁ;?\k’- Dashboard Dovices > L=t view
e dweatherly Desktop Windows Desktop 10.0.18363...
M e witarev, i G.O18363 Ownership: Corporate - Dedicated
MM Device Updates
Uletycle 3 SUMYAACY Complhiance Profilas Banalings A Lipchates Eoment Locatian Lises Mare
rofiles & Resources >
Comgliance Palicies X Last 5can; Thursday, February 27. 2020 2231 AM
o Cartificates x>
CETIEE Provissaning * Mama App Status
Peripherals » ( 0| Tunma & Ingrabied [1.0.0) ]
& E_ ) Devices SBrmngs o yhware Toaks [
- . Micrasoft Visual Cr- J0E5-2019 Redisnriburanis (o) - 14 31 27508 & Ingralled (143027508 1)
Micrsoft Yisusl Ce= J065-201 duatnbutatie (ol - 1221 2 F300 (E) fretalie | 1420 27500 1)
-r,E:-.- ( Wiorkspare QHE Tunnal (& Ingtallpa [T 200 :F.l]
A DeplinTien ARerd 164 & insiahes (3.10.1)
Google Crroms (2 Instalisn [B0,03967 106}
= -
e Micrasdh Snelime (3 installen |19.230 11 24.000H)
a. Navigate to the Details view of the device.
b. Select the Apps tab.
¢. Confirm that the App Status for the Tunnel Installer is Installed.
d. Confirm that the App Status for Workspace ONE Tunnel shows the correct version. In this example, Workspace

ONE Tunnel 1.2.0.18 is installed.
2. Locate Workspace ONE Tunnel desktop application installer logs.

vVIMWare Confidential | © VMware, Inc. Document | 85



Deploying VMware Workspace ONE Tunnel: Workspace ONE Operational Tutorial

-] =  Temp
- Home Share Wiew
o v P » This PC » Local Disk (C) » Users > dweatherly > AppData » Local » Temp v D ~ Search Temp
O Name ’ Date modified Type
# Quick access ‘| mat-debug-9300 212772020 2:56 PM Text Docur
I Desktop o | mat-debug-9404 272772020 2:12 PM Teset Dacun
¥ Downloads - | mat-debug-9552 2/26/2020 4:09 PM Text Docut
% Documents + | mat-debug 9616 D Text Diacun
&= Pictures p _| mat-debug-9776 Text Docun
J’ Music | mat-debug-9824 2020 11:30 AM Text Doam
B videos | mat-debug-9852 2020 4:42 PM Text Docut
| mat-debug-10084 2/26/2020 1:45 PM Text Docun
@ OneDrive | wet2D85.tmp 2/8/2020 12:04 PM TMP File
 This PC _| wet2930.6mp 2/25/2020 11:20 AM TMP File
| watDD1Ctmp 272712020 8:15 AM TMP File
o Network [ ] wdtE181.tmp 2/25/2020 6:40 AM TMP File
| wetE329.4mp 2 B:38 AM TMP File
| wetF1F2.tmp 2/25/2020 11:20 AM TMP File
| wetF791.tmp 2782020 12:04 PM TMP File
| wetFE60mp 202712020 8:15 AM TMP File
[IZ! | Workspace OMNE Tunnel 20200226134237 ] 2/26£2020 1:43 PM Text Docut
2] Workspace ONE_Tunnel 20200226134237 000 VMwareTunnelClientinstaller 2/26/2020 1:43 PM Text Docut
|| Workspace_ONE_Tunnel_20200226162609 2726£2020 427 PM e
2| Workspace ONE_Tunnel 20200226162609_000_VMwareTunnelClientinstaller f26/2020 4:26 PM Text Docu
| Wil 7131 117 PM Text Docur
| Workspace ONE_Tunnel 20200227131658 000 VMwareTunnelClientinstaller ] 2/27/2020 1:17 PM Text Docw
66 items 1 item selected 8.63 KB

By default, the Workspace ONE Tunnel Desktop Application Installer logs are found in %TEMP%.

Two logs should exist:
a. Workspace ONE_Tunnel_<date>.log
i. This is the Bootstrapper log which usually does not yield very important errors unless any dependency
programs fail on install, for example, .NET.
b. Workspace ONE_Tunnel _<date> 000 VMwareTunnelClientInstaller.log
i. This is the Tunnel Installer log which shows any failures during the Workspace ONE Tunnel desktop
application installation.
3. Check device registry for Workspace ONE Tunnel install status.

Check the location of the registry installation settings for the Workspace ONE Tunnel desktop application. These values
should match the values in the Workspace ONE UEM console.

On the computer that should have the Workspace ONE Tunnel desktop application installed, open the Windows
Registry or run regedit.msc.
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i Reglst!}' Editor
O pUler A 1 Name Type Data
HKEY_CLASSES_ROOT b\ Default) REG_S7 {value not cet)
HREXCHRRENT UER $ InstaliCount REG_DWORD 0000001 (1)
Y & HKEY_LOCAL MACHINE : REG_52 true Y
% 8. BEDI0I000R: b l.as'LDeplwmentl.ng REG_5Z 2020-02-27T14:08:30+ 11:00
E:'F:f;ﬁ“ r_-v. LastErrarHRESULT REG_DWORD 000000000 (0)
SAM ?33 LastOperation REG_DWORD 000000000 (0)
SECURITY Tﬂ_l.ast&laim(;ade REG_DWORD (:B0000%02 (2147485954)
~ | SOFTWARE 2k Name REG_SZ Tunnel
» 1 AIRWATCH B2 PreviousinstallCount REG_DWORD 000000000 ()
v | AirwWatchMDM #b ReferencedDependencies REG_SZ
~ | AppDeploymentagent ab\ersion REG_SZ 1.00
~ AppManifests
{3ATFE2DB-BAE4-4DBA-AIDI-042CBBFS3AS0]
~ L Common
{00000000-0000-0000-0000- 000000000000}
b ContentManifests
{3ATFE2DB-SAE4-4DBA-AIDI-D42C2BF53AS0]
L Policy
{00000000-0000-0000-0000 - 000000000000}
(3ATFE2DB-BAE4-4DBA-ASD3-042CEBF53A50]
Queue
[ B 5-1-5-18 ]
5-1-5-21-1846227354-741911833-4075183647-1000
» Classes
» L Clients
CVEM i

a. Navigate to Computer > HKEY_LOCAL_MACHINE > SOFTWARE > AirWatchMDM >
AppDeploymentAgent > S-1-5-18.
b. Click the GUID of the application. For example, {3A7FE2DB-8AE4-4DBA-A9D3-042C88F53A50}.
c. Click the Registry key to show IsInstalled.
Tip: The Application GUID should match the value in the Workspace ONE UEM Console.

4. Confirm application ID in the Workspace ONE UEM console.

Apps & Books » Applications
Applications ~ |— Tunnel
Native T rp | Application rDﬁaa?.‘ezdb-aaez;-qdba-a9d3-042c88f53550] ]
App Details View 5 i =
Web >
Filter by Smart Group Start
Wirtual >

a. Inthe Workspace ONE UEM console, navigate to Resources > and select the Workspace ONE Tunnel Application
from List View.
b. In the App Details View, the Application ID (GUID) should match the registry value in the previous screenshot.

For more information on troubleshooting Windows Applications, see Troubleshooting Windows Devices:
Workspace ONE Operational Tutorial.
5. Check Workspace ONE UEM console for policy install status.
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&
G Dashboard Devices > List View
STARTED
List View -
dweatherly Desktop Windows Desktop 10.0.18363...
Details View
VMware7,1 | 10018363 | Ownership: Corporate - Dedicated
Mo Device Updates
Lifecycle > Summary Compliance Profiles Baselines Apps Updates Conient Locatiol
Profiles & Resources >
Compliance Policies > (D) Last Scan
= Certificates b
ACOOUNTS Provisioning »
Peripherals > Status Profile Details
Devices Settings @ o @ Per App VPN
APPS & BOOKS
ol 0 Win 10 Update Policy
[}
CONTENT

After you have confirmed that the application is installed, make sure the policy is installed on the device.
a. In the Workspace ONE UEM console, navigate to the Details View of that device.
b. Select the Profiles tab.
¢. Confirm that the Status of the Per App VPN Profile is successful.
6. Check device registry for per-app VPN profile.

On the computer that should have the Tunnel policy installed, open the Windows Registry or run regedit.msc.

File Edit View Favortes Help
omputenHKEY k. Hil Widware, Inc \VMware Tunnel
Pl EY_LOCAL MACHINE\SOFTWAREWM M T I
» Complter Name Type Data
’ HKEY_CLASSES_ROOT b (Default) REG_SZ (value not set)
HEKEY_CURRENT_USER b CustomConfiguration REG_MULTI_SZ
¥ B HKEY_LOCAL MACHINE ¥ DeviceTrafficRules REG_MULTI_SZ
DEDUNION00 #dlipve REG_DWORD 0400000020 (32)
DRIVERS .
HARCAVARE ablLogAppend REG_SZ True
. SAM b ogFile REG_SZ C\ProgramData/VMMware/NMware Tunnelfwin_tul
SECURITY ablLogFileSize REG_SZ 20
v B SOFTWARE b oglevel REG SZ 4
AIRWATCH ab |l agRollBackup REG_SZ 3
AirwatchMDM [:‘?"TUHMIConfiguration ) REG_MULTI_SZ <xml version="1.0" encoding="utf-16"?> <Tunn
Classes
> Clients
Elsed Edit Multi-String % |
DefaultUserEnvironment
» 1 Google Walue name:
2 Intel Tunm!f!o«ﬂgu!mn
> Macromedia
: Value data:
Microsoft '
oDBC |<7xmi version="1.0" encoding="uf-16"7>
=TunnelConfiguragon>
OEM <ConnecionName>inranet VPN</ConnectonMName>
Partmer <ConnacionType>10</ConnactionTypas>
Policies «Sarver~unnal-pl sinviab com:d43</Sarvar>
1 : «<TunnalDomainResolution=airwlab com onn.com facabook com m
RegisteredApplications <DeviceLlid»DB062130BAT64440A772931016F 141F A<DeviceLid>
v Viware, Inc. |<TunnelConfiguration>
VMware Drivers l
Viiware Tools
Viware Tunnel
Viware VizAut < *
4 VMwareHostOpen
Cancel
Windows an
WOWE422Node
> SYSTEM
HKEY_USERS
HKEY_CURRENT_CONFIG
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a. Navigate to Computer\HKEY LOCAL MACHINE\SOFTWARE\VMware, Inc.\VMware Tunnel.
b. Click TunnelConfiguration.
c. This displays the Tunnel Policy applied to that machine.

Tip: If no policy is shown in the registry, re-push the policy from the Workspace ONE UEM console and perform a
Device Query on that device from the Workspace ONE UEM console.

Troubleshoot Workspace ONE Tunnel Client Connectivity
After you have successfully installed the Workspace ONE Tunnel, the next step is to test the Per-App Tunnel connectivity by
attempting to access one of the internal resources through the domains defined on the Device Traffic Rules.

1. Confirm the Workspace ONE Tunnel status when Tunnel is connected.
a. When the Tunnel Client has reached a successful connection, the Tunnel Client Ul displays Connected.
2. Confirm Workspace ONE Tunnel status when profile is not installed.

L) Workspace OME Tunnel - X

Application Access

r}

L
Not Configured

Please contact your IT administrator.

About

a. If the Workspace ONE Tunnel Client has installed, but the configuration settings have not, the Tunnel client status
is Not Configured.

Tip: To resolve, ensure the Per-App VPN profile is assigned to the device, and ensure it is successfully installed.
3. Confirm application access and Tunnel service.
e Problem: The Workspace ONE Tunnel Client status is Disconnected.

e Solution: Confirm that the Application is defined in Application Access and that the application is running.
e Problem: The Workspace ONE Tunnel Client status is Disconnected.

e Solution: Confirm that the VMware Workspace ONE Tunnel Service is running in Windows Services. If the
service is not started, start the service.

To check the Tunnel service:
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VMware Workspace ONETunnel  Name Description Siaus  StrtupType  LogOnAs
Sarvice £ Tk Scheduler Enabiles Fugure anel schadul ki~ Running  Automatic Lacal System
St the serace £l TCPAP NetI05 Helper Providies suppont for the NetBIOS over TCRAP (NetBT) sevie Marwal {Tngg-  Lacl Senice
Fiestart the service Qlﬁelepheny Frnvictes Telaphany A7 [TAPT] suppart for programs that oo, Mlarmial Netwnrk Sa.
i Themes Provides user experience theme management. Runing  Aatomstic Local System
- 5 Tirme Broker Coerd od back k for WnRT sppfi Running  Marual (Tigg-  Local Senvice
mﬂ:‘mi Tunne Sarvice for o Tauch Kaybaard and Hanchanting Fansl Ser_  Enabes Touch Keybaard and Hanchriing Fanel pan an in_ Runming  Aatomatic (- Local System
WP managemant 5 Updats Cxchestrator Senvice: Manages Windows Updates I slopped, your devices will e Running  Automatic [De_ Lol System
E {3 PP Device Homt Alirws UPHP devices ta be hosted o this computer H this 5. Marmnl Local Service
Whtware Workspace ONE Tunnel Sesvice Properties (Local Comput % | %54 User Dt Access 396ed Prevides apps acoess b0 structured user data, nduding cont_ Marwal Local System
£l User Diata Storage_3604 Handles of structured user data, induding contact i Marsal Local System
e storage ng
Geneml LogOn Recsvay Depandances Z wsar Exparienca Virtualization Sanvice Provides support for application and OF settings roaming Disabled Local Systemn
Serves name:  VWwar Tusnsl S ser Manager User Manager prowides the runtime components rquired £ Rurning  Automatic (Trl.  Local Systeen
] 5 Mser Profile Service This service 1s respansdble lor losding and unlosding wser . Running  Automatic Lartal Systemn
Phegloy namar; ~Vihomrs Vicdopmce ¥ [nmelonnion £ Virtusd Disk Prenviddes managernent services for disks, volumes, ffe syste Marwial Loeal System
F— [Pierasn GHE Tumnml Seecn for VEH £} VMuare Alias Manager and Ticket Service  Alizs Manager and Ticket Senvice: Running  Automstic Local System
[ranagemant ‘G VMware Snapshat Pravider Vhiware Snapshat Provicler Marwal Lacal System
Faiih 1o axsc.iable i i i i
S R o o NS TorrasliVHhmarsT e Widiwars Workspace ONE Turnel Sendee Workspace ONE Tunnel Service for VTN managenent. Rurming.  Autormatic Liatal Systern
= s - - ”
B Auscrmaiic - 4l Volumetric Audko Campositor Senvdce Hosts spatial analysis for Mined Resfity sudio simulation Marwal Local Service
& Hosts abjects used by dionts of the wallet Manuial Local System
i WarpilTSwe Prowides a T qut of progess servica far WARP whaen runren_ Marwal {Tigg-  Local Senice
P P ngg
Liyveb Account Manages This service is wsed by Web Account Manager o grovidese. Runing Marwial Loal System
E Webent Enabibés Winidzws-based programs b creabe, sceiss, and m. Marwial Trgg.  Lacal Senvdce
S Siog S Hamamm £ Wi-Fi Direct Services Connection Maneger S Manages connedions to wirsless sevices, induding winshes. Marwal (Tigg- ~ Local Service
e ) Windaws Audic Manages sudio foe Windows-based programs. fFthis sevic. Running  Automatic Lacal Service
Sonhes. e 5 Windows Audio Endpoint Bullder Manages audio d for th Auid L If Running  Autamatic Lol Systen
) Windous Backug Prervises Windems Backup and Restoes sapabilities Marsl Lacal System
Bl Windaws Blomeric Senvdce biamet hoes client ions the.  Rurming  Manunl Tigg.  Local System
) Windaws Camera Frarme Senver Enabibes multiple chents 10 scces video Frames from camer_ Marwial (Tigg..  Local Service
= _ £ Windows Connect Now - Config Registrar  WONCSWE haosts the Windows Connect Mow Configuration Marwal Local Service
o Cancel Aoty &) Windows Connedion Manager Makes automatic cormect/disconnect decsions based ant_ Running  Automatic (i Local Service
T Estended | Standard

a. On the Windows machine, open Services and locate the VMware Workspace ONE Tunnel Service.
b. Ensure that the Startup type is set to Automatic.
¢. Ensure that the Service is running.
4. Check the Workspace ONE Tunnel desktop application certificate.
e Authentication for the Tunnel Client can be configured to use Enterprise Certificates or internally-signed
certificates. If no certificate is present, the Tunnel UI status displays Not Configured - Authentication
Certificates are not present.

e If there is no certificate present, you may want to re-push the policy again to the device. By re-pushing the
policy, the Tunnel certificate should be installed.
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To check the certificates:

On the Windows machine, search MMC, and open the Certificates snap in.

Navigate to Local Computer > Personal > Certificates.

Confirm that the certificate for certificate authentication to the Tunnel service is listed.

Retrieve the device UDID from the Workspace ONE UEM console.

Navigate to Devices > List View > Summary and confirm that the device UDID matches the Certificate request as
shown in the previous screenshot.

® Q0 oo
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5. Enable Workspace ONE Tunnel debug logging.

Status
| Enable debug Igggingl

Exit

On the Windows machine, navigate to the system tray. You should see the Tunnel icon.
Right-click the Tunnel client.
Select Enable debug logging.

d. Debug logging levels are from 0-4 - Enabling debug logging will set the log level to 4.
You can also check the Workspace ONE Tunnel log level in the device registry.

nocow

B Registry Editor
File Edit View Favorites Help
ComputeryHKEY_LOCAL_MACHINE\SOFTWARE\VMware, inc\VMware Tunnel
v W Computer Name Type Data
HKEY_CLASSES_ROOT ab|(Default) REG_SZ (value not set)
HKEY_CURRENT_USER bl CustomCenfiguration REG_MULTI 52
v HKEY_ LOCAL MACHINE ab DeviceTratficRules REG_MULTI_5Z
;liim #lipve REG_DWORD 0x00000020 (32)
i ablkernelTraceFileSize REG_SZ 100
SECURITY ab|LogAppend REG_SZ True
v | SOFTWARE 28 LogFile REG_SZ ¢ AMware Tunnel/win_tunnel log
» 1 AIRWATCH ab]ogFileSize REG 52 20
AitWatchMDM dLogle REG_SZ 0 )
Classes REG_SZ 3
Clients b TunnelConfiguration REG_MULTI_SZ <Txmi version="1.0" enceding="utf-16"7> <TunnelConfiguration>
CVSM
DefaultUserEnvironment
Googhe
Intel
Macromedia
Microsoft
ODBC
OEM
Partner
H Palicies
Registered Applications
» WViMware, Inc.
Vhiware Drvers
Mware Too
Viware VGAuth
ViiwareHostOpen
Windows
WOW6432Node
SYSTEM
HKEY_USERS
HKEY_CURRENT_CONFIG
e. On the computer that should have the Tunnel installed, open the Windows Registry or run regedit.msc.
f. Navigate to Computer\HKEY_LOCAL_MACHINE\SOFTWARE\VMware, Inc.\VMware Tunnel.
g. Under the LogLevel entry, you should see a value from 0-4. In this example, the value is 0.
h. You cannot change the value in the registry. You must follow the steps to Enable Workspace ONE Tunnel Debug

Logging.
6. Locate Workspace ONE Tunnel logs.

a. By default, the Workspace ONE Tunnel Client Installer logs are located in C:\ProgramData\VMware\VMware Tunnel.
Two logs should exist:

i. win_tunnel - This log file shows connectivity issues with the Workspace ONE Tunnel desktop
application.
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_.'wm_lunne! - Notepad - (m] x

File Edit Formatl View Help

2920-03-10 ©7:47:57.767
2028-83-18 @7:47:57.782
2028-83-18 ©7:47:57.782
2820-83-10 87:47:57.782
2820-83-18 87:47:57.814
2820-83-18 @7:47:57.844
2828-03-18 87:47:57.844
2020-83-18 87:47:57.844
2820-03-18 @7:47:57.844
2820-83-18 @7:47:57.844
2028-03-18 @7:47:57.844
20208-83-10 ©7:47:57.844
202@-83-1@ @7:47:57.891
2028-83-1@8 87:47:57.891
2820-83-18 ©7:47:57.891
2020-83-10 @7:47:57.891
2820-83-18 @7:47:57.891
2829-83-18 ©7:47:57.891
2820-83-10 @7:47:57.891
2020-83-18 @7:47:57.891
2828-83-18 ©7:47:57.907
2820-83-18 ©7:47:57.907
2820-83-18 @7:47:57.9a7
2820-03-18 @7:47:57.907
2820-83-18 97:47:57.907
28208-83-18 87:47:57.987
28208-83-18 87:47:57.987
2020-03-18 ©7:47:57.987
2020-83-1@ 87:47:57.987
2828-83-18 87:47:57.987
2826-83-18 @7:47:57.9a7
2820-83-18 97:47:57.9e7
28208-83-18 87:47:57.987
2820-83-18 @7:47:57.907
< >

Ln1, Cell 100%  Windows (CRLF) UTE-8

INFO: Running as a service A
INFO: VMwareTunnel, Version 1.3.8.8
INFO: Windows 18 Enterprise Version:1989 18363.657
INFO: Windows 19 Enterprise Version:19€9 18363,657
INFO: Entering OnStart
INFO: Starting registry monitor for ProfileXML change.
INFO: Starting registry monitor for modern app installation and un-installation.
INFO: Starting registry monitor for Classic (32-bit) app installation and un-installation
INFO: Starting registry monitor for Classic (64-bit) app installation and un-installation
INFO: Starting registry monitor for Kerberos Over TCP key.
INFO: Starting registry monitor for DNSClient registry
DEBUG: get_profile configuration_from_regkey
DEBUG: custom{onfigurationxml System.String[]
DEBUG: Cannot parse CustomConfiguration, continue processing There is an error in XML docu
DEBUG: get_profile configuration_from_regkey Parsing Profile Configuration success
DEBUG: Server details Updated from localhost:® to tunnel-pt.airwlab.com:443
DEBUG: Device UDID updated from win32_tumnel to DB862138BE7E4448ATT2901816F141FA
: TrafficRules: Default action changed from NONE to BYPASS
DEBUG: Mew traffic rules detected
DEBUG: Tunnel domain airwlab.com added to resolution list
INFO: Classic application System is not installed
INFO: méRER Traffic Rules ##sss +* #
INFO: ## Rule:1, Action : TUNNEL
INFG: ## Domain: atl-intranet-corp.airwlab.com
INFO: ## Application: C:\Windows\System32\mstsc.exe
INFO: ## Application: System
INFO: ## Application: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

INFO: ## Rule:2, Action : BLOCK

INFO: ## Domain: *cnn.com

INFO: ## Domain: *facebook.com

INFO: ## Domain: *match.com

INFO: ## Application: C:\Program Files (x86)\Google\Chrome\Applicationchrome.exe

S SO SO A NN S T S N S ST SO S S SO S SN S S S SO A A g e
2
8

ii. win_tunnelui - This log file shows User Interface changes within the Workspace ONE Tunnel desktop
application.

| win_tunnelui - Notepad - o x

File Edit Format View Help

2028-83-18 87:48:00.735
2028-83-18 87:48:88.751
2028-03-18 @7:48:00.751
2828-83-16 87:48:88.751
2828-83-18 87:48:08.751
2828-03-18 07:48:00.766
2828-83-10 B7:48:00.766
2828-83-18 87:48:80.782
2826-83-18 67:48:80.953
2020-93-10 27:48:00.953
2828-83-18 B7:48:00.969
2028-83-18 87:48:082.579
2020-83-1@ 87:48:02.579
2828-83-16 B7:48:82.579

ERROR: Failed IPC GetKernelTracingConfig, please check the Tunnel service is running
ERROR: Exception: Exception has been thrown by the target of an invocation.
ERROR: Inner Exception: The given key was not present in the dictionary.
DEBUG: Kernel Tracing : False

DEBUG: WMWareTunnelModel::GetKernelTraceStatus

DEBUG: Tunnel Connection State: VPN_DISCONNECTED

DEBUG: Tunnel Log Level: LOG_LVL_DEBUG

: Tunnel Configuration Status: SUCCESS

DEBUG: Tunnel Connection State: VPN_DISCONNECTED

DEBUG: Tunnel Log Level: LOG_LVL_DEBUG

DEBUG: Tunnel Configuration Status: SUCCESS

DEBUG: Tunnel Connection State: VPN_DISCONNECTED

DEBUG: Tunnel Log Level: LOG_LVL_DEBUG

DEBUG: Tunnel Configuration Status: SUCCESS

N L I B e e e e
p=3
m
5

7. Confirm Workspace ONE Tunnel desktop application DNS resolution.
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E¥ Windows PowerShell
t Corporation. All rights reserve
slatform PowerShell https

entNrptRule

{cnn.com}

B3ECDSa}
1

{tunnel-pt.airwlab.com}

secRequired
dationfequired

playName
Comment

After you have confirmed Tunnel connectivity, check the DNS resolution.
Sometimes, the Workspace ONE Tunnel Client may be in good working order. For example, the profile is installed, the application is
installed, the service is running, and the status is Connected. But the DNS resolution is still failing. In this case, general networking

troubleshooting can assist greatly.
You can check the Name Resolution Policy Table (NRPT).

On the Windows machine, open PowerShell and enter Get-DnsClientNrptRule. This command retrieves the Name Resolution Policy
Table (NRPT) for the device. For more information, see Microsoft PowerShell Docs - Get-DnsClientNrptRule.
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Deploying Workspace ONE Tunnel for Android

Per-App Tunneling helps users to access critical information using applications on their devices from their devices. Mobile flows
help users perform business-critical tasks from a single app — streamlining the user experience.

Leveraging Per-App Tunnel allows you to control which applications are on a device and what internal resources the applications
have access to by automatically activating or deactivating Per-App VPN access, based on which applications are active. By
enabling remote access, you no longer need to provide a device-wide VPN on your devices, which can allow unintended or
unauthorized apps or processes to access your VPN. In this tutorial, you configure and deploy VMware Workspace ONE Tunnel to
enable the Per-App Tunnel component on managed devices.

These exercises involve the following components:

e Workspace ONE Tunnel - The app used on the device to securely connect to the Unified Access Gateway to provide Per-
App Tunnel functionality, also referred to as Tunnel Client.

e Unified Access Gateway - The virtual appliance where the VMware Tunnel edge service is installed, and to which the
tunnel client connects.

e Per-App Tunnel - Component of VMware Tunnel edge service for connecting to a secure tunnel channel on a per-
application basis, which is controlled and configured by the VPN profile payload and Device Traffic Rules.

e Per-App VPN Profile and Device Traffic Rules - The Workspace ONE UEM configuration is pushed to the device that
contains the Per-App Tunnel configurations. Every time a specified application is opened, the Workspace ONE Tunnel
client evaluates the Device Traffic Rules assigned to it before making any routing decisions and establishes a Per-App
tunnel connection with the Unified Access Gateway based on the Per-App VPN Profile configuration.

High-Level Architecture

Workspace ONE Tunnel Android Application
Example of Per-App VPN Remote Access

Internal Network

[ . "III
qi Remote Desktop
- . E Connections
. ||III

File System

N

[Chrome Browser *

Internal Websites:
* SharePoint

* Wikis

* Intranet

=) Internet =

Tunnel
Android
Application

Load Balancer

Unified Access Gateway
(VMware Tunnel
Edge Service)

Remote
Desktop
Client

—IIII Internal File shares:
. ’—‘-,4 m * SharePoint
—7 * Network Home Drives

[« @] - Network Shared Drives

The device contains the applications required by the end-user to perform their daily job. Some applications require access to
internal resources to function. Those applications, based on Per-App VPN configuration, use Workspace ONE Tunnel which
communicates with the Tunnel Service on Unified Access Gateway hosted on the DMZ, to validate if the device requesting access
is in compliance or not before authorizing access through the internal resource.

Prerequisites
Before you can perform the steps in this exercise, you must have the following components installed and configured:

e Workspace ONE UEM version 2203 and later
e Android 10.0+ enrolled in Workspace ONE UEM

e The latest version of Workspace ONE Tunnel app from Google Play Store
o Deploy Workspace ONE Tunnel using Android Enterprise
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Configuring Device Traffic Rules for Android
In this exercise, you configure device traffic rules for Android.

Note: Domain values used in this section are examples only. Your values will differ.
In the Workspace ONE UEM console:

1. Navigate to Groups & Settings > Configurations.
2. Select Tunnel.

Groups & Settings

Configurations 7 . %

Establish the foundational settings, customizations and integrations to provide employees with the
resources they need to drive your business forward.

Q, Enter a name or category

Name Category
> Syslog Integration Logging Troubleshooting N
> Terms of Use ( Compliance Customization | ( Enroliment
> Apps Network Secure Browsing Security. +1 )
> VPP Managed ( App Management Apple ) ( Apps Mac App Store | ( +2
Distribution
> Windows BYoD Corporate Devices Enraliment Platform Setup +1
Auto- = =
Discovery
> L‘Vilt‘ldcws Dell Dell Integration Enroliment Platform Setup Provisioning “ *
uto-
Enroliment
N \Afindesae

1-39 of 39 [tems

3. From the Device Traffic Rules tile, click Edit.
4. Click Add or the Default assignment to manage the device traffic rules.

Manage Traffic Assignments

Manage the available Device Traffic Rule sets.

Assignment Name Number of rules Default Tunnel Mode
Defauilt o] Yes Per Application
CLOSE

Administrators can create multiple Device Traffic Rules that will be assigned to the Per-APP VPN profile and will deploy to
the devices based on the smart group assigned to the Profile. The first device traffic rule assignment created will be set as
default.

5. Observe the default device traffic rule.
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Default

Tunnel Mode

Device Traffic Rules

Assignment Name

Per Application ™

[ ADD RULE J [ MANAGE APPLICATIONS

Rank @

Application

1 All Other Apps

Add rules to Tunnel, Block or Bypass the network traffic using VMware Tunnel

Action Destination @

( Bypass 28

CANCEL SAVE SAVE AND PUBLISH

1. Update the Assignment Name with the name of your choice.

2. Observe (or modify) the default action which applies to all Android applications selected to use Per-App VPN:

i. Tunnel - All apps, on the device configured for Per-App Tunnel send network traffic through the tunnel.
For example, set the Default Action to Tunnel to ensure all configured apps without a defined traffic rule
use the Workspace ONE Tunnel for internal communications.

ii. Block - Blocks all apps, on the device configured for Per-App Tunnel from sending network traffic. For
example, set the Default Action to Block to ensure that all configured apps without a defined traffic rule
cannot send any network traffic regardless of destination.

iii. Bypass - All apps, except Safari, on the device configured for Per-App Tunnel bypass the tunnel and
connect to the Internet directly. For example, set the Default Action to Bypass to ensure all configured
apps without a defined traffic rule bypass the Workspace ONE Tunnel to access their destination

directly.

3. Click ADD RULE.
6. Build the device traffic rule.

((soo rute ) [ manacE appLicaTiONS

Rank

@

!

2

Application

E]

Add rules to Tunnel, Block or Bypass the network traffic using VMware Tunnel

Action

'BLOCK l

Destination (3)

*facebook.com

[ safari - i0S
[ safari - macOS
[ ] Airwatch Container - i0S
[] Airwatch Learn - iOS
Web - Workspace ONE - i0S

Android workspace - Android

Airwatch Email Client - Android

Lt All Applications

AirWatch Secure Browser - And...

(" an Applications % )

All Other Apps

BYPASS

*.tinder.com
*.utorrent.com

CANCEL SAVE SAVE AND PUBLISH
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1. Click ADD RULE.
Click the down arrow to display the Application list.
3. Select one or more triggering applications to control with this rule. Alternatively, on the drop-down select All
Applications to apply the rule to all Android applications listed in the drop-down, which are the ones that you
assigned the Per-App VPN profile.
4. Enter one or more comma-separated fully qualified domain names as destinations to which Workspace ONE
Tunnel should apply the Device Traffic Rule. A single asterisk (*) can be used as a wildcard for subdomains.
5. Select the Appropriate Action for Workspace ONE Tunnel to perform on traffic from the selected apps:
i. Tunnel - Sends app network traffic for specified domains through the tunnel to your internal network.
ii. Block - Blocks all traffic sent to specified domains.
iii. Bypass - Bypasses the Workspace ONE Tunnel so the application accesses specified domains directly.
iv. Proxy - Redirect traffic to the specified HTTPS proxy for the listed domains. The proxy must be HTTPS
and must follow the correct format: https://example.com:port.
6. If necessary, adjust the Device Traffic Rules rank in the list. Lower-numbered rank is the highest priority.
7. Click Save.
The example shown blocks access to Facebook, Tinder, and Utorrent domains for all applications available on the Android device.

N

For more information on the formats (wildcards, IP, ports) allowed into the Destination field, see the Device Traffic Rules
Destination formats supported chapter.

Distributing Workspace ONE Tunnel for Android
In this exercise, you deploy an application configured to use the Per-App VPN tunnel on Android.

1. Click Add and click Public Application.

Admin

Device

User

Compliance Policy

Content
Profile | v Ii' [:

Internal Application

Public Application

2. Search for Workspace ONE Tunnel.
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Add Application

Managed By ‘ACME Corp ‘
Platform * ‘Android ' v

Source SEARCH APP STORE ENTER URL ‘ IMPORT FROM PLAY

Name* [Workspace ONE Tunnel ] ‘

a. Select Android for the Platform.
b. Enter an application Name. For example, Workspace ONE Tunnel.
c. Click Next.

3. Select Tunnel - Workspace ONE Tunnel.

Add Application

v

Apps

r

Tunnel - Workspa
VMware Workspac:

o o

O

\ 4

Web - Workspace
VMware Workspacs

[ 1]
+0

£)

VMware Workspa
VMware Workspace

©

Verify - Workspar
VMware Workspac

* k9 * kA * ke ko * ok okR

-

Content - Worksp
VMware Workspac:

& &k ok

>

Boxer - Workspat
Boxer

* ok ok ok

NG,

1 o

Click Save and Assign.
Click Add Assignment.
Configure Assignment settings.

No wuks
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Tunnel - Workspace ONE - Add Assignment

Assi t G * 5
snmentorotps /« All Devices X

Q, Start typing to add a group

App Delivery Method * () On Demand

a. Click the Selected Assignment Groups field to display the list of created Assignment Groups. Enter All

Devices, and select the All Devices (your@email.shown.here) group.

b. Select Auto for the App Delivery Method.
8. Configure Policies.

il Adaptive Management Level : Managed Access

Data Loss Prevention Configure
DLP policies provide controlled exchange of data

between managed and unmanaged applications

on the device. To prevent data loss on this

application, make it "Managed Access" and create

"Restriction" profile policies for desired device

types.

Managed Access @

5 N
Pre-release Version None

E Apply policies that give users access to apps based on administrative management of devices.

Application Configuration
PR o CONFIGURE

a. Scroll down to find the Policies section.
b. Select Enabled for Managed Access.
c. Click Add.
9. Confirm that your assignment is displayed and click Save and Publish.
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Tunnel - Workspace ONE - Update Assignment X
Assignments Exclusions

Devices will receive application based on the below configuration.

In the case where devices belong to multiple groups, they will receive policies from the grouping with highest priority (O being highest priority).

ADD ASSIGNMENT E = E MOVE N
Name Priority App Delivery Method Managed Access VPN Access Send Configuration Pre-release Version
(O~ All Devices o] Auto @& Enabled © Disabled  Disabled  Disabled

CANCEL SAVE AND PUBLISH

10. Preview your assigned devices and click Publish.
Android Considerations
Note the following for Workspace ONE Tunnel on Android:

e After installing VMware Workspace ONE Tunnel for Android, end users must run the application at least once and
accept the connection request.

e The key icon in the notification center displays on the device because there is an application installed that uses the Per-
App Tunnel functionality. This icon does not indicate an active connection or session with the VMware Tunnel Service.
The key icon displays even if you are not actively browsing.

e Certain Android devices allow end users to disable the VPN on an OS level. This prevents the VMware Tunnel from
working on the device.
Creating Per-App VPN Profile for Android

Per-App VPN profile allows you to force selected applications to connect through your corporate VPN. Your VPN provider must
support this feature, and you must publish the applications as managed applications.

In this exercise, you create the Android profile which configures the Workspace ONE Tunnel client on the device to allow only
designated applications to access content on internal servers.

Log in to the Workspace ONE UEM console to perform the next steps.

1. Click Add and click Profile.
2. Select Android.
3. Configure the General settings.
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@ Per App VPN Android

Find Payload

Passcode Name * Per App VPN

Chrome Browser
Settings Version 60

General

Restrictions

Description
Exchange ActiveSync

Public App Auto OEM Settings
Update ing ENABLE DISABLE

Credentials

Single App Mode

Profile Scope Production b
Custom Messages
Application Control Assignment Type Auto ¥ |
Proxy Settings

Allow Removal Always v
System Updates
Wi-Fi Managed By ACME Corp
VPN
Permissions Smart Groups (ﬂ' All MDM Enrolled devices (ACME Corp)) ®

Start typing to add a group Q

Launcher
Enterprise Factory

Reset Protection

Custom Settings

SAVE AND PUBLISH t

a. Select the General tab.
b. Enter a Name, for example, Per App VPN.
c. Select the name of your device's assignment group, and select that group. For example, select All MDM Enrolled
Devices (ACME Corp) as the Assigned Smart Group.
4. Add and configure VPN payload.
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All VPN Options Below Are Supported By: /

i@ Add a New Android Profile

General
Passcode Connection Info
Restrictions

Connection Type * g\.'orkspace ONE Tunnel ]
Wi-Fi

- * :

VPN ® Connection Name VPN Configuration
Email Settings S
Exchange ActiveSync
Application Control Per-App VPN Rules
Bookmarks

Device Traffic Rule Sets Default - Default
Credentials
Workspace ONE Authentication
Launcher

|dentity Certificate Certificate
Global Proxy
Date/Time

a
b.
c

d

. Select VPN from the payload menu and click Configure.

SAVE AND PUBLISH

Select Workspace ONE Tunnel from the Connection Type drop-down menu.

Click Save & Publish.

5. Click Publish to publish the VPN profile.

Configuring Workspace ONE Web for Per-App Tunnel
Workspace ONE Web is part of the secure productivity app suite from VMware. Administrators can deploy Workspace ONE Web

when data loss and copy/paste restrictions are critical to the business use case.

. Select the Default traffic rule previously created for Device Traffic Rule Sets.

In this exercise, you distribute and configure Workspace ONE Web for Per-App Tunnel on Android.

1. Add appl

@ Workspace ONE UEM ACME Corp ~

GETTING
STARTED

23

FREESTYLE

MONITOR

a

DEVICES

RESOURCES

a.
b.
C.

2. Search for Workspace ONE Web on Google Play Store.

ication.

Apps v Resources » Apps
Native : o
=
Web Links
Internal Public
Settings b3
Profiles & Baselines ¥

Device Updates

Ilcon

Sensors
Scripts
o
Time Windows
Books >
[0
Orders > S S

Purchased

Filters » o ADD APPLICATION |

Name
Boeing Toolbox Mobile L

Airwatch Internal

Calculator & Math Solver
Airwatch Internal

In the Workspace ONE UEM console, click Resources.

Select Native under Apps.
Select Public and click Add Application.
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Add Application X
Managed By ACME Corp
Pltform* *

Source SEARCH APP STORE ENTER URL IMPORT FROM PLAY

Name * Workspace ONE Web

CANCEL
a. Select Android for the Platform.
b. Enter an application Name. For example, Workspace ONE Web.
c. Click Next.
3. Select Workspace ONE Web app and approve.

Add Application

B Google Play Workspace ONE Web

Apps
. | G
4

Web - Workspace VMware Workspa Tunnel - Workspa
VMware Workspace VMware Workspace VMware Workspace

0

LE.8 8 * %4 * K9

4. Click Save and Assign.
5. Click Add Assignment.
6. Assign Per-App VPN profile to Workspace ONE Web.
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.
Assignment Groups [/ All Devices X ]

Q, Start typing to add a group

App Delivery Method * () On Demand

— Adaptive Management Level : Managed Access

Deploying VMware Workspace ONE Tunnel: Workspace ONE Operational Tutorial

a Apply policies that give users access to apps based on administrative management of devices.

Data Loss Prevention Configure
DLP policies provide controlled exchange of data between

managed and unmanaged applications on the device. To

prevent data loss on this application, make it "Managed

Access” and create "Restriction” profile policies for desired

device types.

Managed Access @

App Tunneling

Android Legacy * None

Android * [ Per App VPN Android @ ACME Corp

- ®

*
Pre-release Version None

Select All Devices on Assignment Groups.
Select Auto for App Delivery Method.
Enable Managed Access.

Enable App Tunneling

®mQo oo

f. Click Add.
7. Click Save and Publish.

Testing Per-App Tunnel on Android

On Android, select the Per-App VPN Profile that you previous created.

Now that the enrolled device has received the settings configured in the Workspace ONE UEM Console, you are ready to begin
testing the Per-App Tunnel functionality. The applications assigned in the previous exercises should push down during enroliment.

The VMware Tunnel and Workspace ONE Web applications should be installed on your device.

In this exercise, launch Workspace ONE Web and access the internal website. Then verify that, although the VPN connection is

active, other applications on the device are not able to access the tunnel or internal resources.

1. Open Workspace ONE Tunnel.
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ez i O W 88%

8000

Settings Photos Gmail Clock

PERSONAL WORK

Q3w @

Camera Chrome Contacts Files Google

@-.0@@

Lookoutf..  Play Store RD Client Tunnel

@

Work profile

E] Mz

Press the Home button on your device to return to the Launchpad. Swipe right to see the downloaded applications, if
needed.

Tap the Workspace ONE Tunnel icon to launch the application. If prompted, select OK to allow Workspace ONE Web to
send your device push notifications.
After the application has been opened, accept the privacy prompts and tap Continue.

Note: On Android, the Workspace ONE Tunnel Client must be launched once to silently route traffic for future occurrences.
2. Tap I Understand to accept the Privacy Prompt.
Tap | agree to accept the Data Sharing Prompt.
4. Confirm Tunnel connectivity.

After the Tunnel Client has been opened, you can see three areas.

w
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457 @ p Clee i ¥ #88%

Status

Device

V] | a VPN Configuration

View Apps

Internet

@ s Connected

Enterprise Server
Connected

a. Device VPN Configuration
i. The Profile or Policy that is delivered from Workspace ONE UEM. It shows a list of apps that will use the
VPN Tunnel.
b. Internet
i. Displays whether the device has internet connectivity or not.
c. Enterprise Server
i. Displays whether the device has connectivity to the VMware Tunnel edge service.
5. Launch Workspace ONE Web.
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e 0 W §88%

2 QO0®O

Settings Photos Maps Gmail Clock

PERSOMNAL WORK

Q@

Camera Chrome Contacts Files Google

@<Qa@

Hub Lookout f..  Play Store RD Client Tunnel

@

Work profile

Press the Home button on your device to return to the Launchpad. Swipe right to see the downloaded applications, if
needed.

Tap the Workspace ONE Web icon to launch the application. If prompted, tap OK to allow the Web to send your device

push notifications.
6. Access the internal website with Workspace ONE Web.
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4:55 @ p E e > OEEY%

& atl-intranet- corp.airwlab.com

WELCOME TO THE
INTRANET HOME PAGE

DIGITAL

VIMWArE"  ronehs  vmware EuC BLOG

~,
(L]
LLLl]
aes

(A D

a. After the application launches, enter the URL for your intranet website, such

as https://atl-intranet-corp.airwlab.com.

b. Confirm that the VPN icon appears, indicating the connection is active. The application now connects to

Workspace ONE UEM and retrieves the settings for your Organization Group.
c. The website should load. In this example, it displays a Welcome message.

d. Select and copy the internal URL. In the next step, you test entering this URL into another browser.

7. Paste the URL into another browser.
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4:56 M B ez > ¥ §88%

() atlintranet-corp.airwlab.com @

B

This site can’'t be reached

atl-intranet-corp.airwlab.com’s server IP

a. Open another browser, such as Chrome.

b. Copy and paste the URL from the previous step.

¢. Confirm that only the defined applications can access internal resources.
Note: This example used a Work Managed Device. Work Managed devices provide separation from personal and corporate data.
With Per-App Tunnel, you can isolate traffic to only those applications that need it rather than all corporate resources. This
example shows Chrome inside the Work Profile attempting to access internal resources.

Troubleshooting Workspace ONE Tunnel on Android

If @ Per-App Tunnel problem occurs on Android, you can check a number of places to troubleshoot. This section of the
operational tutorial covers where to troubleshoot the Workspace ONE Tunnel client for Android at a high level.

Depending on the problem, there may be steps that should be performed on the Unified Access Gateway. However,
troubleshooting the Unified Access Gateway is outside the scope of this tutorial.

Workspace ONE UEM administrators should contact VMware Support for assistance when troubleshooting Per-App VPN, Workspace
ONE Tunnel, or the Unified Access Gateway.

This section is divided into three parts and guides you through high-level steps to troubleshoot the Workspace ONE Tunnel
installation and connectivity.

1. Troubleshooting Device Connectivity
a. This section displays where to search for Tunnel Client connectivity issues.
2. Collecting logs automatically
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a. This step is useful for recreating issues and retrieving the Workspace ONE Tunnel Client log file.

3. Advanced: Collecting logs manually on an Android Device

a. This step is for advanced cases where you may need to see how the devices VPN stack is behaving. This step
should be used only for test devices; it is not recommended to leave Developer Options turned on.

Troubleshoot Device Connectivity

1. Open the Tunnel Application and tap the Diagnostics menu option.

Status

4:57 @ p

Bes v O §88%

Device

VPN Configuration
View Apps

Internet
Connected

Enterprise Server
Connected

2. Any issues related to connectivity issues with the Tunnel server or a Proxy server are shown on the Ul.
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106 A Ciee O O §92%

€&  Diagnostics

CLEAR Enable debug logs

03/21 12:35:22 : Tunnel Profile 'VPN Configuration’
updated

Client Version: 5.5.0(9)

Server Address: tunnel-pt.airwlab.com:443

Client Cert Thumbprint:
C28DAEDS3AES9BAF384D78FFE0DTAZECE6BABEESA
Server Cert Thumbprint;
472BFB0828DF0407ACAFO7086E170D81E0DFOY7C

03/21 12:35:30 : VPN Interface created

3. Tap the email option in the upper-right corner to send these logs to your administrator.

Collect Logs Automatically

1. Open the Tunnel Application and tap the Diagnostics menu option.
2. Activate the Enable debug logs toggle.
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3. After the issue is reproduced, go to your internal storage and open the AirWatchLogs folder.

457 @ p e 0 ¥ #88%

< Diagnostics

CLEAR Enable debug logs .

Client Version: 5.5.0(9)

Server Address: tunnel-pt.airwlab.com:443

Client Cert Thumbprint:
CZ8DAEDS3AESOBAF384D78FF60D T AZECE8ABEESA
Server Cert Thumbprint:
472BFB082BDF0407ACAFO7086E170D81EO0DFO77C

03/20 04:53:48 : VPN Interface created

03/20 04:54:54 : Test Connectivity: Tunnel Server is
reachable

03/20 04:54:54 : Starting Session with Tunnel Server

03/20 04:54:54 : Server Configuration:

Deviceld -
780f5e34060d26947869af1065d9d9fdebBd560f76
Server Address - tunnel-pt.airwlab.com

Server Port - 443

03/20 04:54:54 : Tunnel Session connected successfully

03/20 04:54:56 : Tunnel DNS Servers:
127.0.0.53

03/20 04:54:56 : Tunnel Session successfully established

4. This folder contains a set of log files that, if required, can be shared with the Workspace ONE support teams.

Advanced: Collect Logs Manually on Android

1

. To collect logs manually, you must enable developer options on the mobile device.

a. Navigate to Settings > About page on the device and tap the build number more than 7 times to enable

developer options.
Enable USB debugging in the Settings > Developer Options.
Connect the device via USB cable to a laptop and install the device drivers.

a. Check whether the device is getting detected in the laptop by running adb devices in the command prompt. The

device should be listed with a Unique id.

b. adb is a tool part of the android-sdk which you must download from http://developer.android.com.

continuously dump to the file.

If required, share the TunnellLogs.log with the Workspace ONE support teams.
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Summary and Additional Resources

This operational tutorial provided steps to leverage native Per-App Tunnel capabilities across mobile platforms, Android and iOS,
and desktop platforms, macOS and Windows.

By publishing Per-App VPN profiles to your devices, you can ensure that only authorized apps are accessing authorized
applications through the Tunnel. This eliminates the user requirement to manually start and end a network connection like
traditional VPN solutions based on the apps they are accessing.

It also provides an extra layer of security to your corporate resources by ensuring that non-authorized apps are unable to connect
to your VPN, creating the beginnings of a Zero Trust model for application access.

Additional Resources

For more information about Workspace ONE, explore the VMware Workspace ONE Activity Path. The activity path provides step-by-
step guidance to help you level-up in your Workspace ONE knowledge. You will find everything from beginner to advanced curated
assets in the form of articles, videos, and labs.

Additionally, you can check out the VMware Workspace ONE and VMware Horizon Reference Architecture which provides a
framework and guidance for architecting an integrated digital workspace using VMware Workspace ONE and VMware Horizon.

Changelog

The following updates were made to this guide:

Date Description of Changes

* Updated requirements for Workspace ONE UEM

2023-09-07 || peferenced new documentation links

» Updated supported platform matrix for Workspace ONE Tunnel
* Updated list of Custom XML Configuration for Windows Desktop
» Updated requirements for Windows deployment

* Added Windows 11 support

2023-3-28

* Updated the Trust Network Detection chapter: added DNS resolution details when Trust Network
Detection is enabled.

* Updated platform support and features availability matrix.

* Added details on the new Device Traffic Rules sync process for Android.

2022-12-05

» Updated the Device Traffic Rules chapter adding a detailed explanation of default action rule per
platform.

* Added supported custom configuration parameters for Windows 10.

» Added details for Trusted Network Detection based on probe URL.

2021-07-09

» Updated Device Traffic Rules with an explanation about the new Full Device Tunnel Mode.

* Added Device Traffic Rules Guidelines for use of the asterisk, IP, and port range.

* Added steps to deploy Workspace ONE Tunnel for iOS as Public App (App Store) using Workspace ONE
UEM.

2021-06-30

* Added Trusted Network Detection chapter.

» Updated Device Traffic Rules topic, adding support to manage traffic assignments based on multiple
Device Traffic Rules sets.

» Update Profile configuration for all platforms to support device traffic rule configuration via profile.

2020-11-13

¢ Added Windows, Android, and macOS Platforms.

2020326 |, Egited i0S Platform,
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